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FOREWORD

The international internship and conference programme “Law, Digital Technologies and
Sustainable Governance” is an interdisciplinary educational initiative aimed at deepening
theoretical knowledge and practical understanding of the interaction between law, digital
technologies and sustainable governance in accordance with European standards.

Digital transformation is changing the way public institutions exercise their authori-
ty, the way justice is administered, and the way universities prepare future professionals.
These processes raise questions that no single discipline can answer alone: how to keep the
human being at the centre of automated administration, how to protect rights and data in
digital environments, and how to make innovation compatible with sustainable develop-
ment. The programme in Varna created a platform for cross-sectoral dialogue, academic
exchange and the development of partnerships between education, science, the state and
civil society around precisely these questions.

The articles collected in this issue reflect the thematic breadth of the programme: from
artificial intelligence in parliamentary work and the dignity of the person in the digital state,
to the resilience of legal institutions under martial law, the governance of green transitions,
and the digital transformation of education and culture.

We would like to thank the organizers, partners, speakers and all participants for their
contribution to the development of a European culture of governance and for the practical
steps they take to strengthen institutional reforms.

Adrian-Gabriel Corpadean
Babes-Bolyai University, Cluj-Napoca, Romania
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Abstract.

This article examines how artificial intelligence (Al) can be incorporated into parliamentary research services
while preserving professional responsibility, information security and democratic accountability. Using the Rese-
arch Service of the Verkhovna Rada of Ukraine as the principal case, the study combines doctrinal and documen-
tary analysis with a structured comparison of recent parliamentary practices in Germany, Canada, Switzerland,
Spain, Indonesia and Bahrain. The comparative framework is derived from the Inter-Parliamentary Union (IPU)
Guidelines for Al in Parliaments and the Maturity Framework for Al in Parliaments and focuses on governance,
technical capability, organisational capability and democratic impact. The analysis shows that effective parlia-
mentary Al adoption depends less on the acquisition of individual tools than on institutional rules, reliable data,
human oversight, staff competence, controlled experimentation and auditable workflows. The Ukrainian case
demonstrates an emerging governance model in which external Al systems are treated as auxiliary instruments
for processing publicly available information, while professional verification, confidentiality requirements and
restrictions on autonomous action remain central. Four vectors of incorporation are identified: internal regula-
tion of Al use; development and dissemination of institutional guidance; comparative research on Al regulation
and applications; and Al-literacy training for parliamentarians, advisers and parliamentary staff. The article
concludes that sustainable Al adoption in parliamentary research services requires a staged, risk-based and hu-
man-centred approach in which technological efficiency remains subordinate to analytical integrity, parliamen-
tary autonomy and public trust.

Keywords: parliamentary research service; artificial intelligence; parliamentary administration; Al governan-
ce; digital parliament; human oversight

1.INTRODUCTION

Over the past two decades, the concept of the e-parliament has expanded from websites,
digital document flows and online broadcasting to data-driven and Al-assisted systems. The
current phase of transformation is qualitatively different because generative Al and other
machine-learning tools can support search, summarisation, classification, translation and
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comparative analysis across large volumes of parliamentary information. For legislatures,
however, the relevant question is not whether such tools are technically available, but under
what institutional conditions they can be used without weakening confidentiality, professio-
nal judgement, accountability or trust in parliamentary work (United Nations et al., 2008;
Inter-Parliamentary Union, 2024).

Ukraine is developing this agenda under the simultaneous pressures of war, European
integration and rapid public-sector digitalisation. The national Strategy for the Digital De-
velopment of Innovation Activities up to 2030 prioritises the use of technology in governan-
ce, while the draft Artificial Intelligence Development Strategy up to 2030 places responsi-
ble and risk-managed Al adoption among the components of state modernisation. Within
the Verkhovna Rada of Ukraine, these developments form part of the broader evolution of
e-parliamentarism and of the institutional capacity needed to support legislative work.

Parliamentary research services occupy a particularly sensitive position in this transfor-
mation. Their outputs may inform legislative choices, comparative-law assessments, com-
mittee work and policy debates; consequently, speed gains from Al cannot be evaluated
independently of source reliability, legal accuracy, data protection and professional accoun-
tability. The Research Service of the Verkhovna Rada of Ukraine therefore provides a useful
case for examining Al not merely as an information technology, but as an object of institutio-
nal governance within a democratic legislature.

[t is worth emphasising that Al incorporation into the Research Service’s activities has
not been the subject of any specific academic study. At the same time, certain aspects of
this topic have been examined by academics. For instance, the authors have highlighted the
information technology use in the preparation of the Research Service’s proposals for the
Verkhovna Rada of Ukraine’s legislative work plan and in planning the parliament’s legisla-
tive activities as a whole (Vaolevska, L. A. & Myshchak, I. M., 2025). However, even today, the
argument that there are few academic studies examining Al implementation in the work of
parliaments and parliamentary services (Koryzis, D., 2021) remains relevant.

[t is worth mentioning studies, having briefly examined the potential for using Al to pro-
vide scientific and expert support for parliaments work. The article by Leston-Bandeira, C.,
a methodological approach is proposed for studying the impact and role of information and
communication technologies (hereinafter ‘ICT’) on the parliamentary functions performan-
ce (Leston-Bandeira, C., 2007). Given that Al is the most advanced ICT tool, the questions ra-
ised in this study are, in our view, relevant and topical. The questions concerned the impact
of new technological tools on various aspects of the parliamentary institution functioning:
have there been changes in parliamentary practices; has the image of parliament improved;
have new opportunities arisen for improving interaction and communication between par-
liamentarians and citizens? If we were to combine all these questions into one and summa-
rise it concisely, it would sound like this: are new technological tools beneficial to the work
of parliament?

An interesting perspective on the Al usage significance in parliament s its interpretation
as a means of creating added value, with two corresponding levels being identified (Ziouve-
lou, X,, 2022). The first refers to facilitating the parliamentary functions performance, whilst
the second one refers to providing assistance to parliamentarians and parliamentary staff.
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Researchers Ziouvelou, X., Giannakopoulos, G. and Giannakopoulos, V. emphasise the need
for Al to possess certain essential characteristics, such as reliability—ensured by legality,
ethical standards and technological resilience—and compliance with the recommendations
of leading international experts.

Of particular interest are publications the authors of which systematically analyse the
areas of Al application in parliament and develop specific proposals. For example, Lucke, ].,
Etscheid, J. and Fitsilis, F,, with the involvement of experts and representatives of the Greek
Parliament, analysed the relevance and priority of over 210 relevant areas and identified
the top four which, in our view, directly concern the Parliament’s research service (Lucke, J.,
2022). In addition, 36 proposals have been put forward on Al use to improve the legislative
process.

Based on the results of expert brainstorming sessions and surveys of the Greek Parlia-
ment members and staff, the following have been identified as the most important areas of
Al application:

- intelligent examination of draft legislation to determine the impact of proposed changes
on existing legislation;

- the conversion of the texts of legislative acts into machine-readable code;

- the implementation of the ‘smart law’ concept through the processing and interpreta-
tion of legal texts, as well as the identification of the consequences of their application using
Al technologies;

- ensuring the legislative process transparency in parliament (Lucke, ]., Etscheid, J., Fitsi-
lis, F. 2022). The thesis/ assertion regarding the potential impact of implementing the ‘smart
law’concept on accelerating legal research within the framework of parliamentary research
services is certainly worthy of particular study and discussion.

Hungarian researchers Szentgali-Toth, B. A. & Berkes, R. have demonstrated the impor-
tance of clear legal regulation governing Al integration into the day-to-day work of parlia-
ments (Szentgali-Téth, B. A., Berkes, R., 2025). In our opinion, the article presents relevant
arguments regarding the close link between parliamentary activity and national sovereign-
ty and democratic processes, the special role of parliaments as key constitutional actors, the
rapid spread of Al technology use in parliaments, and the lack of clear regulation of such
activities. The authors put forward two alternative proposals to address the problem they
have identified. These involve the drafting of an EU legal act to integrate Al into parliamen-
tary activities, which would meet the criteria for preserving national sovereignty and parlia-
mentary autonomy, whilst also promoting technological innovation within European Union
institutions. Another option is to amend the EU Regulation on Artificial Intelligence (EU
Al Act) to ensure that parliamentary applications based on Al technologies are classified
as high-risk Al According to Szentgali-Téth, B. A. & Berkes, R., this would establish stricter
requirements for Al use in parliament.

According to Gonzalo, M. A., Director of the Department of Documentation, Library and
Archives of the Lower House of the Spanish Parliament, in his presentation at the internatio-
nal conference of the Libraries and Research Services for Parliaments Section of the Interna-
tional Federation of Library Associations and Institutions (IFLAPARL), Al is a tool, providing
research service staff with access to in-depth analysis and research (Gonzalo, M. A., 2024).



He believes that annotated bibliographies and comparative legal studies generated by Al
not only help researchers to speed up national legislation analysis in various countries, but
also contribute to improving the legislative process quality by providing accurate data in
real time. At the same time, the expert emphasises the need for the responsible use of these
cutting-edge technologies, for which the relevant ethical and legal frameworks must be re-
fined. In our view, there is unlikely to be a linear, direct link between Al use and processes
optimisation and qualitative improvement, as noted by Gonzalo, M. A. It is people who are
the decisive factor in bringing about these changes, as they are capable, in particular, of
identifying and correcting Al hallucinations.

The rapid development of methods and approaches to Al technologies use in the parlia-
mentary services work is illustrated by the article by Cifuentes-Silva, F, Astudillo, H., and
Labra Gayo, ]J., which examines relevant practices using the example of the Chilean Parlia-
mentary Library (Cifuentes-Silva, F, 2025). In our opinion, the use of Semantic Web tech-
nologies (What is the Semantic Web and Semantic Technology, 2026) for the publication
of legislative acts and the presentation of information on the history of legislation is worth
studying, analysing and considering in terms of possible ways of adopting them. However, Al
use to predict the prospects of a bill being passed, taking into account the current political
context, should probably be regarded as an experiment at this stage.

Against the background of global competition amongst states for leadership in the Al
field, and in the absence of a unified conceptual approach to the legal regulation of its deve-
lopment and use, publications emphasising the need to anticipate the negative consequen-
ces of introducing Al into parliamentary activities and to minimise them deserve particular
attention (Lucke, J., 2022).

Existing scholarship has examined digital parliaments, Al-supported legislation and in-
dividual Al applications in legislative institutions, but parliamentary research units remain
under-analysed as a distinct organisational setting. This matters because research services
combine legal and policy analysis, access to parliamentary information, comparative rese-
arch and direct support for decision-makers. The resulting research gap is therefore institu-
tional: there is limited comparative analysis of how Al governance principles are translated
into day-to-day rules, workflows and professional safeguards within parliamentary rese-
arch services.

Accordingly, the article asks two questions: (1) which governance and organisational
conditions are associated with responsible Al incorporation into parliamentary research
services; and (2) how does the emerging practice of the Research Service of the Verkhovna
Rada of Ukraine compare with recent international parliamentary experience? The objecti-
ve is to identify transferable governance principles rather than to rank national parliaments
by technological maturity.

2. MATERIALS AND METHODS

The study uses a qualitative comparative case-study design combining doctrinal analy-
sis, document analysis and structured institutional comparison. The primary normative fra-
mework consists of the [PU Guidelines for Al in Parliaments (2024) and the IPU Maturity
Framework for Al in Parliaments (2025). These instruments were selected because they

11



12

are parliament-specific and jointly provide an analytical structure covering governance,
technical capability, organisational capability and democratic impact. The Ukrainian case is
examined through publicly available documents of the Research Service, including its 2026
Regulation on the Implementation of Artificial Intelligence Technologies and its methodolo-
gical recommendations on Al-assisted analytical and comparative-law work.

Germany, Canada, Switzerland, Spain, Indonesia and Bahrain were selected as compa-
rative cases because recent 2025-2026 public documentation describes concrete parlia-
mentary Al initiatives and because the cases represent different implementation pathways:
centralised use-case management, staff-centred institutional adoption, Al-assisted parlia-
mentary libraries, maturity assessment, phased data-and-Al infrastructure development,
and formal Al-management certification. The comparison is purposive rather than statisti-
cally representative. Evidence was coded against the four IPU dimensions and used to iden-
tify recurring governance patterns and transferable practices. Claims about effectiveness
are therefore qualitative and documentary; the study does not measure productivity gains,
causal effects or user outcomes experimentally.

The analysis also distinguishes between evidence about the internal operation of the Re-
search Service and the Service’s external analytical outputs on Al regulation in other sec-
tors. This distinction is necessary to avoid treating the subject matter of a parliamentary
research product as evidence that the same technology is already deployed institutionally
within the Research Service.

3. RESULTS

Al implementation in the Research Service’s activities is governed by the Regulations,
setting out principles and ethical standards for external Al systems use; the methodology
for their selection, adaptation and operational use; the provision of professional develop-
ment for staff in the Al field; the management of legal risks and information security proce-
dures; functional limits, prohibitions and responsibilities when working with Al technolo-
gies (Regulation on the Implementation of Artificial Intelligence, 2026). The management
and staff of the Research Service regard Al as a means of speeding up the preparation of
materials and improving the educational process. At the same time, all materials produced
by the Research Service must be original in nature and reflect the professional approach of
its staff, which forms the basis for the legitimacy of its activities. With this in mind, these
Regulations stipulate that staff may use Al in their work exclusively as an auxiliary tool for
processing publicly available information only.

The responsible approach taken by the drafters of the Regulations on the Proper Use of
Al for Research and Information-Analytical Support of the Activities of the Verkhovna Rada
of Ukraine was demonstrated, in particular, in the establishment of categorical prohibitions
for Research Service staff, aimed at safeguarding the parliament’s information sovereign-
ty, preventing the Research Service discrediting, ensuring the parliamentary activities con-
fidentiality and protecting personal data. These prohibitions include: breaching data secu-
rity and confidentiality protocols; delegating exclusive intellectual functions and authorial
powers; breaching the rules on fact-checking; seeking final advice and automating decisions



with legally significant consequences; breaching ethical standards and principles of impar-
tiality; using Al systems that lack a transparent policy regarding the non-use of user data
for training their models; grant autonomous Al agents the right to make changes to official
databases or register documents without prior approval of each action by a staff member;
use desktop computers when working with Al; use work email accounts to register for the
use of various Al tools and services (Regulation on the Implementation of Artificial Intelli-
gence, 2026).

Based on the analysis of specialist academic literature and a review of their own expe-
rience in Al use, the Research Service staff have drawn up recommendations regarding a
procedure for applying Al technologies to produce a structured, summarised document (Re-
commendations of the Research Service of the Verkhovna Rada of Ukraine, 2026, No 7). Itis
suggested that the relevant measures be implemented in three stages:

- selecting a specialised tool based on the type of an analytical task;

- creating a query using a professional profile and a multi-level structure;

- carrying out expert verification and analytical filtering (Verify & Refine).

Each of these stages is described in detail; for example, a list of relevant specialised tools
is provided; it is recommended to structure tasks for Al using specific questions, to set strict
requirements regarding the format and style of the final document, to carry out atomisation
and a ‘factual audit’, to cross-reference against official primary sources, and to counteract
the model’s ‘compliant’ behaviour (Sycophancy).

It is worth noting that the Research Service’s recommendations contain fundamental
caveats regarding collaboration with Al: analysts must carry out professional fact-checking
of documents prepared by Al via official portals, as well as carefully review their content
and provide their own professional judgement and legal assessment of the document. In
our opinion, the value of these recommendations lies in their universality, as the proposed
procedure is relevant not only to the preparation of parliamentary analytical materials but
also to any materials of analytical nature.

[tis also worth noting the recommendations on the appropriate use of Al technologies for
conducting comparative legal research (Recommendations from the Research Service of the
Verkhovna Rada of Ukraine, 2026, No 5), prepared by the Research Service staff, drawing on
their own experience and that of European Union institutions. In our opinion, a key piece
of advice is that experts should bear in mind the lack of direct online access to legislation
databases containing the original documents in most standard LLM models. Consequently,
Al systems may utilise outdated data and news articles from the internet. The proposed
methods for verifying the legal accuracy of legal terminology translation are of particu-
lar relevance to academics and experts. These include parallel translation, which involves
cross-checking the translation output using several translation systems; back-translation,
for example from Spanish to English and then from English to Spanish, to verify that the ori-
ginal meaning of the term has been preserved; checking legal terms using legal dictionaries
or encyclopaedias, official translations of legislative acts or international agreements; and
verifying the interpretation of a legal provision by searching for similar provisions in the
legislation of different countries.

In addition, the Research Service staff are studying international experience of Al moder-
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nisation. As at 30 June 2026, the institution catalogue of analytical and information mate-
rials contained 14 items of information and analytical material (hereinafter referred to as
‘Research Service materials’), which examined various aspects of Al legal regulation and use
(Catalogue of Analytical and Information Materials of the Research Service of the Verkhovna
Rada of Ukraine, 2026), the vast majority of which were drafted between 2025 and 2026.
In quantitative terms, it is worth noting the analysis of the experience of nearly 50 coun-
tries and the European Union, the results of the study of whose legislation are set out in the
aforementioned materials. Most frequently, the research subject was the experience of the
EU and its 27 Member States, as well as the USA. Considerable attention was paid to South
Korea, Singapore, India and China.

14 The overall value of the relevant materials stems from their examination of the legislation
of countries in different geographical regions, which have varying levels of economic—and,
in particular, technological—development, different legal traditions and cultures, and adopt
different approaches to Al regulation. It is worth emphasising that comparative law mate-
rials predominate, given that the focus of enquiries from Ukrainian MPs is specifically on
studying foreign experience; this is due to Ukraine being at the initial stage of introducing
Al legal regulation and seeking the most appropriate and optimal conceptual approaches.
Among the key qualitative characteristics of the Research Service’s materials is an emphasis
on both the positive and negative aspects of Al widespread use, as well as recommendations
on preventing potential negative consequences through the introduction of appropriate
legal regulation of this sphere of social relations.

Al materials examination prepared by the Research Service provides grounds for catego-
rising them into four groups based on the research subject: Al is considered in the context
of analysing a specific sphere of social relations as one of the tools for its modernisation; the
legal regulation of Al technologies used in a specific sphere is analysed directly; the legal
regulation of the development and general use of Al is examined; and Al organisational and
institutional framework is considered.

In our opinion, based on the analysis of many national parliaments websites, the Al tools
most frequently implemented to enhance the transparency and user-friendliness of parlia-
mentary websites would be useful for modernising the website of the Verkhovna Rada of
Ukraine. These include the automation of live streams of parliamentary sessions and par-
liamentary committee meetings, the use of transcription and translation tools, as well as
improvements to the document search function. (Information reference on the peculiarities
of the functioning of parliamentary websites: structure, content, methods of efficiency as-
sessment, 2025).

Following the analysis of international and national experience in the judicial process
digitalisation as well as in safeguarding the independence of judges and the judicial system,
recommendations have been formulated regarding the advisability of enshrining, in accor-
dance with the codes of procedure, the possibility of administering justice remotely in the
event of state of war or state of emergency (Informational Reference on Current Trends
in the Development and the State of Ensuring the Independence of Judges and the Judicial
System in Ukraine (2024-2025), 2026). This refers to court hearings held outside the court
premises, when participants use their own technical equipment and undergo mandatory



electronic identification in order to take part in such hearings.

The argument regarding the need to foster a new judicial culture—one based, in particu-
lar, on the ethical transparency of Al algorithms and adherence to the principle of ‘human
oversight’—is highly relevant. One of the challenges posed by the rapid digitalisation pace
of the justice system in Ukraine is countering ‘profiling of judges’ and automated decision-
-making without human oversight, which necessitates strict adherence to the principles of
the European Ethical Charter on the use of artificial intelligence in judicial systems and their
environment in the technological modernisation of the justice system.

In our opinion, the findings of the study into the role of Al in the creation of new branches
of the DPRK’s Armed Forces are relevant to the legislative process of establishing specia-
lised cyber forces in Ukraine (Parliamentary research on the institutional establishment
and assessment of the capabilities of the DPRK’s cyber forces, 2025). A factor contributing
to the alarmingly rapid expansion of this state’s military cyber capabilities has been iden-
tified as the increased use of Al technologies by the North Korean military and hackers in
recent years. Cyberattacks on military and financial organisations, as well as critical infra-
structure, are becoming more frequent and sophisticated. Al helps hackers conceal their
poor command of foreign languages or lack of communication skills, enabling them to build
long-term relationships with potential victims without arousing their suspicion. Moreover,
North Korean military and hackers use Al to create more effective viruses and ransomware,
as well as to gain employment within public and private financial institutions, cryptocur-
rency exchanges, the defence sector and other strategic industries by submitting documents
containing Al-edited photographs.

The study subject is the legal regulation of Al itself, as used, for example, in the justi-
ce system, the media, robotics, urban infrastructure management and sports (Information
note on the use of artificial intelligence in the media:potential and risks, 2025; Parliamenta-
ry research on the legislative trends in the implementation of artificial intelligence tools in
the field of justice in the European Union, 2025; Analytical note on comparative legislation
regarding regulatory and legal regulation of the field of robotics and robotisation, 2025;
Analytical note (comparative legislation) on the implementation of the Smart City concept
in the European Union, USA, Canada and South Korea, 2024).

To help mitigate the potential risks associated with Al use in the judicial system—rela-
ting to security, protection and fundamental human rights—and create the conditions for
the development and use of reliable Al within Ukraine’s judicial system and justice sector,
analysts from the Research Service have formulated a number of proposals. It is suggested
that European standards be implemented into Ukrainian law to ensure the safety and acco-
untability of Al systems by providing legal certainty regarding Al regulation, which will pro-
mote investment and innovation in this field. Proposals have been put forward to draft and
adopt new regulatory acts setting out safety requirements for Al systems within the judicial
system and the justice sector, and to improve Ukraine’s procedural legislation with a view
to the safe and effective Al implementation and use by the courts. (Parliamentary research
on the legislative trends in the implementation of artificial intelligence tools in the field of
justice in the European Union, 2025).

The Research Service has analysed Ukrainian legislation governing Al use, particularly in
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the media, and provided recommendations on its updating to take account of current trends
in the development of cutting-edge technologies. This refers to the need for legislation to
define specific grounds, conditions and procedures for Al use in the media, to establish ad-
ditional safeguards for the rights of media service consumers, and to set out appropriate
sanctions for offences committed using Al. In addition, the information and analytical mate-
rials emphasised the advisability of introducing a code of ethical conduct regarding Al use
in the activities of the media and journalists, which would set out: principles for the respon-
sible Al use by journalists in their day-to-day work; rules for labelling Al-generated media
content; requirements for developers and suppliers of Al-based solutions; rules allowing
consumers to opt out of Al-generated content; and measures to prevent uncontrolled Al use
(Information note on the use of artificial intelligence in the media:potential and risks, 2025).

A fundamental conclusion regarding the legal regulation of the autonomous robotics and
Al technologies sector in the EU, its Member States and other countries around the world
is that it is comprehensive in nature and places legal responsibility on humans rather than
robots (Analytical note on comparative legislation regarding regulatory and legal regulation
of the field of robotics and robotisation, 2025). Furthermore, based on a review of interna-
tional experience regarding the legal regulation of robotics and automation, the Research
Service’s report outlines the existing conceptual approaches, which will enable those with
the right to initiate legislation to select the most suitable option for Ukraine.

Given the rapid pace of development of Al technologies and their growing impact on
all areas of social life, particularly in sports, the recommendations set out in the Research
Service’s reports regarding the improvement of the legal framework governing sports in
Ukraine are highly relevant. Taking into account the results of the analysis of EU law in this
area, the following is recommended: amending Ukrainian legislation in the field of sports,
in particular with regard to defining specific grounds, conditions and procedures for Al use,
and establishing appropriate sanctions for offences committed using Al; the implementa-
tion of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to personal data processing and on
such data free movement, and repealing Directive 95/46/EC. Emphasis is also placed on
the need for the National Olympic Committee of Ukraine and Ukraine’s sports federations,
organised by sport, to develop guidelines on the use of these technologies and to introduce
codes of ethics governing Al use in sports. In our opinion, these recommendations imple-
mentation will help to protect athletes’ rights and ensure fairness, integrity, accuracy and a
level playing field for all parties involved in sport activities.

Based on the review of international experience in regulating Al (Parliamentary Study on
the Legislative Regulation of the Use of Artificial Intelligence Technologies Across Countries
Worldwide, 2026; Analytical note on comparative legislation regarding the regulation of ar-
tificial intelligence technologies in Ukraine, European countries and the United States, 2025;
Analytical note on comparative legislation regarding the regulation of artificial intelligence
technologies in Ukraine, European countries and the United States, 2025; Analytical note
(comparative legislation) on legislation in the area of use of artificial intelligence technolo-
gies (current conditions and development prospects in the EU and in other countries), 2023;
Information note on trends in the legal regulation of artificial intelligence technologies in



Ukraine and India, 2025), analysts at the Research Service suggest that, in the process of
drafting the Ukrainian Law on Al, the European approach to regulating this sector should
be followed. This position is based not only on Ukraine’s status as a candidate country for
EU membership, but also on the human-centred nature of the relevant legislation. The EU
acquis in the Al field regulation is characterised, in particular, by the binding nature and
uniformity of human-centred rules designed to ensure a high level of protection for health,
safety, fundamental human rights, environment, etc; and by the enshrinement of the right to
define the national specificities of legislative regulation of social relations in this field.

Furthermore, for Ukraine, in the context of the Russian Federation’s large-scale armed
invasion, the EU’s experience of exempting Al systems intended exclusively for military, de-
fence or national security purposes from the scope of legislation is particularly relevant,
regardless of the type of organisation carrying out such activities. Establishing a transition
period for parties involved in social relations relating to Al to adapt to the new legislative
requirements also reflects the realities in Ukraine regarding the development of cutting-ed-
ge technologies and attempts to regulate their use.

In the 2023 report by the Research Service, based on the analysis of the legal and regula-
tory framework governing Al in many countries around the world, it is suggested that a spe-
cific approach be followed when introducing legal regulation of Al technologies in Ukraine:

- public discussion of the issues and challenges involved in implementing and operating
systems that use Al;

- identifying the areas that are the highest priority for Al use;

- developing, in addition to the concept, a series of recommendations and national stan-
dards for Al use, and a code of Al ethics;

- adopting a National Strategy for the Development of Al Technologies, for example cove-
ring a 10-year period, and an Al Act which will, first and foremost, introduce effective legal
regulation of the use of Al-generated content, a classification system based on risk level, a
ban on high-risk Al practices, and oversight and legal liability for any harm that may be cau-
sed by this technology;

- improving the legal framework governing all social relations relating to safe and reliable
Al technologies use.

[t is worth noting the implementation of certain components of this algorithm. In parti-
cular, on 31 March 2026, the Ministry of Digital Transformation of Ukraine published a draft
Artificial Intelligence Development Strategy up to 2030 for public consultation (The path of
Al development through 2030: explore the draft Strategy and provide feedback, 2026).

In order to develop a national public administration ecosystem in the Al field in Ukraine,
we believe it would be advisable to take into account the findings of the Research Service’s
experts regarding global practices in shaping the institutional architecture of the Al sector
(Analytical note (comparative legislation) on the system and functions of state bodies and
other institutions in field of artificial intelligence following the example of certain foreign
states, 2023). Thus, in the countries whose experiences were studied, regardless of the spe-
cific features of their state structure and political regime, varying levels of financial capacity
or geographical location, special state institutions and other administrative mechanisms for
coordination and control are being established. The coordination activities of these speciali-
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sed state institutions in this field involve fostering constructive dialogue and fruitful coope-
ration between the private sector and state institutions regarding Al technologies research,
development and implementation, with the involvement of academics and the provision of
state support and funding for relevant start-ups.

The Research Service also organises and conducts training sessions for Members of the
Ukrainian Parliament and their parliamentary advisers, as well as staff of the Secretariat of
the Verkhovna Rada of Ukraine, with the aim of providing knowledge, skills and competen-
ces needed to understand and apply Al as a tool for optimising the search for and proces-
sing of necessary information, as well as for the preparation of various types of documents.
These events are prepared and conducted in close cooperation with international and na-
tional partners, such as the Research Service of the Seimas of Lithuania, the parliaments of
Greece and the Republic of Italy, and the Ministry of Digital Transformation of Ukraine.

Since October 2024, the Research Service’s training centre has been organising numero-
us webinars focusing on various aspects of Al use in parliamentary work, in particular the
value and appropriateness of Al use by parliamentary research service staff, and Al integra-
tion into the work of Ukrainian MPs and their parliamentary advisers. In addition, partici-
pants are introduced to specific Al technologies, such as large language models (LLMs). The

legal, technical and social aspects of Al technologies are also explored.

4. DISCUSSION

Table 1. Comparative patterns of parliamentary Al incorporation

Case Governance ap- Technical/data | Human/organisa- Transferable
proach focus tional focus lesson
Germany (Bunde- | Central coordina- | Shared tools for | Cross-departmen- | Portfolio gover-
stag) tion of Al use cases | legal research, text | tal coordination nance can reduce
processing and in- duplication and
formation retrieval fragmented risk
management.

Canada (House of
Commons)

Al strategy, internal
guidance and risk
management

Controlled institu-
tional deployment
and internal reso-
urces

Staff awareness,
surveys and conti-
nuous communica-
tion

Adoption should be
people-centred and
accompanied by in-
stitutional learning.

Spain (Senate)

Use of the IPU ma-
turity  framework
for self-assessment

Assessment of tech-
nical capability
alongside other di-
mensions

Organisational cul-
ture treated as a
maturity factor

Maturity  assess-
ment should inclu-
de governance and
democratic impact,
not technology
alone.

Switzerland (Fede-
ral Assembly Libra-

ry)

Pilot-based deploy-
ment with user
control and source
traceability

Semantic search
combined with ge-
nerative Al

Human judgement
and user sovereign-

ty

Source attribution
and reversible user
control are central
to trustworthy re-
search support.

Indonesia (House of
Representatives)

Phased digital and
Al transformation

Data consolidation,
metadata standards
and knowledge ma-
nagement

Institutional re-
adiness  precedes
wider Al adoption

Reliable data infra-
structure is a pre-
requisite for useful
AL




Representatives)

gement system ali-
gned with ISO/IEC
42001

parliament and Al-
-enabled legislative
tools

and oversight me-
chanisms

Case Governance ap- Technical/data | Human/organisa- Transferable
proach focus tional focus lesson
Bahrain (Council of | Formal  Al-mana- | Integrated digital [ Governance, risk|Management-

-system standards
can institutionalise
continuous Al go-

vernance.

In this part of the article, it is appropriate to discuss certain aspects of Al technologies use
within the administrative bodies—in particular the research departments—of the national
parliaments of Germany, Canada, Spain, Switzerland, Indonesia and Bahrain, without focu-
sing on the Research Service of the Verkhovna Rada of Ukraine, as the issues and challenges
faced by all these institutions are universal in nature. This approach has been adopted in
line with the ‘Guidelines for Al in Parliaments’, which were developed by the Inter-Parlia-
mentary Union (IPU) in collaboration with the Centre for Innovation in Parliament and pu-
blished at the end of 2024 (Guidelines for Al in parliaments, 2024). It is worth noting that
the document in question makes no mention of specific departments within parliamentary
services, as it concerns Al implementation in parliaments as holistic ecosystems, of which
the services supporting their operations—in particular research services—form an inte-
gral part. Furthermore, Al modernisation is viewed as a comprehensive process, the compo-
nents of which are closely interlinked, and Al tools can be applied across all organisational
units within parliamentary administrations. In view of the above, the guiding principles and
recommendations for their implementation are relevant to all elements of the organisatio-
nal structures of parliaments and parliamentary services, in particular research units.

In the context of this article, it is worth highlighting certain key recommendations from
the UIP regarding compliance with these guiding principles. Firstly, the recommendation
to prioritise the Al use in areas such as legislative research (identifying trends in legislative
development, as well as similarities or contradictions in draft legislation and existing laws)
and support for the legislative process (impact assessment of draft legislation; analysis of
amendments to understand their impact on the draft legislation; analysis of the draft legi-
slation impact; collecting comprehensive data on the application of the law and monitoring
its impact). These activities are carried out by staff in the research departments of parlia-
mentary secretariats to provide research, expert and analytical support for parliamentary
activities (Guidelines for Al in parliaments, 2024).

According to the Guidelines for Al in Parliaments, the organisational framework for the
Al-driven modernisation of parliamentary activities and parliamentary services should con-
sist of the following key elements: small-scale pilot projects to gain the necessary experien-
ce in digital transformation; a focus on Al use provided that specific benefits are realised
and risks are managed; reliable human oversight of Al systems; prioritising transparency
and accountability in Al; investment in raising awareness of Al amongst parliamentary staff;
and engagement with all stakeholders throughout the process of introducing Al technolo-
gies (Guidelines for Al in parliaments, 2024).

To address the unique risks associated with Al introduction into the work of parliament
and its administrative secretariat, the following is recommended: guidelines development
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to ensure human oversight of Al tools use in the legislative process; establishment of rules
governing information disclosure on Al use in the legislative process; developing a flexible
Al strategy that can be adapted to rapid technological changes; establishing mechanisms for
equitable access to Al resources; and developing protocols for international cooperation on
the exchange of experience regarding Al implementation in parliaments and parliamentary
services.

The example of the German Bundestag (Prioritizing Al use cases at the German Bunde-
stag, 2025) demonstrates the value of a systematic and comprehensive Al implementation
in the work of parliament, in particular the parliamentary service, which entails the proper
administration, management and oversight of the relevant technologies. The two priority
areas selected for Al use relate directly to the research service: the legislative process and
the functioning of the parliamentary secretariat/parliamentary service departments. The
Al Cloverleaf Model, implemented in the Bundestag, is based on a comprehensive appro-
ach that enables staff across all departments to use a single programme, as its text pro-
cessing, information retrieval and analytical tools are universal in nature. In our opinion,
the argument put forward by Martin Kamprath, the Bundestag’s Al coordinator, regarding
the budgetary and organisational pragmatism of this approach is compelling, as it enab-
les the parliamentary administration departments to develop coordinated strategies for Al
use, thereby optimising the necessary resources and reducing the potential risks associated
with Al technologies use (Prioritizing Al use cases at the German Bundestag, 2025; Kam-
prath, M., 2025). The range of tasks carried out to provide support, particularly to research
staff, is quite broad: from automating legal research to producing information documents.

The work of the Secretariat of the lower house of the Canadian Parliament (The Al jour-
ney of the House of Commons of Canada, 2025) on the introduction of Al is people-centred
and is based on striking a balance between technological innovation, data protection, the
responsible use of financial resources to ensure Al implementation, and ongoing communi-
cation between the department responsible for implementing the relevant policy and staff
from other units of the Parliamentary Service.

Gradual Al integration into the work of the House of Commons in general, and the Parlia-
mentary Service in particular, began in April 2024. It should be noted that, given this article
subject, the analysis focuses solely on that part of the Parliamentary Service’s work related
to Al introduction specifically for its staff. At the same time, it is worth noting that the House
of Commons’ Parliamentary Service is also focused on implementing Al for Members of Par-
liament. Firstly, specialised organisational structures were established to oversee specific
aspects of this process. In June of that same year, the Al centre was launched on the House
of Commons’ intranet, containing resources and guidance on the responsible Al tools use
by all users of this internal network. To refine the Al tools and improve the skills of intranet
users, the results of regular surveys on their experience of using the relevant technologies
were taken into account. For example, in April 2025, an educational campaign was launched
to raise Al awareness.

In November 2025, the House of Commons’ Al strategy was unveiled (Report to Canadians
2026, 2026), the key components of which are strategic vision and management; data and
risk management; the expertise of parliamentary service staff; the experience of users of



materials produced using Al tools; a project-based approach; and the value of the outcomes
of implementing the latest technologies. It is clear that cybersecurity and institutional resi-
lience have been identified as priorities.

The experience of the Spanish Senate (New insights into Al maturity in the Senate of
Spain, 2026) demonstrates the importance of evaluating the process and outcomes of Al
implementation. International standards, such as those set out in the Framework for the
Maturity of Al Use in Parliaments, can serve as a guide (Maturity Framework for Al in Par-
liaments) (Maturity Framework for Al in Parliaments, 2025), developed by the Centre for
Innovation in Parliament of the Inter-Parliamentary Union in 2025. According to the docu-
ment, Al technologies use should be considered across four dimensions: governance (rules,
policies and control mechanisms to ensure the responsible Al use, including risk manage-
ment and ethical guidelines), technical capabilities (infrastructure, data and security mana-
gement for the successful deployment and operation of Al tools), organisational culture (the
human factor and institutional culture necessary to support Al implementation), and the
‘democratic impact’ on democracy (the impact of Al implementation on the functioning of
parliament, on citizen engagement, parliamentary transparency and accountability, and the
preservation or strengthening of democratic values and processes) (Maturity Framework
for Al in Parliaments, 2025).

The results of an assessment of the state of Al implementation in the upper house of the
Spanish Parliament revealed technological achievements and shortcomings across all other
dimensions. In light of this, it is clear that the decisive factors for the successful Al imple-
mentation are not the technologies themselves, but rather the right organisational culture,
people and processes. In our view, all parliamentary services, particularly research depart-
ments, would do well to take this experience into account. At the same time, the national
context must be taken into consideration, as Al introduction is not merely a matter of IT
modernisation, and culture is a fundamental factor in this process. It is well known that
national cultures have significant distinctive features, which makes it impossible to devise
universal formulas for Al introduction into the work of parliaments and the departments
that support their functioning.

[t is also worth looking at the experience of the Library of the Federal Assembly of Swi-
tzerland (Federal Assembly of Switzerland embeds trust at the heart of technology, 2026),
whose staff faced the operational challenge of indexing several thousand parliamentary do-
cuments annually in the three official languages. With this in mind, a pilot project to integra-
te Al into its operations was launched in collaboration between the parliamentary library
and the Bern University of Applied Sciences. The technological essence of the project lies
in combining semantic search with generative Al. However, given the subject matter of this
article, it is worth focusing on other aspects of this institution’s experience.

The chosen Al design was based on elements such as the absolute sovereignty of the user,
who is granted the right to completely block Al generation and process only source docu-
ments; the primacy of human judgement, as Al merely assists humans rather than replacing
them, placing full responsibility for the outcomes of using such technologies on humans,
which is crucial for their incorporation into the legislative body activities; building trust in
Al by establishing transparency, traceability and source attribution as key requirements,
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thereby reducing the risks of losing source traceability or receiving misleading content;
building trust in Al through the establishment or provision of user control functions regar-
ding language, visible sources, feedback. etc.

Also of interest is the conclusion, drawn from the aforementioned pilot project results,
regarding the advisability of a phased approach - within the framework of specific projects
- to Al introduction into the parliamentary services work. The gradual integration of the
latest technologies makes it possible to identify their shortcomings and rectify them swiftly.

Over the past few years, the lower house of the Indonesian Parliament (Al journey of the
House of Representatives of Indonesia: A phased approach to responsible digital transfor-
mation, 2026) has been gradually digitising its operations, with the key measures set out
in the master plan for the development of information and communication technologies
(hereinafter ‘ICT’) (Caperna, A., 2010) for 2020-2024.

During the phase of developing the digital foundations (2020-2022), priority was given
to system integration through the consolidation of ICT system components and the streng-
thening of digital coordination between departments within the administration, as well as
to enhancing cyber security and establishing a big data infrastructure. The data manage-
ment development phase (2022-2023) proved to be a turning point. Thanks to these inno-
vations - in particular, the launch of the One Data portal (a central big data repository), the
standardisation of metadata used by the lower house’s administrative departments, and the
introduction of several data quality initiatives - there was a rise in confidence among the
staff of the lower house’s administrative departments regarding the Al technologies use for
analytics. This was followed by the phase of Al implementation through specialised projects
(2024-2025), which was carried out in line with the vision of Al technologies as a support
mechanism and analytical assistant, rather than as a decision-maker. As of today, the final
phase involves the refinement of knowledge management in the field of legislation (Know-
ledge management tools and processes, 2026) (2025-2027), which is being implemented in
accordance with the House of Representatives’ Master Plan for ICT Development for 2025-
2027. Data on legislation, the findings of parliamentary oversight and public opinion have
already been consolidated into unified platforms and systems, which will help improve Al
ability to recognise patterns and enrich the institutional memory of the Indonesian House
of Representatives. Al, under the supervision of specialists, will help to identify trends in
legislative development and formulate evidence-based policies.

In our opinion, all parliamentary research units, in particular the Research Service, sho-
uld take into account the key findings arising from the ICT modernisation of the lower house
of the Indonesian Parliament when undertaking the digital transformation of their opera-
tions. The modernisation key elements should be harmonisation of data standards across
all departments of the parliamentary service, integration of traditional and modern infra-
structure, development of comprehensive Al management systems, assurance of effective
cybersecurity and data protection, as well as enhancement of staff knowledge and aware-
ness regarding Al In light of this, the most important conclusion is the realisation that the
priority lies not with the technological challenge, but with the challenge of the House of
Representatives’ institutional readiness for the relevant changes. This refers to the need to
prevent the premature Al integration into the institution operations whilst its data proces-



sing system remains underdeveloped, as this will inevitably have a negative impact on both
the technological component of digital transformation and the staff confidence in modern
digital technologies.

The Bahrain Council of Representatives is the first legislative body in the world to have
its Al governance system certified (The smart governance benchmark: Council of Repre-
sentatives of Bahrain achieves ISO certification for Al, 2026). This refers to ISO/IEC 42001
- the world'’s first standard setting out requirements for the establishment, implementation,
maintenance and continuous improvement of the Al management system within organisa-
tions (ISO/IEC 42001:2023. Information technology - Artificial intelligence - Management
system, 2023). The standard requires the establishment of a governance framework, risk
management protocols and oversight mechanisms to ensure the safe, transparent and ethi-
cal operation of Al programmes implemented within organisations. The requirements set
out take into account the unique challenges arising from Al use - ethics, transparency and
continuous learning - and strike a balance between digital innovation and its governance.

The digital modernisation of Bahrain’s lower house of parliament was achieved through:
the creation of a comprehensive e-parliament system, one of whose functions is Al use to
analyse legislative acts; the introduction of a paperless operating model in the parliament’s
day-to-day activities; and robust data management protocols to ensure data quality, securi-
ty and confidentiality. These measures have undoubtedly also had an impact on the Centre
for Parliamentary Research and Training, which provides research and analytical support to
the legislature. For example, the integration of an Al-powered chatbot into the parliamen-
tary service digital infrastructure has provided analysts, in particular, with real-time access
to all draft legislation and other parliamentary materials, thereby helping to optimise the
analysis of these documents (Al-powered parliamentary bill and document chatbot for en-
hanced legislative analysis, 2024).

In addition to international certification of its Al management system, the Bahrain Co-
uncil of Representatives has received certificates confirming that the information security
and environmental management systems implemented in its operations comply with inter-
national standards (ISO/IEC 27001 and ISO 14001) (Certifying the First Legislative Body
Worldwide Against ISO/IEC 42001, 2026). This international recognition attests to the suc-
cessful application of a comprehensive, systemic approach to the digital modernization of
the operations of the lower house of Bahrain’s parliament.

Given the rapidly growing Al capabilities to manipulate and alter information, the study
by the European Parliament Research Service (EPRS) on the threats posed by the deepfake
technology use (Regulation (EU) 2024 /1689 of the European Parliament and of the Council
of 13 June 2024 laying down harmonised rules on artificial intelligence and amending Re-
gulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU)
2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU)
2020/1828 (Artificial Intelligence Act) (Text with EEA relevance)), that needs to be taken
into account by the staff of parliamentary research services while searching for information
to prepare analytical materials (Bentzen, N., 2025).

This is geopolitical influence - e.g., shaping negative global public opinion on how the
international community perceives Ukraine amidst the Russian Federation’s large-scale
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armed aggression; influencing elections in numerous countries, including Moldova, Slovakia,
the USA, India, and the UK; shaping public opinion on any given issue; discrediting women
and minorities; as well as propagating societal prejudices - such as stereotypes - concer-
ning specific individuals or population groups; "information laundering” - legitimization of
false or misleading information, particularly regarding historical events or scientific achie-
vements, through a network of intermediaries, employing a set of methods to distort and
conceal the original source.

5. LIMITATIONS

The study is based on publicly available institutional documents, parliamentary publica-
tions and scholarly sources. It does not include interviews with parliamentary staff, access
to internal technical logs, independent security testing or direct measurement of time sa-
vings, accuracy gains or user satisfaction. Accordingly, references to benefits, maturity or
institutional readiness should be interpreted as documentary and comparative assessments
rather than causal evaluations.

The six comparative cases were selected purposively because recent documentation was
available and because they represent contrasting governance pathways. They are not a re-
presentative sample of all national parliaments. In addition, Al tools and institutional po-
licies evolve quickly; the analysis therefore reflects the documented state of practice up to
mid-2026 and should be revisited as parliamentary Al governance matures.

6. CONCLUSION

The comparison shows that responsible Al incorporation into parliamentary rese-
arch services is primarily an institutional-governance task rather than a question of tool
acquisition. Across the cases examined, five recurring conditions are visible: explicit gover-
nance rules, reliable and permission-aware data practices, human oversight, investment in
staff competence, and staged implementation through pilots or controlled use cases. The
[PU framework is useful precisely because it connects technical capability with organisatio-
nal capability, governance and democratic impact.

The Research Service of the Verkhovna Rada of Ukraine demonstrates an emerging model
consistent with these principles. Its internal regulatory documents treat Al as an auxiliary
instrument, restrict the use of non-public or protected information, require professional
verification and preserve human responsibility for analytical conclusions. The Service’s
experience can be understood through four vectors: regulation of Al use; development and
dissemination of institutional guidance; preparation of comparative analytical materials on
Al regulation and applications; and Al-literacy activities for parliamentarians, advisers and
parliamentary staff.

The principal scientific contribution of the study is the distinction between technological
adoption and governance capacity in parliamentary research. The comparative cases sug-
gest that sustainable Al incorporation depends on the quality of institutional arrangements
around the technology: source traceability, data governance, role-based access, transparent



responsibility, professional review and continuous learning. These conditions are particu-
larly important for parliamentary research services because errors or opaque automation
may affect legislative analysis and, indirectly, democratic decision-making.

For practice, the findings support a staged roadmap for parliamentary research services:
define authorised and prohibited uses; classify data and access rights; pilot bounded use
cases; require source-linked verification; train staff; monitor incidents and user experience;
and periodically reassess maturity against parliament-specific governance criteria. Future
research should test these propositions empirically through interviews, workflow observa-
tion, accuracy audits and comparative measures of productivity and trust.
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Abstract.

The digital transformation of the state increasingly places public authority behind digital interfaces, data
infrastructures, automated administrative procedures and artificial-intelligence-assisted decision systems. This
article develops a theoretical-legal framework for assessing whether such transformation remains compatible
with human dignity and with the legitimacy of public authority. It treats dignity as the substantive limit that
prevents the individual from being reduced to a data object or passive object of administration, and legitimacy
as the public-law condition that requires authority to remain intelligible, contestable, accessible and accoun-
table when exercised through digital systems. Using doctrinal and comparative normative analysis, the article
reads these concepts alongside European legal benchmarks, including the Charter of Fundamental Rights of
the European Union, the General Data Protection Regulation, the EU Artificial Intelligence Act and Council of
Europe instruments on algorithmic systems and artificial intelligence. The principal contribution is a two-axis
governance test that translates dignity and legitimacy into operational questions for the design and review of
digital public procedures. The test examines preservation of the person’s legal subjecthood and individual circu-
mstances, intelligibility of reasons, effective human review and remedy, equal accessibility, and identifiable insti-
tutional responsibility. The article argues that digitalisation strengthens public authority only when efficiency
gains are accompanied by procedural safeguards, data protection, non-exclusion and meaningful avenues of
challenge. The framework is conceptual rather than empirical and is offered as a normative assessment tool for
sustainable digital governance.
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1. INTRODUCTION

The digital transformation of the modern state has become one of the principal ways in
which the forms and methods of exercising public authority are changing in the twenty-first
century. Its manifestations are the digitalisation of administrative procedures, the develop-
ment of electronic services and of digital identification, the automated processing of data,
the algorithmisation of administrative decisions, and the growing role of digital platforms
in mediating the relationship between the state and the individual. The introduction of ele-
ments of artificial intelligence into public administration has substantially altered the cha-
racter of that relationship.

Such processes are usually assessed through the prism of efficiency, speed, accessibility
and institutional modernisation. Their effects, however, extend well beyond the technical
renewal of public administration, and they cannot be evaluated solely as a technical mo-
dernisation of the state apparatus. Digitalisation bears directly on the value foundations
of the modern state, because it changes the limits of authoritative influence, the degree of
transparency of administrative decisions, the individual’s access to the protection of their
rights and interests, and the conditions under which public authority is recognised by so-
ciety. In short, digital transformation alters not only the instruments of state activity but the
character of public authority itself, the conditions under which it is perceived, and the limits
of permissible authoritative interference.

The question that follows is whether the human being remains the centre of state policy
under conditions of digitalisation, or whether the significance of the individual is gradually
diminished and the person reduced to a digital profile or a set of data subject to automated
processing. In this context, two categories acquire particular importance: human dignity
and the legitimacy of public authority.

Human dignity makes it possible to assess whether digital transformation turns the per-
son into a passive object of digital administration, and whether it reduces the person to a
collection of data to be processed automatically. It is in this sense that dignity operates as
a fundamental value of the modern state. Legitimacy, in turn, makes it possible to establish
whether public authority retains social recognition under conditions in which authoritative
procedures are becoming ever more complex, technologically mediated and potentially less
intelligible to those subject to them. Digitalisation also changes the grounds of legitimacy.
Whereas in the traditional understanding legitimacy was associated principally with legali-
ty, social recognition and trust in state institutions, digital transformation adds new criteria:
the transparency of digital procedures, the accessibility of the substance of decisions taken
by state bodies, the fairness of those decisions, and the possibility of oversight and appeal.

The central problem is therefore not whether the state should digitalise, but under what
legal and institutional conditions digitalisation remains compatible with the status of the
person as a rights-holder and with the justified exercise of public authority. A formally
lawful digital procedure may still be normatively defective if it renders the person invisible
as an individual, prevents them from understanding why a decision was taken, or leaves no
effective human route for correction and challenge. Conversely, digitalisation may streng-
then public authority where it expands access, reduces arbitrary discretion, improves trace-
ability and preserves meaningful procedural guarantees.



This inquiry belongs squarely to the agenda of law, digital technologies and sustainable
governance. Sustainable digital governance is understood here not as the persistence of a
technical system but as the capacity of digitally mediated public authority to remain legally
justified, socially recognisable, procedurally fair and institutionally accountable over time.
Human dignity and legitimacy are therefore treated not as external ethical commentary on
digital government but as internal conditions of its durability.

2. THE STATE OF RESEARCH AND THE RESEARCH GAP

Contemporary scholarship addresses e-government, automated administration, data
protection, digital constitutionalism, algorithmic accountability and Al governance with
considerable intensity. Yet three strands of the debate often remain separated. Human di-
gnity is frequently invoked as a foundational value without being translated into concrete
questions for system design; legitimacy is discussed as trust or social acceptance without
sufficient connection to procedural safeguards; and technical or regulatory Al-risk frame-
works do not always explain how defects in digital administration affect the justification of
public authority as such. The resulting gap is therefore not a lack of discussion about digital
government, but a lack of an integrated legal test linking the status of the person to the con-
ditions under which digitally mediated authority can remain legitimate.

The present study addresses that gap through four propositions:

1. human dignity should operate as an assessable limit on the reduction of the person
to data, categories or automated outputs;

2. legitimacy should be expressed through intelligibility, procedural fairness, accessibi-
lity, contestability and identifiable responsibility;

3. digital transformation should be evaluated against those two axes in addition to effi-
ciency, legality and technical performance; and

4. a combined dignity-legitimacy test can be used ex ante when public bodies design
digital procedures and ex post when their effects are reviewed.

3. AIM, SCOPE AND METHOD

The aim of the article is to substantiate human dignity and the legitimacy of public au-
thority as interrelated criteria for assessing the digital transformation of the state and to
operationalise those criteria in a two-axis governance test applicable to automated and
algorithmically assisted public procedures. The study asks three questions: what dignity
requires from digitally mediated authority; what conditions sustain legitimacy when de-
cisions are technologically mediated; and how those requirements can be converted into
practical design and review criteria.

Methodologically, the article proceeds by theoretical-legal (doctrinal) and comparative
normative analysis. It reconstructs human dignity and legitimacy in general legal theory
and tests those categories against contemporary forms of digital public authority. European
legal materials are used as normative benchmarks: Article 1 of the Charter of Fundamental
Rights of the European Union, the Charter’s guarantees of good administration and effec-

31



32

tive remedy, the General Data Protection Regulation’s rules on solely automated decisions
with legal or similarly significant effects, the EU Artificial Intelligence Act, Council of Europe
Recommendation CM/Rec(2020)1, and the Council of Europe Framework Convention on
Artificial Intelligence and Human Rights, Democracy and the Rule of Law (CETS No. 225). As
of August 2026, the EU Al Act has entered its general application phase, although specified
obligations remain subject to staged dates. The study does not assume that each European
instrument applies identically to every Ukrainian public body; they are used to identify co-
nverging principles relevant to comparative governance analysis. No original empirical data
are presented, and the proposed test is normative rather than a validated psychometric or
administrative-performance instrument.

4. HUMAN DIGNITY AS THE AXIOLOGICAL FOUNDATION OF THE MODERN STATE
4.1 DIGNITY AS A VALUE-BASED LIMIT ON PUBLIC AUTHORITY

Human dignity occupies a central place in the axiological structure of the modern state. It
is not merely one legal value among many, but the normative and philosophical foundation
on which the legitimacy of public authority must itself rest. In the contemporary understan-
ding of statehood, dignity operates as the criterion that determines both the permissible
limits of the exercise of public authority and the value orientation of legal regulation. For
that reason, any analysis of the digital transformation of the state that ignores the role of
human dignity risks remaining incomplete: it will reduce digitalisation to a purely technical
or institutional process and pass over its profound effect on the legal status of the person
(Charter of Fundamental Rights of the European Union, 2016; De Gregorio, 2022).

In legal theory, human dignity is traditionally understood as an inalienable quality of the
person and as a principle shaping the relationship between the individual and the state.
This understanding is reflected expressly in Article 1 of the Charter of Fundamental Rights
of the European Union, which places dignity at the beginning of the Charter’s normative
architecture. For digital administration, the implication is not that every use of automation
violates dignity, but that the person must remain a legal subject rather than becoming me-
rely the object of classification, scoring or automated processing. The state may organise
and modernise its institutions, but it must retain procedures capable of recognising rights,
individual circumstances and legitimate interests (Charter of Fundamental Rights of the Eu-
ropean Union, 2016; De Gregorio, 2022).

This understanding acquires particular significance where public authority relies on di-
gital identity, linked databases, automated eligibility checks or Al-assisted administrative
decisions. Data representations are necessarily selective: they describe the person through
attributes that a system is designed to process. The legal risk arises when that representa-
tion becomes functionally equivalent to the person for decision-making purposes and no
institutional mechanism remains for correcting incomplete data, presenting relevant circu-
mstances or obtaining meaningful human reconsideration. European data-protection law
addresses one part of this problem through safeguards surrounding certain decisions based
solely on automated processing; these rules are not a general prohibition on automation,
but they illustrate the broader requirement that significant decisions remain procedurally



governable (European Parliament and Council of the European Union, 2016; European Data
Protection Board, 2018).

From an axiological standpoint, dignity therefore generates three requirements for digi-
tal public authority. First, the system must preserve legal subjecthood: the individual must
be able to appear before the administration as more than a data profile. Second, the proce-
dure must preserve agency: the person must be able to receive relevant information, submit
material, correct data and seek human intervention where required by law. Third, techno-
logical mediation must remain proportionate to the public purpose pursued, particularly
where biometric, behavioural, location or other intrusive data are involved. These require-
ments connect dignity to privacy, procedural fairness and the possibility of effective remedy
without collapsing dignity into any one of those rights.

4.2 THE THREE FUNCTIONS OF HUMAN DIGNITY UNDER DIGITAL TRANSFORMATION

In this context it may be argued that human dignity performs at least three interrelated
functions under conditions of the digital transformation of the state.

First, dignity operates as a foundational value of the modern legal order. It confirms that
the legitimacy of state activity cannot be measured solely by efficiency, expediency or admi-
nistrative rationality. Even where digital systems increase the speed and accessibility of ad-
ministrative procedures, that alone cannot justify their use if they undermine the standing
of the human being as an autonomous subject of law.

Second, dignity performs the function of a substantive limit on the digitalisation of public
authority. Public authority cannot legitimately rely on digital systems in a manner that le-
vels out the individual characteristics of the human being, the person and the citizen, or that
makes it impossible to challenge individual decisions of state bodies effectively. In this sense
dignity constrains the expansion of digital public authority, so that technological innovation
remains compatible with the inalienable value of the human being.

Third, dignity serves as a criterion for assessing the admissibility of digital models of go-
vernance. It allows the question to be posed whether a particular digital system or platform
is compatible with the value foundations of the modern state. Even where a digital procedu-
re is formally permitted by law, it may nonetheless run counter to human dignity and may
to some degree deprive the person of the realisation of their subjective rights and of the
possibility of protecting them.

It follows that, where public authority relies on such systems, the human being becomes
visible to the system only to the extent that they correspond to a predefined set of input data
or to a predefined category — something that is capable, overall, of weakening the signifi-
cance both of the human being and of legality in the relationship between the state and the
individual. A state that organises digital public authority in such a way that people become
invisible, interchangeable or procedurally defenceless risks undermining the very value fo-
undation on which modern statehood rests.

The digital transformation of the state cannot, therefore, be regarded as axiologically
neutral. It bears directly on the state’s capacity to preserve its humanistic and legal orien-
tation. Where digitalisation strengthens accessibility, transparency and procedural fairness
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without eroding respect for the person, it can reinforce the value foundations of modern
statehood. Human dignity should accordingly be regarded as the first and fundamental cri-
terion for assessing the effectiveness of the digital transformation of public authority.

5. THE LEGITIMACY OF PUBLIC AUTHORITY IN THE DIGITAL AGE

Legitimacy concerns the justified recognition of public authority. In this article it is used
in a normative public-law sense rather than as an empirical measure of popularity or trust.
Digitalisation alters the conditions of legitimacy because the citizen increasingly encounters
the state through interfaces, automated workflows and outputs generated from data rather
than through an identifiable official exercising visible discretion. The question is therefo-
re whether authority remains understandable, answerable and open to challenge when its
exercise is technologically mediated.

Four conditions become especially important. The first is intelligibility: a person affec-
ted by a significant digital decision must be able to understand its legal and factual basis to
the extent required for effective participation and challenge. The second is contestability:
the procedure must preserve a realistic route to correction, review and remedy rather than
merely provide a technically final output. The third is equal accessibility: digital-by-default
administration must not convert lack of connectivity, disability, age, displacement or limited
digital literacy into practical exclusion. The fourth is accountable attribution: responsibility
must remain attached to an identifiable public institution and, where appropriate, to human
decision-makers, rather than being displaced onto a vendor, dataset or model (Greenstein,
2022; Kouroutakis, 2024; Langer, 2024; Rghl, 2023).

A digitally transformed procedure may therefore comply with formal competence rules
yet still suffer a legitimacy deficit if the person cannot understand the decisive grounds,
cannot reach an effective reviewer, or cannot identify which authority is responsible for
correcting an error. European law increasingly expresses these concerns through overlap-
ping guarantees of good administration, data protection, transparency, human oversight
and effective remedy. The EU Al Act and the Council of Europe Framework Convention on Al
are significant not because they replace administrative law, but because they reinforce the
proposition that technologically mediated authority must remain subject to human-rights,
accountability and risk-management requirements (European Parliament and Council of
the European Union, 2024; Council of Europe, 2024).

Legitimacy in the digital age should accordingly be understood as compatible with, rather
than opposed to, efficiency. Faster services, reduced administrative burden and more con-
sistent decisions may strengthen the justification of public authority when they are achieved
within procedures that remain intelligible, inclusive and reviewable. The relevant distinc-
tion is therefore not between human and digital administration, but between governable
and ungovernable digitalisation.



6. THE DUAL NATURE OF DIGITAL TRANSFORMATION
6.1 OPPORTUNITIES

Considered in its functional dimension, the digital transformation of the state opens up a
number of evident opportunities.

The first is an increase in the promptness and effectiveness of public administration. Di-
gital systems make it possible to reduce the time required to deliver services, to simplify ad-
ministrative procedures, to reduce the bureaucratic burden, to increase the speed at which
information is processed, and to optimise communication between public authorities and
citizens. In this respect digitalisation contributes to the modernisation of the state mecha-
nism and to the strengthening of its institutional capacity.

A second substantial opportunity is the widening of citizens’ access to public services.
Electronic services, digital personal accounts, remote forms of interaction with the state
and electronic document flow are capable of making the realisation of rights and legitimate
interests more convenient and faster, and less dependent on territorial or other organisa-
tional obstacles. In this respect digital transformation potentially strengthens the service
orientation of the state and may be regarded as a way of bringing public authority closer to
the needs of the individual (Rghl, 2023; da Rosa Lazarotto, 2025).

A further opportunity concerns the transparency of public authority. Where they are
properly organised, digital instruments can facilitate access to public information, promote
the openness of state registers, improve procedures for monitoring the activity of public
bodies, and strengthen the capacity for public oversight — and thereby reduce corruption
risks.

6.2 RISKS

Alongside these opportunities, however, the digital transformation of the state generates
risks that are fundamentally new, and that are legal as well as axiological in character. Digi-
talisation cannot therefore be assessed exclusively as a positive instrument of modernisa-
tion. Its effect is dual in nature: on the one hand digital transformation opens new resources
for the development of the modern state; on the other; it creates new threats to that state’s
humanistic, legal and democratic nature.

Depersonalisation of public authority. One of the most serious risks is the depersonali-
sation of public authority. The more the state’s interaction with the individual is conducted
through digital systems, the greater the probability that the person will be perceived by
public authority not as an individualised subject of law but as a profile in a database or a set
of formalised characteristics. Under such conditions public authority loses its immediate
human dimension, and the legal relationship between the state and the individual is ever
more extensively mediated by technological mechanisms. This creates the danger that the
personal, individual and humanistic element will be progressively displaced from the sphe-
re of public administration.

Identification of the person with their data. Closely connected with depersonalisation is
the risk of identifying the person with their digital data. Where the individual comes to be
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perceived primarily through a set of digital records, there is a danger that the real individual
circumstances and the substance of the legal situation will fall outside proper consideration.
Law then loses its just and human-centred nature.

Opacity of digital decisions. A person may receive a digital outcome without being able
to identify the decisive factual inputs, legal rules or institutional reasoning behind it. The
concern is not that every algorithm must be technically explainable to every user; the pu-
blic-law requirement is that the administration remain capable of giving reasons sufficient
for the affected person to understand and contest a decision where such reasons are legal-
ly required. Opacity becomes especially serious where automated or Al-assisted systems
affect benefits, registration, licensing, taxation, migration, social support or other legally
significant interests (Council of Europe, 2020; Greenstein, 2022; Langer, 2024).

Digital inequality. The risk of digital inequality requires particular attention. Not all per-
sons possess the same level of digital literacy, technical access, stable connectivity, capacity
to use electronic services or ability to understand digital procedures. Socially vulnerable
groups, and persons located in the temporarily occupied territories of Ukraine, may find
themselves in a situation in which formally accessible digital mechanisms in fact become a
barrier. Digitalisation is thus capable not only of simplifying access to rights, but also of ge-
nerating new forms of inequality in their realisation (Kouroutakis, 2024; da Rosa Lazarotto,
2025).

Expanded state supervision and control. Digital transformation expands the state’s ca-
pacity to link datasets, infer behaviour and conduct large-scale monitoring. Such capacities
may pursue legitimate public aims, but they also increase the risk of function creep, dispro-
portionate surveillance and secondary uses of information unrelated to the purpose for
which it was collected. A dignity-compatible digital state therefore requires purpose limi-
tation, lawful data governance, proportionality and effective institutional oversight rather
than an assumption that technical availability of data is equivalent to legal permission to
use it.

Weakening of procedural protection. Simplification and automation can reduce admini-
strative friction, but they must not eliminate notice, participation, correction of inaccurate
data, reason-giving or access to review where those safeguards are required. Article 47 of
the EU Charter provides an important European benchmark for effective remedy, while Ar-
ticle 22 GDPR illustrates the additional safeguards relevant to a defined category of solely
automated decisions producing legal or similarly significant effects. The broader governan-
ce lesson is that digital convenience cannot be purchased by making the individual proce-
durally defenceless.

The digitalisation of the modern state is therefore a complex process that simultaneously
opens new opportunities for improving the quality of public authority and generates new
challenges to its legal and value-based nature.

7. A TW0-AXIS GOVERNANCE TEST FOR DIGITAL PUBLIC AUTHORITY

For the purposes of this study, the digital transformation of public authority is defined
as the institutional, procedural and technological reorganisation of how state authority is



exercised through digital systems, assessed simultaneously against effectiveness, compa-
tibility with human dignity and the capacity to preserve legitimate and accountable public
decision-making. This definition moves the analysis beyond the adoption of technology and
focuses on the legal quality of the authority exercised through it.

The principal practical contribution is a two-axis governance test. It is not intended to
replace a data-protection impact assessment, Al risk assessment, judicial proportionality
test or sector-specific legality review. Rather, it provides a common public-law structure
for asking whether a digital procedure remains human-centred and institutionally justified
before deployment and during subsequent audit.

Table 1. Two-axis governance test for digitally mediated public authority

Assessment dimension Primary Risk indicator Governance safeguard
axis

Legal subjecthood and | Dignity Person reduced to a fixed data | Correction mechanisms; capa-

individual circumstances profile; no route to correct or | city to submit individual circu-
supplement relevant informa- | mstances; human reconsidera-
tion tion where legally required

Privacy and proportiona- | Dignity Function creep, excessive data | Purpose limitation; data minimi-

lity of data use linkage or intrusive monito- | sation; proportionality review;

ring unrelated to the admini- | access controls and oversight
strative purpose

Intelligibility and reasons | Legitimacy Affected person receives an | Meaningful notice; reason-gi-
outcome but cannot identify | ving appropriate to the deci-
its legal or factual basis sion; documentation of decisive
inputs and rules

Contestability and reme- | Both No realistic route to challenge | Accessible human review; cor-
dy an automated or Al-assisted | rection and appeal mechanisms;

outcome preservation of effective remedy
Equal accessibility Legitimacy Digital channel excludes per- | Accessible design; assisted and

sons because of disability, | alternative channels; monito-
displacement, connectivity or | ring of exclusion effects
limited digital literacy

Accountability and trace- | Legitimacy Responsibility is shifted to so- | Named responsible authority;

ability ftware, a model or an external | audit logs; procurement contro-
vendor Is; human oversight and incident
accountability

Note. The test is an authorial conceptual synthesis based on the dignity and legitimacy framework developed

in this article; it should be applied together with sector-specific legal requirements.

Applied ex ante, the dignity axis asks whether the proposed system preserves the status,
agency and individual circumstances of the person. Public bodies should identify what data
representation the system will use, whether affected persons can correct or supplement
that representation, whether the system creates disproportionate monitoring or profiling
risks, and where human intervention must remain available. This assessment is especially
important where automated processing can materially affect rights, entitlements or access
to public services.
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The legitimacy axis asks whether the authority exercised through the system remains
intelligible, contestable, accessible and attributable to a responsible institution. Efficiency
is relevant but not decisive. A system that shortens processing time while making errors
practically unchallengeable, excluding non-digital users or obscuring responsibility may im-
prove administrative throughput while weakening legitimate governance.

Applied together, the two axes generate a governance rule: the more consequential the
digital intervention for an individual’s legal position, the stronger the requirements of re-
ason-giving, human review, data governance, accessibility and auditability should become.
This proportional relationship also provides a bridge between general legal theory and con-
temporary risk-based Al governance. Human dignity identifies what public authority must
not lose sight of; legitimacy identifies the procedural and institutional conditions under
which digitally mediated authority remains justified.

8. LIMITATIONS AND SCOPE OF APPLICATION

The proposed test is conceptual and normative. It does not measure public trust empiri-
cally, establish causal relationships between particular technologies and legitimacy, or de-
termine the legality of a specific administrative system without reference to the law gover-
ning that system. Human dignity and legitimacy are contested concepts, and their concrete
application will vary across legal orders and sectors.

The European instruments used in the analysis are comparative normative benchmarks
rather than a claim of uniform direct applicability to Ukrainian public administration. Futu-
re research should therefore test the framework against concrete administrative domains,
such as social benefits, taxation, licensing or digital identity, and should combine doctrinal
analysis with user studies, administrative data and institutional audits. Such validation is
necessary before the framework can be used as an empirical evaluation instrument.

9. CONCLUSIONS

The digital transformation of the modern state is not merely a technical renewal of admi-
nistrative infrastructure. It changes how public authority sees the individual, how decisions
are produced and explained, and how responsibility is allocated when public functions are
mediated by data and automated systems. For that reason its success cannot be assessed by
speed, convenience or cost reduction alone.

Human dignity operates as the substantive axis of assessment. It requires the digital state
to preserve the person as a legal subject, to avoid treating a data profile as an exhaustive
representation of the individual, and to retain procedures through which relevant circu-
mstances can be presented, inaccurate information corrected and disproportionate data
practices constrained. Dignity does not prohibit automation; it determines the conditions
under which automation remains human-centred.

Legitimacy operates as the institutional and procedural axis. Digitally mediated authority
remains justified where it is intelligible, contestable, accessible and attributable to a respon-
sible public institution. A digital decision that cannot be effectively explained or challenged,



or a service that is formally available but practically inaccessible to significant groups, cre-
ates a legitimacy deficit even where the underlying technological system performs efficien-
tly.

The two-axis governance test developed in this article translates those propositions into
six operational dimensions: legal subjecthood and individual circumstances; proportional
data use; intelligibility and reasons; contestability and remedy; equal accessibility; and ac-
countability and traceability. Its scientific contribution lies in connecting the axiological ca-
tegory of dignity with the public-law category of legitimacy in a single assessment structure
for digital administration.

The practical implication is a requirement of graduated safeguards. The more strongly a
digital or Al-assisted procedure affects a person’s legal position, the stronger the require-
ments for data governance, documentation, reason-giving, human review, accessibility and
audit should be. This approach is compatible with the emerging European tendency toward
risk-based Al regulation while retaining a specifically public-law focus on the justification
of state authority.

Accordingly, sustainable digital governance should be understood as the capacity to pre-
serve legitimate public authority through technological change. Digitalisation strengthens
the state where it improves services while maintaining recognition of the person, effective
legal protection and institutional responsibility. It undermines the state where technical ef-
ficiency is achieved through opacity, exclusion or procedural defenselessness. Future empi-
rical and sector-specific research should test the proposed framework against real admini-
strative systems and identify indicators capable of measuring how these safeguards operate
in practice.
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Abstract.

This article examines the notariat as an institution of preventive human-rights protection under martial law in
Ukraine, focusing on its growing dependence on digital public infrastructure. Using doctrinal legal analysis, analy-
sis of legislation in force and conceptual synthesis of scholarship on wartime notarial practice and digitalisation,
the study identifies four dimensions of institutional resilience: continuity of access to State registers, territorial
accessibility of services, integrity and security of notarial data, and the legally controlled transition to the Unified
State Electronic E-Notariat System. The article shows that wartime regulation has preserved important functions
relating to property, inheritance, family and other civil rights, while access restrictions, territorial displacement,
cyber risks and dependence on electronic registers can also obstruct the exercise of those rights. Particular atten-
tion is paid to extraterritoriality, services for displaced persons and citizens abroad, the protection and backup
of notarial records, and the staged legal architecture of e-notariat. The article argues that e-notariat should
not be equated with unrestricted remote notarisation: digital procedures require an explicit legal basis, reliable
identification, preservation of notarial secrecy, access control, auditability and effective fallback mechanisms. A
governance matrix is proposed using four criteria: legal continuity, accessibility, data resilience and procedural
safeguards. The study concludes that resilient digital infrastructure is now part of the substantive capacity of the

notariat to protect human rights and maintain legal certainty under prolonged emergency conditions.

Keywords: notariat; human rights protection; martial law; e-notariat; digital resilience; legal certainty; susta-
inable governance.
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1.INTRODUCTION

The full-scale armed aggression against Ukraine and the continuing legal regime of mar-
tial law have created exceptional conditions for the functioning of institutions that protect
private rights. The notariat is one of those institutions. Its role is distinct from judicial protec-
tion: a notary acts primarily before a dispute arises, certifying rights and legally significant
facts, ensuring the authenticity of documents and transactions, and reducing uncertainty
in civil circulation. During wartime, this preventive function becomes especially important
because individuals may need to formalise inheritance, manage or dispose of property, issue
powers of attorney, certify wills, confirm family or civil-law facts, and secure documentary
evidence while simultaneously facing displacement, occupation, damaged infrastructure
and disrupted access to public institutions.

The wartime problem is therefore not limited to whether notaries are formally authori-
sed to act. It concerns whether the infrastructure required for the exercise of that authority
remains available, secure and legally reliable. Modern Ukrainian notarial practice depends
on access to State electronic registers, digital identification and information exchange, pro-
tected storage of data, functioning communication networks and reliable mechanisms for
verifying the authority and identity of participants. A failure of that infrastructure can trans-
form a technical disruption into a human-rights problem by preventing a person from exer-
cising or proving a civil right.

This connection places the subject within the broader field of law, digital technologies
and sustainable governance. The sustainability of a legal institution under emergency con-
ditions depends on its ability to preserve its essential functions when ordinary territorial,
administrative and technological arrangements are disrupted. For the notariat, this requires
not merely more digital tools but a governance model that combines accessibility with se-
curity, continuity with legal certainty, and technological innovation with procedural safegu-
ards.

The aim of the article is to determine how the notariat protects human rights under mar-
tial law, to identify the main legal and infrastructural risks affecting the continuity of nota-
rial protection, and to formulate directions for reform based on digital resilience and su-
stainable governance. The article asks three questions: (1) which human-rights protection
functions of the notariat become especially important during martial law; (2) how wartime
regulation and digital dependence reshape access to those functions; and (3) which legal
and organisational safeguards are necessary so that digitalisation strengthens, rather than
weakens, legal certainty and accessibility.

2. PRIOR RESEARCH AND THE RESEARCH GAP

Ukrainian scholarship has examined the constitutional role of the notariat, its preventive
function, the protection of property and inheritance rights, and the digitalisation of notarial
procedures. Ivashkova (2024) emphasises the protective role of notaries in providing legal-
ly secure transactions and executive instruments. Bysaha (2023) and Marchenko (2020) di-
scuss the increasing use of digital technologies in notarial activity, while Chyzhykov (2024)



highlights information-security and regulatory challenges. More recent work by Vdovichena
(2025) addresses the preservation and relocation of notarial records under emergency con-
ditions, and Zozulia et al. (2025) analyse the notariat as an institution for securing constitu-
tional guarantees of rights and freedoms.

These strands of research are valuable but are often considered separately. Studies of
wartime notarial practice tend to focus on emergency rules and accessibility; studies of digi-
tal notariat focus on technological modernisation; studies of human-rights protection focus
on the preventive legal function. The remaining gap concerns their interdependence. Under
wartime conditions, the notary can protect rights only if the digital and organisational infra-
structure through which notarial authority is exercised remains available, trustworthy and
legally controlled. This article therefore treats digital resilience not as a technical annex to
notarial law but as part of the institutional capacity to secure human rights.

A second gap concerns the legal status of the e-notariat transition. Discussion in the li-
terature sometimes uses ,electronic notariat” as if it already meant general remote perfor-
mance of notarial acts. The current regulatory architecture is more cautious and staged. The
Unified State Electronic E-Notariat System has a legal framework, while the commencement
of particular registers and software components is tied to separate technical-readiness de-
cisions and official notices. This distinction is important because digitalisation of records,
workflows and verification is not the same thing as legally unrestricted remote notarisation.

3. MATERIALS AND METHODS

The study is doctrinal and conceptual. It analyses the Constitution of Ukraine, the Civil
Code of Ukraine, the Law of Ukraine ,On Notariat”, wartime resolutions of the Cabinet of
Ministers, subordinate regulation of notarial procedures, and the legal framework of the
Unified State Electronic E-Notariat System. The regulatory material was checked against the
official Legislation of Ukraine database and updated through 14 August 2026. In particular,
the analysis takes account of Resolution No. 164 of 28 February 2022 in its current wartime
form, the Procedure for the Performance of Notarial Acts by Notaries of Ukraine (Order No.
296/5), Resolution No. 1406 of 29 December 2023 on the E-Notariat System, and subsequ-
ent acts governing the staged integration of particular notarial registers.

The formal-legal method is used to identify the legal status, powers and safeguards re-
levant to notarial protection. Systemic analysis is used to examine how wartime restrictions,
register access, territorial rules and data-protection requirements interact. A functional ap-
proach is used to assess the notariat not only through the formal list of notarial acts but
through the human-rights functions those acts serve: prevention of disputes, preservation
of property and inheritance rights, legal certainty, authentication and access to remedies.
Conceptual synthesis is then used to formulate a governance matrix for resilient notarial
services.

The study does not contain an empirical survey, statistical measurement or evaluation
of the performance of individual notaries. Statements about institutional risks and reform
priorities are normative conclusions derived from legislation and published scholarship.
This limitation is important: the proposed governance model requires subsequent empiri-
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cal testing using data on service accessibility, interruptions of register access, user experien-
ce, cyber incidents and cross-border notarial demand.

4. THE NOTARIAT AS AN INSTITUTION OF PREVENTIVE HUMAN-RIGHTS
PROTECTION

Articles 3 and 8 of the Constitution of Ukraine place the human being, human rights and
the rule of law at the centre of State activity (Konstytutsiia Ukrainy, 1996). In the sphere of
private-law relations, the notariat contributes to this constitutional orientation by giving
legal authenticity to rights, facts and transactions and by preventing disputes before they
require judicial resolution. Article 18 of the Civil Code recognises a specific mechanism of
protection of civil rights by a notary, while the Law of Ukraine ,0On Notariat” defines the no-
tary as a natural person authorised by the State to certify rights and legally significant facts
and to perform other notarial acts (Tsyvilnyi kodeks Ukrainy, 2003; Pro notariat, 1993).

The protective function of the notariat should therefore be understood more broadly
than the performance of individual technical procedures. It includes at least five functions:
safeguarding the realisation and proof of property rights; securing inheritance rights and
continuity of succession; protecting family and other private-law interests; preventing con-
flicts through verification and authentication; and maintaining legal certainty in civil circu-
lation. Unlike a court, which usually intervenes after a dispute or violation has materialised,
the notary generally acts ex ante, reducing the probability that uncertainty, fraud, defective
form or an evidential gap will later undermine a person’s legal position.

This preventive function becomes more visible under martial law. War produces sudden
changes in residence, family circumstances, access to property, documentary control and
the territorial availability of institutions. In such circumstances, the inability to execute a
will, establish an inheritance file, obtain a power of attorney, certify a transaction or retrieve
legally significant information may have consequences that persist long after the immediate
emergency. Vdovichena (2025) therefore rightly links the preservation of notarial records
with the preservation of property and personal rights.

At the same time, the notary’s protective role is not equivalent to the exercise of judicial
power or general public administration. The notary is authorised by the State and performs
legally defined public functions, but operates within a distinctive preventive-justice model.
This distinction matters for digital transformation: technology should support the notary’s
legally structured professional judgment and verification duties rather than replace them
with an automated administrative process.

5. WARTIME TRANSFORMATION OF NOTARIAL SERVICES
5.1. EMERGENCY REGULATION AND ACCESS TO STATE REGISTERS

After the introduction of martial law, the Cabinet of Ministers adopted Resolution No.
164 of 28 February 2022, ,Certain Issues of the Notariat under Martial Law”. The resolution
has been amended repeatedly as the security environment and territorial classification of
hostilities have changed; the official legislative database records a current revision from 22



May 2026 following Resolution No. 635 of 20 May 2026 (Kabinet Ministriv Ukrainy, 2022,
2026b). The continuing amendment of the instrument demonstrates that wartime notarial
regulation is not a one-time emergency response but an adaptive legal regime.

The emergency framework has combined two competing objectives. The first is conti-
nuity: individuals must retain access to legally significant services even when ordinary in-
stitutions are displaced or unavailable. The second is security: State registers and proper-
ty-related procedures cannot remain open in the same manner where there is a high risk
of unauthorised access, coercion, document abuse, occupation or cyberattack. Restrictions
on access to registers and on specific registration or property operations must therefore be
understood as risk-control measures, but they also create direct barriers to the exercise of
private rights when they last too long or when alternative procedures are unavailable.

The legal-policy task is consequently to apply the principle of proportionality to digital
restrictions. A restriction that is justified by an immediate security threat should be linked
to the nature of that threat, periodically reviewed, and accompanied where possible by al-
ternative procedures. Otherwise, information security can itself become a source of legal
insecurity.

5.2. TERRITORIAL ACCESSIBILITY, DISPLACED PERSONS AND THE
EXTRATERRITORIAL PRINCIPLE

The displacement of individuals and notaries, the temporary occupation of territory and
the destruction or interruption of local institutional capacity make territorial accessibility
one of the principal wartime challenges. The Procedure for the Performance of Notarial Acts
by Notaries of Ukraine provides as a general rule that notarial acts may be performed by any
notary throughout Ukraine, subject to statutory exceptions (Ministerstvo yustytsii Ukrainy,
2012). This general extraterritorial logic is especially important in wartime because a per-
son’s need for a notarial act may be disconnected from the person’s place of permanent
residence or from the location in which an earlier notarial file was created.

Extraterritoriality, however, should not be described as unlimited. Certain acts remain
tied to statutory territorial or procedural requirements, and the practical ability to act de-
pends on access to relevant registers and records. The proper reform direction is therefore
not simply to ,broaden extraterritoriality” in the abstract, but to identify which remaining
territorial restrictions are substantively necessary, which can be removed without creating
fraud or jurisdictional risks, and which require secure electronic access to records before
they can be relaxed.

Internally displaced persons are particularly affected by these constraints. For them, the
accessibility of notarial services is connected not only with physical proximity but also with
documentary continuity: the ability of a notary in a new region to verify information, open
or continue an inheritance matter where legally permissible, and access secure records.
This makes interoperability and continuity of State registers part of equality of access to
legal protection.
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5.3. CITIZENS ABROAD AND THE CONSULAR DIMENSION

Large-scale displacement outside Ukraine has also increased the importance of consular
notarial functions. Article 38 of the Law of Ukraine ,,On Notariat” assigns a range of nota-
rial acts to authorised consular officials. The practical significance of this channel lies in
enabling citizens abroad to execute legally significant acts without returning to Ukraine
solely for notarial purposes. The effectiveness of the mechanism nevertheless depends on
consistent access to relevant information systems, clear division of competence between
consular officials and notaries in Ukraine, and reliable recognition and transmission of the
resulting records.

The emerging e-notariat architecture reinforces this cross-border dimension. For exam-
ple, the 2026 regulation of the Inheritance Register expressly provides for access by autho-
rised officials of consular institutions and embassies within the E-Notariat System (Kabinet
Ministriv Ukrainy, 2026a). At the cut-off date of this study, however, Resolution No. 52 of
21 January 2026 had not yet entered fully into force because its operative commencement
depends on an official Ministry of Justice notice regarding the functioning of the relevant
software. This is a useful illustration of why planned digital interoperability must be distin-
guished from functionality already available in practice.

5.4. INFORMATION SECURITY, DATA INTEGRITY AND CONTINUITY OF RECORDS

Notarial protection depends on the integrity, confidentiality and availability of data. The
classic paper archive remains important, but the modern notariat also relies on electro-
nic registers containing information about powers of attorney, inheritance, encumbrances,
real rights, civil-status acts and other legally significant data. Wartime cyberattacks, power
disruptions, communication failures and physical damage to infrastructure create risks not
only of temporary unavailability but also of loss, corruption or unauthorised disclosure of
information.

Three dimensions of information security have direct legal significance. Confidentiality
is connected with notarial secrecy and personal-data protection. Integrity ensures that the
legal system can rely on the authenticity and completeness of registry information. Availa-
bility determines whether a person can actually exercise a right when the relevant informa-
tion is needed. A resilient notarial system must therefore treat backup, redundancy, disaster
recovery, access logging and secure authentication as components of legal protection rather
than purely technical IT functions.

Resolution No. 475 of 21 April 2025 is relevant to the broader emergency-management
framework because it amends the general evacuation procedure, but it should not be tre-
ated as creating a dedicated legal regime for the relocation of notarial offices or archives.
The more precise conclusion is that evacuation and preservation of notarial records must be
coordinated with general emergency-management rules while also requiring sector-speci-
fic procedures for chain of custody, access rights, confidentiality, restoration and evidentiary
integrity of notarial records.



5.5. E-NOTARIAT AS A STAGED LEGAL AND TECHNOLOGICAL TRANSITION

The most important structural development in the digital transformation of the Ukra-
inian notariat is the Unified State Electronic E-Notariat System. Resolution No. 1406 of 29
December 2023 establishes the general legal and organisational framework of the system
and its components (Kabinet Ministriv Ukrainy, 2023). The system is designed to automate
notarial activity, integrate information exchange, support registers within the Ministry of
Justice system, and enable verification and access mechanisms while preserving notarial
secrecy.

[tis essential, however, to distinguish the existence of the regulatory framework from the
commencement of every technological component. The 2025 and 2026 acts dealing with
particular registers continue to tie full operation to official notices on the availability or
commencement of the necessary software. Resolution No. 52 of 2026 concerning the Inhe-
ritance Register is a particularly clear example: most of its operative provisions take effect
only after the Ministry of Justice publishes notice that the relevant E-Notariat software is
functioning (Kabinet Ministriv Ukrainy, 2026a). The transition is therefore phased.

This staged model has an important human-rights implication. E-notariat should not be
equated with a general right or possibility to perform all notarial acts remotely. Digital re-
cords, electronic identifiers, register integration and online verification can increase resi-
lience and accessibility, but remote performance of a notarial act raises separate questions
of identity assurance, free and informed will, capacity, coercion, confidentiality, territorial
competence, evidence and professional liability. Each remote or partially remote procedure
therefore requires an explicit legal basis and safeguards appropriate to the legal consequ-
ences of the act.

For sustainable governance, the correct objective is not maximal digitalisation but con-
trolled digital resilience: the ability to continue lawful notarial services through secure di-
gital infrastructure while preserving human professional responsibility and maintaining
fallback procedures when electronic channels fail.

6. A GOVERNANCE FRAMEWORK FOR RESILIENT NOTARIAL PROTECTION

The analysis above suggests that reform should be organised around institutional func-
tions rather than around isolated technologies. The central question is whether a proposed
measure improves the capacity of the notariat to protect rights under stress without intro-
ducing disproportionate new risks. Four criteria are especially important: legal continuity,
accessibility, data resilience and procedural safeguards.

Legal continuity means that emergency rules, digital systems and territorial arrange-
ments should preserve the legal validity and traceability of notarial acts across disruptions.
Accessibility means that displaced persons, persons in territories affected by hostilities,
persons with limited digital access and citizens abroad should have realistic routes to obtain
necessary services. Data resilience means that records must remain confidential, accurate,
recoverable and available. Procedural safeguards mean that digitalisation must preserve
the notary’s verification duties, professional independence, legal responsibility and the pos-
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sibility for the person to understand and challenge an adverse legal consequence where

appropriate.

Table 1. Governance matrix for resilient notarial services under martial law

Governance

issue

Current legal / institutio-

nal position

Human-rights risk

Recommended safeguard

Access to State

registers

Emergency rules permit secu-
rity-based restrictions and dif-
ferentiated access; the regime

remains adaptive.

A person may be unable
to prove or exercise a right
when registry access is in-

terrupted.

Proportional, reviewable restric-
tions; documented fallback proce-
dures; prioritised restoration of ri-

ghts-critical registers.

Territorial ac-

cessibility

A general extraterritorial prin-
ciple operates subject to statu-
tory exceptions and technical

access conditions.

Displaced persons may face
delay or practical exclusion
from inheritance, property
or representation procedu-

res.

Review residual territorial limits;
enable secure cross-regional file
continuity; publish clear routing

rules for exceptional cases.

Data and archi-

ve resilience

Notarial practice depends on
electronic registers and protec-
ted records; general emergency

evacuation rules also apply.

Loss, corruption or disclo-
sure of records can create
long-term legal uncertainty

and privacy harm.

Multi-level backup, disaster recove-
ry, integrity checks, access logging,
sector-specific chain-of-custody
procedures and periodic resilience

testing.

Citizens abroad

Consular officials perform defi-
ned notarial acts; digital register

integration is being developed.

Fragmented access and de-
lays may prevent timely for-

malisation of rights.

Secure consular access to relevant
registers, clear competence rules,
interoperable record transmission

and user guidance.

E-notariat tran-

sition

Resolution No. 1406 establishes
the system; particular compo-
nents enter operation in stages
and may depend on official tech-

nical-readiness notices.

Treating planned functiona-
lity as already available can
create false expectations;
over-automation can we-

aken safeguards.

Explicit legal basis for each digital
procedure, strong identification, le-
ast-privilege access, auditability, no-
tarial secrecy, human professional
control and non-digital contingency

routes.

Note. The matrix is an authorial synthesis based on the legislation and scholarship analysed in this article. It is

intended as a policy-evaluation tool rather than as a statement that all listed measures are already implemented.

6.1. PRIORITY DIRECTIONS FOR REFORM

1. Complete the staged introduction of e-notariat while preserving the distinction be-
tween digital workflow and legally authorised remote notarisation. The Ministry of Justice
should publish clear implementation milestones, legal status of each component, and con-
tingency rules for periods of technical unavailability.

2. Establish sector-specific continuity and disaster-recovery standards for notarial data
and records. These standards should define redundancy, backup frequency, restoration
priorities, access control, incident reporting and preservation of evidentiary integrity.

3. Review territorial restrictions through a rights-and-risk lens. Restrictions that remain
necessary for fraud prevention or jurisdictional coherence should be retained; those that
survive only because records are not interoperable should be reconsidered as digital conti-
nuity improves.



4. Strengthen cross-border accessibility through consular integration. Citizens abroad
should receive clear information on which acts may be performed by consular officials,
which require action by a notary in Ukraine, and how electronic records move between the
two systems.

5. Introduce periodic accessibility and resilience assessment. Sustainable governance
requires evidence on service interruption, regional access, restoration times, user barriers
and cyber incidents. Without such evidence, the success of digital reform cannot be evalu-
ated only by the number of services placed online.

7. CONCLUSIONS

Under martial law, the notariat remains an important part of the national mechanism
for protecting civil rights and legal certainty. Its preventive function is especially significant
in relation to property, inheritance, family and representation matters, because wartime
displacement and institutional disruption increase the cost of legal uncertainty and make
delayed formalisation of rights more dangerous.

The principal conclusion of this study is that the effectiveness of notarial protection now
depends on the resilience of the digital and organisational infrastructure through which the
notary acts. Access to State registers, secure identification, continuity of electronic records,
protected archives and cross-regional information exchange are not merely administrative
conveniences. They determine whether a person can obtain a legally effective notarial act at
the moment it is needed.

The wartime regulatory response has demonstrated considerable adaptability, but it
also reveals a structural tension between security and accessibility. Register restrictions
and territorial limitations may be justified by concrete security risks, yet they should rema-
in proportionate, reviewable and accompanied by viable alternatives. The extraterritorial
principle is valuable precisely because it reduces the dependence of legal protection on a
person’s pre-war place of residence, but it must operate together with reliable access to
records and clear procedural rules.

The development of the Unified State Electronic E-Notariat System is a central element
of future reform. Its legal architecture shows that implementation is staged and technologi-
cally conditional. Consequently, e-notariat should not be described as if unrestricted remote
notarisation were already available. The appropriate model is one of controlled digital resi-
lience in which electronic infrastructure supports, rather than replaces, the notary’s profes-
sional verification and responsibility.

For sustainable governance, five priorities follow: completion of legally transparent e-no-
tariat implementation; sector-specific data-continuity and disaster-recovery standards; evi-
dence-based review of territorial restrictions; strengthened integration with consular servi-
ces; and regular assessment of accessibility and infrastructure resilience. These measures
would connect digital transformation with the core purpose of the notariat: preserving legal
certainty and enabling individuals to realise and protect their rights even under prolonged
emergency conditions.

The scientific contribution of the article lies in reframing wartime notarial reform as a
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problem of institutional and digital resilience. The proposed governance matrix links tech-
nical continuity with substantive human-rights protection and provides a basis for future
empirical evaluation. Further research should test the model using regional service data,
interviews with notaries and users, measures of register downtime and restoration, and
comparative analysis of digital notarial systems in European jurisdictions.
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Abstract.

The classification of non-governmental organisations (NGOs) is not merely a taxonomic exercise: the categories
used by legal scholarship, public registers, statistical systems and funding platforms shape how civil society is
described and governed. This article re-examines Ukrainian scholarly classifications of NGOs against the current
Law of Ukraine ,,On Public Associations” and international statistical standards. Using doctrinal legal analysis,
comparative classification analysis and conceptual modelling, it identifies three recurring problems in legacy ty-
pologies: reliance on repealed statutory criteria; conflation of legal status, membership and beneficiary orienta-
tion; and treatment of funding sources as a direct proxy for organisational autonomy. Particular attention is paid
to the transition from the International Classification of Non-profit Organizations (ICNPO) to the United Nations
International Classification of Non-profit and Third Sector Organizations (ICNP/TSO). The article proposes a
multidimensional model based on four analytical axes: primary functional/economic activity, operational reach,
beneficiary or constituency orientation, and resource/funding profile. Legal attributes, including legal-person
status and all-Ukrainian status under Ukrainian law, are treated as a separate legal overlay rather than as sub-
stitutes for analytical classification. The model is further translated into a machine-readable metadata structure
suitable for digital public registers, statistical systems and funding portals. Its practical value lies in enabling
more accurate comparison and governance while avoiding the assumption that any single category determines
an organisation’s independence, legitimacy or regulatory treatment.

Keywords: non-governmental organisations (NGOs); civil society; NGO classification; ICNP/TSO; digital gover-
nance; public associations.

1.INTRODUCTION

Non-governmental organisations are heterogeneous institutions. They differ in legal
form, scale, field of activity, constituency, funding structure, relationship with public autho-
rities and degree of formalisation. This diversity has generated numerous classifications in
legal and social-science scholarship, but no single scheme can serve every purpose equally
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well. A category that is useful for legal registration may be too coarse for statistical analysis;
a functional classification may be well suited to national accounts but unable to describe
who benefits from an organisation’s work; and a funding classification may reveal patterns
of resource dependence without determining the organisation’s actual decision-making au-
tonomy. Recent scholarship illustrates this functional diversity in fields as different as parti-
cipation in United Nations human-rights reporting and disaster-risk reduction (Doyle et al.,
2026; Vogel et al., 2026).

The problem is particularly visible in Ukraine because part of the earlier scholarly litera-
ture was constructed under the former Law of Ukraine ,,On Associations of Citizens”. Some
criteria derived directly from that statute ceased to have the same legal meaning when the
Law of Ukraine ,On Public Associations” entered into force. At the same time, the current
law did not eliminate territorial questions from legal analysis. It establishes freedom to cho-
ose the territory of activity and retains a specific all-Ukrainian status for associations that
satisfy statutory requirements. Consequently, the legal category of status must be distin-
guished from the empirical scale at which an organisation actually operates (Verkhovna
Rada of Ukraine, 2012).

International standards have also evolved. The ICNPO developed by Salamon and Anheier
(1996) provided a widely used functional classification for nonprofit institutions. In 2018,
however, the United Nations published the Satellite Account on Non-profit and Related In-
stitutions and Volunteer Work and introduced the International Classification of Non-profit
and Third Sector Organizations (ICNP/TSO) as the first revision of ICNPO. The revised sys-
tem preserves backward compatibility but expands the coverage and reorganises categories
for contemporary statistical use (United Nations, 2018). A modern legal study of NGO clas-
sification should therefore treat ICNPO as a foundational historical model rather than as the
latest international standard.

This issue also belongs to the agenda of digital and sustainable governance. Public re-
gisters, open-data portals, grant-management systems and civil-society dashboards incre-
asingly require structured metadata. If legal status, functional activity, beneficiary orienta-
tion and funding profile are collapsed into one label, digital systems reproduce conceptual
errors at scale. Conversely, a transparent multidimensional classification can improve in-
teroperability, statistical visibility and policy analysis while preserving legal certainty and
organisational self-government.

The aim of this article is to critically reassess selected approaches to the classification
of NGOs in Ukrainian and international scholarship and to formulate a multidimensional
model suitable for contemporary legal analysis and digital governance. The objectives are
to: (1) separate repealed statutory criteria from still-relevant analytical criteria; (2) clarify
the place of territorial scope and all-Ukrainian status under current Ukrainian law; (3) up-
date the discussion from ICNPO to ICNP/TSO; (4) distinguish membership from beneficiary
or constituency orientation; (5) reconceptualise funding as a resource-dependence dimen-
sion rather than a direct measure of autonomy; and (6) translate the resulting model into a
practical metadata structure for digital governance.
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2. MATERIALS AND METHODS

The study is doctrinal and conceptual rather than empirical. It combines formal-legal
analysis, comparative classification analysis and conceptual modelling. The formal-legal
component examines the current Law of Ukraine ,On Public Associations” and the tran-
sition from the repealed Law of Ukraine ,0On Associations of Citizens”. The purpose is not
to provide a complete account of the regulation of every type of civil-society organisation,
but to determine which classification criteria retain legal relevance for public associations
under the current statutory framework.

The comparative component examines selected Ukrainian scholarly classifications, par-
ticularly those proposed by Mendzhul (2009), Haieva (2017) and Kravchuk (2007), alongsi-
de the international functional tradition represented by ICNPO and the updated ICNP/TSO.
Additional literature on nonprofit resource dependence is used to evaluate the claim that
funding source can be treated as a proxy for organisational autonomy (Arvidson & Linde,
2021; Banks etal., 2015).

The conceptual-modelling stage evaluates each criterion according to four questions:
what characteristic does it measure; whether the categories are sufficiently distinct to be
useful; whether the criterion is legal, descriptive or analytical in nature; and whether it can
be represented consistently in a digital register or statistical system. On that basis, a four-a-
xis analytical model is proposed together with a separate legal overlay. No survey, interview,
database coding exercise or quantitative measurement of NGOs was undertaken. The pro-
posed model therefore requires empirical testing in future research.

3. RESULTS AND DISCUSSION
3.1 LEGACY UKRAINIAN CLASSIFICATIONS AND THE PROBLEM OF STATUTORY
CHANGE

Mendzhul (2009) classified NGOs using criteria that included membership composition,
field of activity, territorial scope, method of membership registration, method of legalisa-
tion, purpose of establishment and number of members. The historical value of this appro-
ach is clear: it captured the institutional environment existing under the Law of Ukraine ,On
Associations of Citizens”. Its direct use today, however, requires qualification. Criteria tied
to the former procedures of legalisation and fixed or non-fixed membership registration
cannot simply be reproduced as current legal categories after the repeal of that statute. The
former statute on which part of that logic rested is now repealed (Verkhovna Rada of Ukra-
ine, 1992).

The territorial criterion requires a more precise correction. It would be inaccurate to
state that territorial status disappeared entirely under the current law. Article 3 of the Law
of Ukraine ,On Public Associations” recognises free choice of the territory of activity, while
Article 19 retains an all-Ukrainian status that may be confirmed by a registered public as-
sociation meeting the statutory conditions (Verkhovna Rada of Ukraine, 2012). Accordingly,
two different concepts must be separated. The first is legal status, including the specific sta-
tutory category of all-Ukrainian status. The second is operational reach: the geographic area



in which an organisation actually conducts sustained activities. Local, regional, national and
transnational reach remain useful analytical descriptors, but they should not be presented
as a complete list of current statutory statuses.

A similar distinction is needed for membership. Membership is a legally and organisatio-
nally relevant attribute of many associations, but it does not necessarily identify the group
that benefits from the organisation’s work. A professional association may primarily serve
its members; a youth organisation may involve adult organisers while directing program-
mes towards young people; a humanitarian NGO may have a small professional membership
but serve a large external population. Classification should therefore record membership
structure where legally relevant while using a separate beneficiary or constituency dimen-
sion to describe social orientation.

The public-benefit/private-benefit distinction also requires moderation rather than
wholesale rejection. Member-serving and mutual-benefit organisations exist and can be
analytically distinguished from organisations whose principal activities are directed to the
wider public or external beneficiary groups. The difficulty lies in treating the distinction as
an undefined binary. A more useful model asks who the principal beneficiaries or constitu-
encies are and allows mixed orientations, rather than presuming that every targeted activity
is either purely public or purely private.

Sector-specific classifications remain useful when their limits are stated explicitly. For
example, Vakhovych and Smolych (2023) classify Ukrainian business-support NGOs thro-
ugh legal and functional characteristics and assess organisational, coalition and sectoral
capacity. Such models are valuable for a defined field but should not automatically be gene-
ralised to the entire civil-society sector.

3.2 FRoM ICNPO 10 ICNP/TSO: UPDATING THE INTERNATIONAL REFERENCE POINT

The International Classification of Non-profit Organizations developed by Salamon and
Anheier (1996) became an influential framework because it organised nonprofit institu-
tions principally by field of activity. Its functional logic remains valuable, and its residual ca-
tegory for organisations not elsewhere classified recognised that civil society continuously
produces new organisational forms.

For current international comparison, however, the 2018 United Nations Satellite Acco-
unt is the more appropriate reference point. It describes ICNP/TSO as the first revision of
ICNPO and recommends it for classification of nonprofit and related third-sector institu-
tions. ICNP/TSO retains the basic structure of ICNPO while introducing new fields, recon-
figuring groups and improving correspondence with the International Standard Industrial
Classification. It classifies institutions by economic activity and provides hierarchical sec-
tions, groups and subgroups; the numeral 9 is reserved for catch-all categories not elsewhe-
re classified (United Nations, 2018).

This update has two implications for legal scholarship. First, a contemporary study sho-
uld not present the 1996 ICNPO categories as if they were the latest international statistical
standard. Second, the logic of ICNP/TSO supports the use of a primary functional or econo-
mic-activity axis, but it does not by itself answer legal questions about status, constituency,
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governance relations or funding. The international statistical classification and the propo-
sed legal-governance model therefore perform complementary rather than competing func-

tions.

3.3 EVALUATING RECURRENT CLASSIFICATION CRITERIA

Table 1. Evaluation of recurrent NGO classification criteria in contemporary legal

analysis

Criterion

Current value

Main problem

Recommended treatment

Legalisation / mem-
bership-registration
method

Low as a current
classification axis

Derived from repealed sta-
tutory procedures

Use only historically; replace with current
legal attributes

Legal form and legal-
-person status

High legal relevan-
ce

Often confused with social
or functional type

Record as a separate legal overlay

All-UKrainian status

High where appli-

May be incorrectly treated

Record as a statutory legal attribute under

ency orientation

cable as the same as operational | current law

reach
Field / functional acti- | High Many NGOs are multifunc- | Use primary activity plus secondary acti-
vity tional vity tags; align where possible with ICNP/

TSO

Territorial scope High analytically | Can be mistaken for statuto- | Use as operational reach: local, regional,

ry status national, transnational
Membership  compo- | Medium Does not necessarily identi- | Keep as organisational metadata; do not
sition fy beneficiaries substitute for beneficiary orientation
Beneficiary / constitu- | High Categories may overlap Allow multiple or mixed beneficiary gro-

ups

Number of members

Low without thre-
sholds

Arbitrary boundaries be-
tween “mass” and “ordina-
ry” organisations

Avoid as a universal typology unless ope-
rational thresholds are defined

Funding source

High as a resour-
ce-profile dimen-
sion

Does not mechanically de-
termine autonomy

Use to analyse dependence, accountability
and diversification; never as an autonomy

score

Relationship with the
state

Potentially high

Relationships change across
programmes and over time

Treat as contextual/relational metadata
rather than a fixed organisational type

Note. Authors’ synthesis based on the current Ukrainian legal framework, the reviewed scholarship and inter-

national classification standards.

3.4 THE PROPOSED MULTIDIMENSIONAL CLASSIFICATION MODEL

The analysis supports a model that separates legal attributes from analytical classifica-
tion. Legal attributes answer the question ,what is the organisation in law?”; analytical di-
mensions answer questions about what it does, where it works, whom it principally serves
and how it is resourced. This separation is important because a public association may have
the same legal form as another association while differing substantially in function, reach,
constituency and funding structure.

The proposed model contains four complementary analytical axes. None of them is inten-



ded to produce a single permanent label. Rather, together they create a profile that can be

updated when an organisation changes programmes, territory or funding structure.

Table 2. Proposed multidimensional classification model for NGOs

functional /
economic ac-
tivity

tion principally do?

ture; environmental protection; advo-
cacy; professional services; philanthro-
py; other/not elsewhere classified

Analytical | Classification qu- | Illustrative categories Primary governance use
axis estion
1. Primary | What does the organisa- | Education; health; social services; cul- | Statistics; sector mapping; consul-

tation; programme matching; com-
parison with ICNP/TSO

2. Operational
reach

At what
scale are activities actu-

geographic

ally delivered?

Local; regional; national; transnatio-
nal/international; multi-level

Coverage analysis; regional policy;
mapping;
-border cooperation

service-access Cross-

3. Beneficiary
/ constituen-
cy orientation

Who principally bene-
fits from or is represen-
ted by the organisation?

defined
social group; vulnerable groups; mem-

General public/community;

bers/profession; institutional benefi-
ciaries; mixed

Targeting analysis; inclusion moni-
toring; representation and accoun-
tability assessment

4. Resource /
funding pro-
file

What resource streams
sustain the organisa-
tion?

Grant/donor-dominant; donations/
member contributions; contracts or

earned income; philanthropic/endow-

Resource-dependence  analysis;
transparency design; financial re-

silience and funding-platform me-

ment; mixed/diversified tadata

Note. The categories are illustrative rather than exhaustive. The model is designed to permit multiple secon-

dary tags and periodic updating.

3.5 FUNCTIONAL ORIENTATION AS THE PRIMARY COMPARATIVE AXIS

Functional orientation should remain the primary axis for broad comparison because it
answers the most basic substantive question: what activity does the organisation perform?
This is also the dimension most directly comparable with ICNP/TSO. For organisations with
multiple programmes, the model should distinguish a primary activity from secondary ac-
tivities. The primary activity may be identified by the activity that accounts for the largest
share of expenditure, personnel, programme volume or another transparent indicator ap-
propriate to the dataset. Secondary tags prevent the loss of information that would result
from forcing multifunctional NGOs into a single exclusive category.

The category ,not elsewhere classified” should be retained, but its role should be un-
derstood correctly. It is not evidence of conceptual failure; it is a controlled residual cate-
gory that allows the system to absorb new forms of civic activity without immediately re-
designing the entire classification. This is consistent with the updated ICNP/TSO structure,
which reserves catch-all codes for activities not otherwise classified (United Nations, 2018).

3.6 OPERATIONAL REACH: ANALYTICAL SCALE VERSUS LEGAL STATUS

Operational reach should describe actual activity rather than simply replicate a historical
legal status. A local organisation may participate in a national coalition; a national organisa-
tion may implement only a limited set of programmes in selected regions; and a Ukrainian
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organisation may participate in cross-border networks without acquiring a distinct terri-
torial status under domestic law. The classification should therefore permit both a primary
reach category and, where needed, multiple territorial tags.

This approach is compatible with the current Ukrainian principle of free choice of terri-
tory for operation. It also prevents a legal error: all-Ukrainian status under Article 19 is not
synonymous with the analytical category of national operational reach. The former is a sta-
tutory attribute confirmed under defined conditions; the latter is an empirical description
of organisational activity. Digital public registers and scholarly datasets should store these
as separate fields.

3.7 BENEFICIARIES, CONSTITUENCIES AND MEMBERSHIP

The beneficiary axis is the principal refinement proposed in place of older uses of ,mem-
bership composition” as a proxy for social orientation. It distinguishes internal organisatio-
nal structure from external social function. Beneficiary categories may include the general
public, a geographic community, children and young people, internally displaced persons,
veterans, persons with disabilities, professional groups, enterprises, other civil-society or-
ganisations or mixed populations.

This dimension must remain flexible because beneficiaries and represented constituen-
cies are not always identical. Advocacy organisations may represent a constituency witho-
ut providing direct services; professional associations may serve members while also pro-
ducing public benefits; grant-making foundations may support other organisations rather
than individuals. The model therefore uses the broader expression beneficiary/constituen-
cy orientation and permits multiple categories where necessary.

3.8 RESOURCE AND FUNDING PROFILE: FROM DETERMINISTIC CLAIMS TO RESOURCE-
DEPENDENCE ANALYSIS

Funding is analytically important, but the original proposition that a funding source
directly determines an NGO'’s institutional autonomy is too strong. Resource-dependence
scholarship shows a more complex relationship. External funding can create control mecha-
nisms, reporting obligations and incentives for mission adaptation, but autonomy depends
on the terms of the funding relationship, the organisation’s bargaining power, diversifica-
tion, alternative resources and governance capacity (Arvidson & Linde, 2021; Banks et al,,
2015).

Accordingly, the model replaces an autonomy ranking with a resource/funding profile.
A grant-dominant organisation may face donor conditions but still preserve substantial di-
scretion; an organisation financed by many small donations may enjoy diversified income
yet remain dependent on reputational expectations; a contractor may be constrained by
procurement specifications; and a mixed model may reduce concentration risk without eli-
minating external accountability. The correct inference is therefore that resource structure
can shape patterns of dependence and accountability, not that one source is inherently more
autonomous than another.



This distinction is also important for regulatory fairness. Funding information may legiti-
mately support transparency, financial-risk analysis or programme eligibility, but it should
not automatically trigger assumptions about legitimacy, independence or political align-
ment. A classification system should describe the resource structure first and leave evalu-
ative conclusions to a separate, evidence-based assessment.

3.9 FROM LEGAL TYPOLOGY TO DIGITAL GOVERNANCE METADATA

The practical significance of the proposed model becomes clearer when it is translated
into digital governance. Contemporary public administration increasingly relies on electro-
nic registers, open-data portals, digital grant platforms and automated statistical reporting.
A digital system needs fields that are stable enough to compare organisations but flexible
enough to reflect organisational change. For that reason, the classification should be imple-
mented as structured metadata rather than as one exclusive NGO type.

The legal overlay should be stored separately from analytical dimensions. For Ukrainian
public associations, relevant legal fields include organisational form, legal-person status
and, where applicable, confirmed all-Ukrainian status. Analytical fields should then descri-
be activity, reach, beneficiaries and resource profile. Each field should have a source or evi-
dence basis, a date of last update and, where possible, controlled vocabularies aligned with
international standards.

Table 3. Minimum metadata structure for a digital NGO register or analytical data-
base

Metadata field

Purpose

Design rule

Legal form / legal-person status

Records the organisation’s current
legal position

Mandatory legal field; do not infer
social function from it

All-Ukrainian status, if applicable

Records the specific statutory sta-
tus under Ukrainian law

Separate boolean/status field; do
not use as a substitute for opera-
tional reach

Primary activity code

Supports comparison and stati-
stics

Prefer alignment with ICNP/TSO
or a mapped national code

Secondary activity codes

Preserves multifunctionality

Allow multiple values

Operational reach

Describes actual geographic scale

Use controlled categories and up-
date when programmes change

Beneficiary / constituency tags

Describes social orientation

Allow multiple values; distinguish
from membership

Resource / funding profile

Supports transparency and depen-
dence analysis

Use descriptive categories; never
calculate autonomy automatically

Provenance and update date

Supports accountability and data
quality

Record source of information and
date of verification

Note. A machine-readable implementation should preserve source provenance and allow updates rather than

treating classification as permanent.
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3.10 GOVERNANCE IMPLICATIONS AND SAFEGUARDS

A multidimensional classification can improve sustainable governance in at least four
ways. First, it increases statistical visibility by enabling public authorities and researchers
to distinguish fields of activity without discarding legal attributes. Second, it supports bet-
ter policy targeting because beneficiary and territorial data can be analysed independently.
Third, it improves interoperability between public registers, statistical systems and funding
platforms when shared vocabularies are used. Fourth, it reduces the need for repeated sta-
tutory redesign when new forms of civic activity emerge, because secondary tags and resi-
dual categories can accommodate organisational change.

At the same time, classification creates governance risks. A dataset may become discrimi-
natory if funding source is treated as proof of dependence or political alignment; a single
activity code may erase multifunctionality; beneficiary categories may disclose sensitive
information about vulnerable groups; and automated systems may convert descriptive me-
tadata into eligibility decisions without adequate review. For these reasons, digital imple-
mentation should follow proportionality, data-minimisation and contestability principles.
Organisations should be able to correct inaccurate metadata, and consequential decisions
should not rely on one classification field in isolation.

The model therefore does not propose a new statutory hierarchy of NGOs. Its purpose is
narrower and more defensible: to provide a legal-analytical framework that distinguishes
what the law formally recognises from the descriptive dimensions required for contempo-
rary governance, statistics and funding analysis.

4. LIMITATIONS AND DIRECTIONS FOR FURTHER RESEARCH

The study has several limitations. First, it is conceptual and doctrinal; the proposed model
has not been tested against a large administrative dataset of Ukrainian NGOs. Second, the
term NGO covers organisations governed by different legal regimes, while the formal-le-
gal analysis here focuses primarily on public associations regulated by the Law of Ukraine
,On Public Associations”. Charitable organisations, religious organisations, trade unions and
other institutional forms may require additional legal overlays. Third, classification is pur-
pose-dependent: a system designed for national statistics may need different detail from a
grant-management platform or academic database.

Future research should therefore test the model on real registry and organisational data,
develop coding rules for multifunctional organisations, examine correspondence between
Ukrainian administrative classifications and ICNP/TSO, and evaluate whether beneficiary
and resource-profile fields can be collected without imposing disproportionate reporting
burdens. A separate empirical question is whether funding diversification correlates with
autonomy or resilience in the Ukrainian civil-society sector; this should be measured rather
than assumed.



5. CONCLUSIONS

The classification of NGOs remains a relevant problem of legal scholarship because the
categories used to describe civil society have practical consequences for registration, stati-
stics, policy analysis and funding. The review demonstrates that legacy classifications can-
not be transferred mechanically into the current legal environment. Criteria derived from
repealed legalisation procedures should be treated historically, while current legal attribu-
tes must be read directly from the Law of Ukraine ,,On Public Associations”.

The study makes three principal corrections to the earlier classification logic. First, ter-
ritorial analysis must distinguish operational reach from statutory status: the current Ukra-
inian law combines freedom to choose the territory of activity with a specific all-Ukrainian
status. Second, membership should not be used as a substitute for beneficiary or consti-
tuency orientation. Third, source of funding should be treated as a resource-dependence
dimension rather than as a direct measure of organisational autonomy.

The proposed model therefore combines four analytical axes: primary functional/econo-
mic activity, operational reach, beneficiary/constituency orientation, and resource/funding
profile. Legal form, legal-person status and all-Ukrainian status operate as a separate legal
overlay. This design preserves the original aim of constructing an integrated classification
while avoiding the conceptual problem of mixing legal status with descriptive social charac-
teristics.

A further contribution is the update from ICNPO to the United Nations ICNP/TSO fra-
mework. ICNPO remains historically important, but contemporary international statistical
practice provides a revised classification with expanded fields, hierarchical coding and re-
sidual categories. Aligning the functional axis of the proposed model with ICNP/TSO incre-
ases its comparative value without requiring legal scholarship to adopt a purely statistical
approach.

Finally, the model is suited to digital governance because it can be represented as machi-
ne-readable metadata rather than a single fixed organisational label. Such a structure can
support public registers, civil-society statistics and funding platforms while maintaining
clear boundaries between descriptive classification and legal judgement. The model should
therefore be understood not as a new hierarchy of civil society, but as an open analytical
architecture for more accurate, interoperable and sustainable governance of information
about NGOs.
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Abstract.

Large language model-based Al assistants are rapidly becoming part of academic work, supporting students,
teachers, researchers, and administrators in writing, summarisation, translation, coding, and information re-
trieval. However, their adoption in academic institutions creates cybersecurity and privacy risks that extend bey-
ond the commonly discussed problem of academic integrity. Using a qualitative literature review and conceptual
synthesis of recent research on generative Al in higher education, LLM security, privacy protection, and institu-
tional Al governance, this article classifies the main risks of Al assistants into four groups: data-related risks,
model-related risks, application and integration risks, and human and governance risks. It shows that univer-
sities process sensitive categories of information — student records, grades, unpublished research, examination
materials, administrative documents — which makes uncontrolled Al use a significant institutional risk. Special
attention is given to prompt injection, sensitive data disclosure, insecure integrations, overreliance on Al outputs,
and policy fragmentation. The article proposes an Academic Al Security and Privacy Governance Framework
based on six layers: governance and policy; data classification and privacy; secure Al architecture; prompt and
output security; human oversight and Al literacy; and monitoring, audit, and continuous improvement. Because
each layer translates external legal and regulatory requirements — data-protection obligations, accountability,
auditability — into institutional rules and technical controls, the framework is offered as a contribution to the
governance of digital technology in education as much as to information security practice. The study concludes
that Al assistants should be treated as security- and privacy-sensitive socio-technical systems requiring coordina-
ted institutional governance.

Keywords: Al assistants; large language models; Al governance; data protection; higher education; prompt
injection.

1.INTRODUCTION

Artificial intelligence assistants based on large language models (LLMs) are rapidly be-
coming part of academic work. Students use them for explanation, summarisation, writing
support, translation, coding, and examination preparation. Teachers use them to prepare
educational materials, generate examples, assess drafts, and support communication with
students. Researchers use them for literature exploration, editing, coding, data interpreta-
tion, and administrative work. Al assistants are therefore no longer optional productivity
tools. In many academic institutions they are becoming an informal layer between users and
knowledge, educational content, research data, and institutional processes.
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The adoption of Al assistants in universities, however, creates risks that go beyond aca-
demic integrity. The most visible discussion is usually focused on plagiarism, cheating, and
authorship. These issues are important, but they represent only one part of the problem.
Al assistants also introduce cybersecurity and privacy risks, because they process unstruc-
tured prompts, uploaded files, personal data, source code, research materials, student re-
cords, and institutional information. When such tools are integrated with learning manage-
ment systems (LMS), email, cloud storage, research repositories, or administrative services,
the potential risk surface becomes significantly broader. This is especially relevant for aca-
demic institutions, because universities process many sensitive categories of information:
student grades, personal identifiers, disability accommodations, research data, unpublished
manuscripts, examination materials, grant proposals, employment data, and sometimes
commercially or nationally sensitive research results. UNESCO guidance on generative Al
in education and research warns that public access to generative Al developed faster than
regulatory and institutional safeguards, leaving many institutions insufficiently prepared to
address data privacy, human oversight, and responsible use (Miao & Holmes, 2023).

From a cybersecurity perspective, LLM-based assistants differ from traditional educatio-
nal software because natural-language input can act simultaneously as content and as an
instruction to the model. The OWASP Top 10 for LLM and Generative Al Applications 2025
identifies prompt injection, sensitive information disclosure, supply-chain weaknesses, data
and model poisoning, improper output handling, excessive agency, system-prompt leaka-
ge, vector and embedding weaknesses, misinformation, and unbounded consumption as
major risk classes (OWASP Foundation, 2025). In universities, these risks become especially
consequential when an assistant processes institutional documents, student data, research
outputs or untrusted external content, or when it is connected to retrieval systems and ac-
tion-taking tools.

The privacy dimension is equally important. A report prepared for the European Data
Protection Board under its Support Pool of Experts programme emphasises that LLM-ba-
sed systems require systematic identification, assessment, and mitigation of privacy and
data-protection risks, and it develops one of its worked use cases around an LLM system
for monitoring and supporting student progress — showing that LLM privacy risks are not
abstract technical concerns but concrete institutional governance problems (European Data
Protection Board, 2025). The problem is therefore socio-technical. It is not enough to ask
whether Al assistants are useful for learning or whether they improve productivity. Acade-
mic institutions must also ask what data enters these systems, who controls the processing,
whether outputs can leak sensitive information, how users verify generated content, how
institutional policies define acceptable use, and how technical controls limit damage in case
of misuse.

Posed in those terms, the question is not primarily one of information-security engine-
ering but of institutional governance. Universities routinely process personal data and may
process special categories of personal data; they also make decisions affecting admission,
assessment, progression, employment and discipline. The precise legal role of an institution,
vendor or platform depends on jurisdiction, deployment architecture, contractual allocation
of responsibilities and the relevant data flow. The governance problem is therefore to alloca-
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te responsibility, identify the lawful and proportionate conditions for processing, preserve
meaningful human oversight in consequential decisions, and make Al-assisted operations
sufficiently traceable to support accountability and contestability. The six-layer framework
developed below translates those concerns into institutional policy, privacy, architecture,
security, literacy and audit controls. Read in this way, an institutional Al policy is not merely
an IT procedure but part of the organisation’s internal governance of digital technology.

This article analyses the cybersecurity and privacy risks of Al assistants in academic
institutions by combining recent literature from education, cybersecurity, privacy law, Al
governance, and LLM security. Its main goal is to connect two areas that are usually di-
scussed separately: university Al policy and technical LLM security. The article argues that
universities need a complete risk-management approach combining Al literacy, data protec-
tion, secure system design, vendor checks, clear university policies, and human oversight.
Without this integration, universities risk treating Al assistants only as a threat to acade-
mic honesty while ignoring their risks as systems that process sensitive data and support
decisions. The contribution of this paper is practical and integrative. It does not consist in
inventing basic security controls such as data minimisation, least privilege, prompt filtering,
or human oversight; these come from well-established frameworks and guidance produced
by OWASP, NIST, the EDPB, and UNESCO. The original contribution lies in adapting them
specifically for universities through four outputs:

(1) a four-part classification of Al-assistant risks in academia;

(2) amapping of risk sources, affected university data, and institutional impact;

(3) a six-layer Academic Al Security and Privacy Governance Framework;

(4) practical instruments including a data-classification model, secure architecture pat-
terns, an implementation roadmap, and a prioritised risk matrix.

By connecting existing security standards with real university workflows, the article of-
fers a model that academic institutions can apply directly.

2. LITERATURE REVIEW
2.1. GENERATIVE Al ADOPTION AND THE INSTITUTIONAL POLICY GAP IN HIGHER
EDUCATION

The first major research stream concerns the rapid adoption of generative Al in higher
education and the institutional difficulty of responding to it. UNESCO’s guidance for gene-
rative Al in education and research provides one of the most influential policy-level con-
tributions. It frames generative Al as a technology with educational potential but also with
significant risks related to human agency, privacy, inclusion, ethics, and institutional readi-
ness (Miao & Holmes, 2023). The guidance matters for this article because it does not treat
Al as a purely pedagogical innovation; it positions Al adoption as a governance challenge
requiring regulation, institutional policy, and data protection.

A related UNESCO document, the Al competency framework for teachers, argues that te-
achers need specific knowledge, skills, and values to use Al responsibly, and notes that many
countries have not yet clearly defined the Al competencies teachers require, which leaves
educators without sufficient guidance in a fast-changing technological environment (Miao



& Cukurova, 2024). This is relevant because many cybersecurity and privacy failures in aca-
demic Al use arise not from technical weakness but from users not knowing what data may
safely be entered into an Al assistant, what outputs require verification, and which tools are
approved for institutional use.

Several empirical and policy-analysis studies show that universities are still developing
their response to generative Al. Moorhouse et al. (2023) analysed guidelines from top-ran-
ked universities and showed that institutions were forced to create or modify assessment
guidance quickly after the emergence of ChatGPT; their work is useful because it shows that
early university responses were often focused on assessment, academic honesty, and accep-
table use, while broader security and privacy controls were less central. An et al. (2025) stu-
died generative Al guidelines and policies in higher education institutions across teaching,
learning, research, and administration, supporting the argument that Al assistants are
becoming cross-functional institutional tools requiring more systematic governance than
classroom-level rules. Wilson (2025) and Wu et al. (2024) similarly show that policy deve-
lopment differs significantly between institutions and that effective governance requires
coordination between academic, technical, administrative, and legal units.

The Ukrainian context is also important. Borodiyenko et al. (2025) investigated opportu-
nities and risks of Al-based applications in research in Ukrainian universities. Their study
shows that Al adoption in Ukrainian academic environments is shaped by expert opinion,
media narratives, and scientific literature, while institutional readiness and risk awareness
remain developing areas. This provides regional relevance for the present article and sup-
ports the need for practical governance models.

2.2. LLM SECURITY RISKS AND THEIR RELEVANCE TO ACADEMIC INSTITUTIONS

The second research stream comes from cybersecurity and LLM application security.
The OWASP 2025 taxonomy is particularly useful because it reflects a shift from early plu-
gin-centred descriptions to a broader application lifecycle: prompt injection and sensitive-
-information disclosure remain central, while improper output handling, excessive agency,
system-prompt leakage, vector/embedding weaknesses, misinformation and unbounded
consumption capture risks that become more important as Al assistants acquire retrieval
and action capabilities (OWASP Foundation, 2025).

Prompt injection deserves special attention. The UK National Cyber Security Centre ar-
gues that it is not equivalent to classical SQL injection, because LLMs do not enforce a bo-
undary between data and instructions, so the risk can be reduced but not eliminated in
the deterministic way that traditional injection vulnerabilities can (National Cyber Security
Centre, 2025b); the mechanism and its academic implications are examined in Section 4.4.
The point is especially important for universities, because academic workflows are rich in
untrusted text: Al assistants may process student submissions, web pages, PDF files, rese-
arch papers, emails, forum posts, and external datasets, any of which may carry hidden in-
structions. If the assistant has access to institutional systems, the consequences may include
data exposure, incorrect grading support, leakage of internal documents, or unauthorised
actions.

67



68

Technical surveys reinforce this conclusion. Yao et al. (2024) review LLM security and
privacy from the perspective of beneficial uses, harmful uses, and inherent vulnerabilities.
Das etal. (2025) provide a broader survey of LLM security and privacy challenges, including
jailbreaking, prompt injection, data poisoning, and leakage of personally identifiable infor-
mation. These studies support the claim that Al assistants should be assessed as cybersecu-
rity-relevant systems, especially when connected to institutional data and services.

The NCSC’s broader assessment of Al and cyber threats warns that Al will increase the
effectiveness and accessibility of cyber operations, including social engineering, intrusion
activity, and exploitation workflows (National Cyber Security Centre, 2025a). Academic in-
stitutions are especially exposed to this trend, because they often combine open networks,
diverse user groups, decentralised IT practices, bring-your-own-device usage, international
collaboration, and valuable research data.

2.3. PRIVACY AND DATA-PROTECTION RISKS OF Al ASSISTANTS

The third research stream focuses on privacy and data protection. This is central to aca-
demic institutions because they manage large amounts of personal and confidential infor-
mation. The European Data Protection Board’s 2025 report on LLM privacy risks provides
a risk-management methodology and discusses collection, inference, retrieval-augmented
generation, feedback loops and emerging agentic systems. It also makes an important go-
vernance distinction: LLM-specific mitigation guidance can support data protection by desi-
gn and security of processing, but it does not replace a Data Protection Impact Assessment
where one is legally required (European Data Protection Board, 2025). Opinion 28/2024
further cautions against assuming that an Al model trained on personal data is automatical-
ly anonymous (European Data Protection Board, 2024).

Technical privacy surveys provide additional depth. Neel and Chang (2024) review priva-
cy issues in LLMs, including training-time privacy, inference-time leakage, model deletion,
and red-teaming. Miranda et al. (2025) survey privacy-preserving approaches for LLMs,
including anonymisation, differential privacy, and machine unlearning. These works help
explain why privacy risk is not limited to what users intentionally share in prompts: it can
also arise from memorisation, logs, embeddings, and downstream integrations.

Empirical research shows that users are increasingly aware of these risks. Xu et al. (2025)
investigated learners’ perceptions of data privacy when using Al language models and found
concerns about data leakage, unethical data exploitation, and algorithmic bias, while also
indicating that students may not know how Al systems process or retain their data. Xue et al.
(2025) compared Al privacy concerns in higher education through news coverage in China
and Western countries, showing that Al privacy in education is a global concern.

Dahabiyeh et al. (2026) studied privacy awareness in the context of ChatGPT use among
university students and showed that privacy awareness and perceptions of data handling
influence users’ intention to use generative Al. Taken together, these findings suggest that
institutional Al adoption must include transparency and user education, not only access to
tools.



2.4. ACADEMIC INTEGRITY, RESEARCH INTEGRITY, AND INSTITUTIONAL RISK

Academic integrity remains one of the most visible concerns in generative Al adoption.
Bittle and El-Gayar (2025) provide a systematic review of generative Al and academic in-
tegrity in higher education, identifying both opportunities and risks, including improved
engagement and efficiency but also increased risk of academic dishonesty and the need for
digital literacy, detection tools, and institutional policy.

Chang et al. (2024) approach ChatGPT in higher education from a risk-management
perspective, discussing academic integrity, critical thinking, and workforce readiness, and
showing that institutions need to move beyond simple prohibition or acceptance. Their ap-
proach is useful here because cybersecurity and privacy should likewise be treated as risk-
-management problems rather than isolated technical issues.

Research integrity is another important dimension. The European Commission’s living
guidelines on the responsible use of generative Al in research emphasise reliability, honesty,
respect, accountability, transparency, privacy, confidentiality, and protection of intellectual
property (European Commission, Directorate-General for Research and Innovation, 2026).
This is directly connected to cybersecurity and privacy, because a researcher may upload
unpublished data to an external Al assistant, use Al-generated text containing fabricated
references, or rely on generated summaries of sensitive documents.

Academic integrity and cybersecurity should therefore not be treated as separate doma-
ins. In Al-assisted academic work they overlap: a hallucinated citation may damage research
quality; an uploaded confidential dataset may violate privacy rules; an Al-generated exami-
nation question stored in a third-party system may create assessment-security issues; and
an unverified Al recommendation may affect student outcomes.

2.5. HUMAN FACTORS AND EDUCATOR PERSPECTIVES

The fifth research stream concerns human factors. Even strong technical controls will not
be sufficient if users do not understand Al risks or if institutional rules are unclear. Pikhart
and Al-Obaydi (2025) studied educators’ subjective perspectives on the risks of Al in higher
education; their findings highlight concerns about privacy, academic integrity, data misuse,
unauthorised access, plagiarism, and reduced critical thinking. UNESCO’s Al competency
framework for teachers supports this point from the competency side, arguing that educa-
tors need competencies spanning a human-centred mindset, ethics, Al foundations, pedago-
gy, and professional development (Miao & Cukurova, 2024).

For the purposes of this article this means that cybersecurity and privacy training should
not be confined to IT security departments. Teachers and researchers also need practical Al
security literacy: how to classify data, when not to use public Al tools, how to verify outputs,
how to disclose Al use, and how to recognise unsafe Al integrations.
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2.6. GOVERNANCE FRAMEWORKS AND THE REMAINING RESEARCH GAP

Recent governance-oriented sources provide useful foundations for institutional Al risk
management. The NIST Generative Artificial Intelligence Profile (NIST AI 600-1) adapts the
Al Risk Management Framework to generative Al and organises risk work around the func-
tions Govern, Map, Measure and Manage (Autio et al., 2024). It is cross-sectoral rather than
education-specific, which makes institutional adaptation necessary. UNESCO contributes
human-centred and competency-oriented guidance for education (Miao & Holmes, 2023;
Miao & Cukurova, 2024), while the EDPB adds privacy-specific governance requirements.
The EU Al Act adds a further regulatory benchmark: certain systems used in education and
vocational training can be classified as high-risk because of their potential effect on access,
learning outcomes, level assessment or test monitoring (European Parliament & Council of
the European Union, 2024). These sources are complementary rather than interchangeable:
security taxonomies identify technical risk, privacy guidance structures data-protection
analysis, and institutional governance determines how controls are assigned and enforced.

The reviewed literature shows a clear gap. Higher-education studies usually focus on
academic integrity, assessment, policy development, and educator or student perceptions.
Technical LLM-security studies focus on prompt injection, data leakage, model vulnerabi-
lities, and adversarial misuse.

Privacy and legal sources focus on data protection, governance, and compliance. Fewer
works combine these perspectives into a practical institutional model for academic Al as-
sistants. This article addresses that gap by framing Al assistants in academic institutions as
socio-technical systems that are simultaneously learning tools, data-processing systems, cy-
bersecurity interfaces, and governance challenges. Its regulatory and technical foundations
are drawn from existing sources; what is proposed here is the domain-specific synthesis set
out in Section 1 — the classification, its alignment with the academic domain, and the inte-
grated implementation model.

3. METHODOLOGY
3.1. RESEARCH DESIGN AND SOURCE SELECTION STRATEGY

This study uses a qualitative literature review and conceptual synthesis approach to
analyse the cybersecurity and privacy risks of Al assistants in academic institutions. Its pur-
pose is not to test a single technical vulnerability or to measure the performance of a specific
Al tool. The aim is to synthesise recent academic, technical, legal, and policy-oriented litera-
ture in order to identify the main categories of risk that arise when LLM-based Al assistants
are used in universities and other academic environments. A literature-based methodology
is appropriate because the problem is interdisciplinary, spanning the technical, educational,
legal, and governance literatures reviewed in Section 2; the study combines those perspec-
tives into a unified institutional risk model.

The methodology follows three stages:

1. identification of relevant sources;

2. thematic analysis of the selected literature; and



3. synthesis of the findings into a structured cybersecurity and privacy risk framework
for academic institutions.

The literature search prioritised publications and institutional documents issued be-
tween 2020 and August 2026, with earlier sources retained where they provided enduring
conceptual foundations. The search covered four categories: peer-reviewed studies on gene-
rative Al in higher education; systematic reviews and surveys on LLM security and privacy;
primary policy and regulatory documents; and technical risk frameworks and cybersecurity
guidance. Search combinations included terms such as ,generative Al higher education pri-

)

vacy”, ,Al assistants academic institutions cybersecurity”,,LLM prompt injection education”,
»Al governance universities”, ,student data privacy Al language models” and ,LLM sensitive
information disclosure”. Because the study is a qualitative integrative review rather than a
systematic review or meta-analysis, the search was designed for interdisciplinary conceptu-
al coverage and source triangulation, not exhaustive bibliometric retrieval.

Sources were included if they directly analysed generative Al, ChatGPT, or LLM-based
tools in higher education; discussed cybersecurity risks of LLM applications; analysed pri-
vacy or data-protection risks of Al systems; proposed governance, policy, or risk-manage-
ment approaches for responsible Al use; provided evidence about student, teacher, or in-
stitutional perceptions of Al-related risks; or offered a framework applicable to academic
institutions. Sources were excluded if they focused only on technical model performance
without discussing security, privacy, or institutional use; addressed Al in education only
from a narrow pedagogical perspective without risk analysis; discussed cybersecurity in
general without connection to Al, LLMs, or data governance; were opinion pieces without
clear analytical, empirical, technical, or policy value; or were outdated in relation to current
generative Al development.

3.2. ANALYTICAL APPROACH AND RISK-CLASSIFICATION LOGIC

The selected sources were analysed using thematic coding, focusing on repeated risk ca-
tegories, institutional challenges, and mitigation strategies across the literature. In the first
stage, sources were grouped into four broad domains: Al in higher education, LLM security,
privacy and data protection, and governance and risk management. In the second stage,
these domains were compared in order to identify overlapping issues. Academic-integri-
ty literature, for example, often discusses student misuse of Al tools, while cybersecurity
literature discusses prompt injection and manipulation; these topics appear different, but
both involve user behaviour, system trust, verification, and control of Al-generated outputs.
Similarly, privacy literature discusses personal data leakage while institutional-policy lite-
rature discusses acceptable use and governance, and the two overlap as soon as students or
staff upload confidential materials to external Al assistants. In the third stage, the recurring
themes were synthesised into risk categories relevant to academic institutions: input data
leakage, sensitive information disclosure in outputs, prompt injection, insecure integration
with institutional systems, vendor data-processing risks, academic and research integrity
risks, student privacy and surveillance risks, overreliance on Al-generated outputs, and po-
licy fragmentation.
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The risk categories were then classified along three dimensions: source of risk, affected
asset, and institutional impact. The source of risk describes whether a risk originates in
user behaviour, model behaviour, system integration, vendor data practices, or institutio-
nal policy gaps. The affected asset describes what may be harmed, including student data,
research data, examination materials, unpublished manuscripts, institutional documents,
learning management systems, staff accounts, academic reputation, and trust in educatio-
nal processes. The institutional impact describes the possible consequence, such as privacy
violations, data leakage, academic misconduct, reputational damage, regulatory non-com-
pliance, compromised research integrity, unauthorised system actions, or reduced quality
of decision-making.

3.3. ETHICAL CONSIDERATIONS AND LIMITATIONS

This study is based on publicly available academic publications, policy documents, tech-
nical frameworks, and regulatory guidance. It does not involve human participants, in-
terviews, surveys, experiments with students, or the processing of personal data, and no
formal ethics committee approval was therefore required. The subject of the article is ne-
vertheless ethically sensitive, because it concerns student privacy, research confidentiality,
responsible Al use, and institutional accountability.

The methodology has several limitations. First, the study rests on literature review and
conceptual synthesis rather than on empirical measurement; the framework proposed
below has not been implemented or evaluated in a live institutional setting. Second, the
field is developing rapidly, and new Al models, regulations, institutional policies, and attack
techniques appear frequently. Third, the selected literature reflects mainly English-langu-
age sources and internationally visible publications. Fourth, cybersecurity and privacy risks
differ depending on the technical deployment model — a public chatbot, an enterprise Al
assistant, a locally hosted model, or a retrieval-augmented university knowledge assistant
each present a different risk profile.

4. RESULTS AND DISCUSSION: CLASSIFICATION OF CYBERSECURITY AND PRIVACY
RISKS
4.1. GENERAL CLASSIFICATION LOGIC

The analysis of recent literature shows that the cybersecurity and privacy risks of Al as-
sistants in academic institutions are multidimensional. They cannot be reduced to plagia-
rism, cheating, or inaccurate answers. Al assistants create a broader socio-technical risk
landscape, because they interact with user prompts, uploaded files, institutional documents,
student data, research materials, external services, and sometimes internal university sys-
tems.

The risks are accordingly classified across four connected dimensions: data-related risks,
model-related risks, application and integration risks, and human and governance risks. Fi-
gure 1 presents the classification. It is broadly consistent with current OWASP 2025 risk
categories while deliberately reorganising them around university assets, workflows and



responsibilities rather than reproducing a generic technical taxonomy (OWASP Foundation,
2025).

Model-related risks

Data-related risks

® Prompts and uploaded files e Misinformation and bias

® Personal data ® Data leakage

e Research data e Adversarial behaviour

Application & integration risks

Human & governance risks

® RAG pipelines e Shadow Al

e Tools / APIs and permissions e Weak policy, low Al literacy

e Excessive agency e Unclear ownership

Figure 1. Classification of cybersecurity and privacy risks of Al assistants in aca-
demic institutions

4.2. DATA-RELATED RISKS

Data-related risks appear when students, teachers, researchers, or administrative staff
enter sensitive information into Al assistants. This may include student names, grades, di-
sability accommodations, unpublished research, examination materials, internal meeting
notes, grant proposals, or confidential university documents. These risks are especially im-
portant when public or third-party Al systems are used without institutional control. Table
1 summarises the principal data-related risks, with academic examples and possible insti-

tutional impacts.

Table 1. Data-related risks of Al assistants in academic institutions

Risk category

Description

Academic example

Possible impact

Input data leakage

Sensitive data is entered
into an external Al assistant.

A lecturer uploads student es-
says with names and grades to a
public chatbot.

Privacy violation, GDPR risk,
reputational damage.

Research confidentiali-

ty loss

Unpublished research mate-
rials are processed by third-
-party Al tools.

A researcher uploads a draft
grant proposal or experimental
dataset.

Loss of novelty, exposure of
intellectual property, breach
of project agreement.

Examination material
exposure

Examination questions or
assessment rubrics are en-
tered into Al tools.

A teacher asks an Al assistant to
improve examination questions.

Assessment  compromise,
unfair student advantage.

Data retention uncerta-
inty

Users do not know whether
prompts or files are stored
or reused.

Staff use free Al tools for admini-
strative summaries.

Lack of control over institu-
tional information.

tion

rule on what data may be
used with AL

different informal practices.

Model memorisation | Personal or confidential | Fine-tuning is performed on stu- | Data-protection  violation,
risk data may be memorised or | dent records without sufficient | future leakage.

reproduced. safeguards.
Weak data classifica- | The institution has no clear | Different departments follow | Inconsistent compliance

and unmanaged risk.
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A report published by the European Data Protection Board on LLM privacy risks is direc-
tly relevant here, because it proposes a risk-management methodology for LLM systems and
includes a use case on monitoring and supporting student progress (European Data Protec-
tion Board, 2025). This confirms that educational LLM systems are not merely pedagogical
tools but also privacy-sensitive data-processing systems.

The most important practical conclusion is that academic institutions need a clear da-
ta-classification model for Al use: not all data should be treated equally. The categories in
Table 2 are a proposed institutional control model rather than legal classifications. Their
purpose is to translate sensitivity, contractual obligations and potential harm into operatio-
nal rules for approved tools, access control and escalation. Responsibility for enforcement
should be allocated to appropriate institutional roles — for example data owners, informa-
tion-security teams, legal/data-protection functions and system administrators — rather
than assumed to belong to a single technical unit.

Table 2. Suggested data classification for Al use in academic institutions

Data class Examples Al usage recommendation

Public Published syllabi, public course descriptions, | Usually allowed.
open educational resources.

Internal Internal teaching materials, non-confidential | Allowed only in approved tools.
methodological notes.

Confidential Student grades, internal reports, unpublished | Restricted; use only controlled institu-
research drafts. tional systems.

Highly sensitive | Health and disability data, disciplinary records, | Prohibited in public Al tools; requires
examination banks, personal identifiers. formal approval and safeguards.

4.3. MODEL-RELATED RISKS

Model-related risks arise from the behaviour of the LLM itself. They include hallucina-
tions, incorrect citations, fabricated sources, biased outputs, unsafe recommendations,
privacy leakage, and overconfident responses. In academic institutions such risks may af-
fect teaching, student support, research writing, administrative decisions, and assessment.
Table 3 sets them out.

Table 3. Model-related risks of Al assistants in academic institutions

Risk category Description Academic example Possible impact
Hallucination Al generates false or unsup- | A student receives fabricated refe- | Poor academic quality, mi-
ported information. rences for a research paper. sinformation.

Fabricated citations | Al invents sources or misre- | A teacher uses an Al-generated bi- | Research integrity violation.
presents existing publica- | bliography without verification.
tions.

Bias and unfairness | Al outputreflects biased tra- | Al gives feedback of different qu- | Unequal treatment of stu-
ining data or assumptions. | ality depending on language style. | dents.

Unsafe recommenda- | Al provides harmful, mi- | Al gives incorrect legal, medical, | Harm to users, institutional
tions sleading, or non-compliant | or psychological guidance to stu- | liability.

advice. dents.




Risk category

Description

Academic example

Possible impact

Memorisation and le-
akage

Model reproduces sensitive
content from training data
or context.

Al reveals parts of uploaded con-
fidential documents.

Data breach, confidentiality
loss.

Explainability gap

Users cannot understand
why a recommendation was
produced.

Al suggests academic intervention
for a student without transparent
reasoning.

Accountability and fairness
concerns.

Prompt injection and
jailbreaks

Malicious or manipulated
input changes the beha-
viour of the Al assistant or
forces it to ignore intended

A student submits a document
containing hidden instructions
that manipulate an Al-assisted
grading or feedback tool.

Unauthorised disclosure, in-
correct feedback, bypass of
institutional rules, or unsafe
system actions.

instructions.

Model-related issues are not limited to technical error. In an academic environment, a
single hallucinated answer, fabricated citation, or biased recommendation can directly affect
the quality of learning, assessment, research writing, or administrative decision-making —
the more so because LLM outputs are fluent and authoritative in style, which may lead users
to trust them without sufficient verification. These risks should therefore be managed thro-
ugh mandatory human oversight, verification of generated references, clear rules for using
Al-generated content, and careful limitation of Al use in high-impact academic decisions.
Al assistants may support educational and research processes, but they should not replace
academic judgement, expert review, or institutional accountability. In sensitive scenarios
— student assessment, academic intervention, research conclusions, administrative recom-
mendations — Al-generated outputs should be treated as advisory and must be reviewed by
aresponsible human user before being acted on. Hallucination and overconfidence are thus
not only technical risks but educational and organisational ones.

Prompt injection appears in Table 3 as a model-related and adversarial-interaction risk,
but it is discussed separately below because it is not only a model issue. It is also an applica-
tion-security and governance issue, and effective mitigation requires more than improved
prompting: it requires input filtering, separation of trusted and untrusted content, least-
-privilege tool access, output validation, logging, and human approval for sensitive actions.

4.4. PROMPT INJECTION AND ADVERSARIAL MANIPULATION

Prompt injection is one of the most important technical risks for Al assistants. It occu-
rs when malicious or untrusted text manipulates the behaviour of an LLM by causing the
model to treat data as instructions. This is especially relevant in academic institutions, be-
cause Al assistants may process untrusted content such as student submissions, uploaded
PDF files, web pages, emails, forum posts, and research documents. The UK National Cyber
Security Centre explains that prompt injection differs from classical SQL injection because
LLMs do not maintain a robust internal distinction between data and instructions: in an LLM
prompt, both trusted instructions and untrusted content are processed as token sequences,
which makes complete mitigation difficult (National Cyber Security Centre, 2025b). In an
academic environment, a student could insert hidden instructions into an essay submitted
to an Al-assisted grading-support tool; a malicious web page could contain instructions that
manipulate a research assistant summarising online content; an uploaded PDF file could
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include text instructing the Al assistant to reveal system prompts, ignore policy constraints,
or access unrelated documents.

In earlier work, the present author proposed an additional filter layer for LLM-based
systems (Muliarevych, 2024). That architecture includes a prompt analyser and an attack
validator module that use an LLM to classify prompts before they reach the core model,
and it evaluates several protection strategies, including core GPT models without additio-
nal protection, fuzzy-search-based filtering, and validator-based approaches. The approach
is relevant to academic Al assistants because it provides a concrete technical mitigation
pattern that can be adapted to university tools. Building on that model, the present article
adapts the filter-layer concept to the academic context: user prompts, student submissions,
uploaded documents, and external content should pass through a prompt-analysis and vali-
dation stage before reaching the core model, and suspicious inputs should be blocked, log-
ged, quarantined, or escalated for human review.

Untrusted Prompt analyser LLM / tool Output User |
input & data checks gateway validation approved action

_________________________________________________

Suspicious input:

I

: Sensitive / high-impact action:
block, warn, quarantine or log 1

|

|

I

1

. 1
require human approval 1
|

|

Figure 2. Prompt-injection defence pattern for Al assistants in academic institutions,
adapted from the filter-layer approach proposed by Muliarevych (2024)

The key design principle, illustrated in Figure 2, is that a university Al assistant should
not process untrusted content directly in a privileged execution context. It should instead
apply layered controls: input pre-processing, data classification, prompt-injection detec-
tion, separation of trusted instructions from untrusted content, least-privilege tool access,
output validation, logging, anomaly detection, and human approval for sensitive actions.
This defence should not, however, be presented as a complete solution. Prompt injection
remains difficult to eliminate because the model processes instructions and data within the
same language-based context. Academic institutions should therefore assume residual risk
and focus not only on detecting prompt injection but also on limiting the damage if an attack
succeeds. Al assistants should have restricted permissions, controlled access to institutional
systems, and no ability to perform high-impact actions without human confirmation.

4.5. APPLICATION AND INTEGRATION RISKS



The risk level increases significantly when Al assistants are integrated with institutional
systems. A standalone assistant that only answers general questions has a narrower impact
surface than one connected to an LMS, email, document repositories, student-information
systems, research databases or action-taking tools. In the OWASP 2025 taxonomy, the re-
levant risks are captured especially by prompt injection, sensitive information disclosure,
improper output handling, excessive agency, system-prompt leakage and vector/embed-
ding weaknesses (OWASP Foundation, 2025). Table 4 sets out common academic integra-

tion scenarios.

Table 4. Application and integration risks of Al assistants in academic institutions

Integration scenario

Risk

Example

Al assistant + learning mana-
gement system (LMS)

Unauthorised access to course or student
data.

Assistant retrieves grades or private sub-
missions without proper access control.

Al assistant + email

Indirect prompt injection through emails.

Malicious email instructs Al to forward con-
fidential information.

Al assistant + document re-
pository

Sensitive-information disclosure or per-
mission bypass.

Al summarises documents outside the
user's permission scope.

Al assistant + research data-
base

Exposure of unpublished/restricted data;
vector or embedding weaknesses.

Research assistant retrieves sensitive data
for an unauthorised user.

Al assistant + administrative
workflow

Excessive agency or unintended automa-
ted actions.

Al creates, approves, or modifies forms
without human confirmation.

Al assistant + code reposito-

Source-code and credential leakage.

Al assistant exposes internal scripts, API

ry keys, or configuration files.

Integration risks appear when an Al assistant moves from a passive question-answering
role to an active institutional component connected to university systems, where it may re-
trieve, summarise, modify, or transmit information. The main security concern is therefore
not only the behaviour of the LLM itself but also the level of access granted to the assistant
and the quality of controls around each integration point. Each scenario in Table 4 creates
a different type of institutional risk, and code repositories are the most sensitive of them.
Al assistants should accordingly not be integrated with institutional systems through direct
and unrestricted access. Each integration should pass through a controlled tool or API ga-
teway, permission checks, logging, and, where needed, human approval. The assistant sho-
uld operate under the same access-control rules as the user, and preferably under stricter
limitations for high-risk actions. This reduces the probability that an Al assistant becomes a
shortcut around existing university security policies.
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University Al portal
authentication + policy

Prompt security

Users — —> & DLP — LLM gateway

Tool / API Permission-aware Approved

gateway N RAG N model(s)
5 1
1 I
1
: Cross-cutting controls: logging « monitoring ¢ incident response « human approval for high-impact actions 1
1 I
1 I

Figure 3. Secure architecture pattern for university Al assistants

The architecture also includes a permission-aware retrieval-augmented generation
(RAG) knowledge base and a tool/API gateway, including Model Context Protocol (MCP) or
similar tool-integration mechanisms, so that the assistant retrieves institutional knowledge
or interacts with university systems only through controlled interfaces. This matters be-
cause the Al assistant must not bypass existing access-control rules: if a user does not have
permission to access a document or system directly, the Al assistant should not expose that
information indirectly. The output validation layer checks generated responses before they
are returned to the user and can help detect sensitive information disclosure, unsupported
claims, unsafe recommendations, or policy violations. Logging, monitoring, and incident re-
sponse then provide operational visibility into Al assistant usage, blocked attempts, suspi-
cious behaviour, and possible data-leakage incidents. The design principle underlying the
whole pattern is that an Al assistant should be treated as a security-sensitive component of
the university information system rather than as an application added on top of it.

4.6. HUMAN AND GOVERNANCE RISKS

Human and governance risks are often underestimated. Even a technically secure Al as-
sistant can be misused if users do not understand its limitations or if institutional rules are
unclear. Table 5 sets out the principal governance failures and their institutional consequ-
ences.

Table 5. Human and governance risks of Al assistants in academic institutions

Governance risk Description Institutional consequence

No Al usage policy Users choose tools independently. Shadow Al usage and uncontrolled
data sharing.

Policy focused only on pla- | Security and privacy are ignored. Hidden institutional risk.

glarism

No data-classification rules | Users do not know what may be entered into Al | Accidental leakage of sensitive data.
tools.




Governance risk Description Institutional consequence

No approved tool list Departments use different public Al services. Vendor and compliance fragmenta-
tion.
No auditability Al-assisted actions are not logged. Difficult incident investigation.
Weak Al literacy Students and staff do not understand hallucina- | Unsafe and uncritical Al use.
tion, privacy, or prompt injection.
No ownership model Responsibilities of IT, legal, academic depart- [ Delayed response and inconsistent en-
ments, and data-protection roles are unclear. forcement.

As Table 5 shows, these risks arise not from technical failure but from unclear institutio-
nal responsibility and inconsistent user behaviour. Governance of Al assistants should the-
refore be distributed rather than assigned to IT departments alone. University leadership,
cybersecurity teams, legal or data-protection officers, academic boards, research ethics
committees, teaching staff, and student representatives should jointly define rules for ac-
ceptable Al use, approved tools, accountability, training, and incident response. This redu-
ces fragmentation and makes Al adoption more predictable, transparent, and secure.

5. THE ACADEMIC AI SECURITY AND PRIVACY GOVERNANCE FRAMEWORK
5.1. FRAMEWORK OVERVIEW

On the basis of the classification set out above, this article proposes a practical frame-
work, the Academic Al Security and Privacy Governance Framework, designed for univer-
sities and academic institutions that use or plan to use Al assistants in teaching, research,
administration, or student support. The framework has six layers: governance and policy;
data classification and privacy; secure Al architecture; prompt and output security; human
oversight and Al literacy; and monitoring, audit, and continuous improvement. It is presen-
ted in Figure 4.

Monitoring, audit & continuous improvement
logs ¢ incidents  vendor review e« policy update

Human oversight & Al literacy

role-specific training < verification  escalation

Prompt & output security
injection defence < output validation ¢ abuse controls

feedback
5

Secure Al architecture
authentication < least privilege * gateways « RAG controls

Continuous improvement

Data classification & privacy

minimisation ¢ retention ¢ DPIA < vendor / data-flow review

Governance & policy
ownership ¢ approved tools ¢ acceptable use  procurement

Figure 4. Academic Al Security and Privacy Governance Framework, with layered
controls and a continuous-improvement feedback loop
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The framework is organised as a layered model because each layer depends on the one
before it: policy determines what is permitted, data classification determines what may be
processed, architecture enforces both in technical controls, and the remaining three layers
protect, inform, and audit what results. The feedback arrow in Figure 4 is important, becau-
se Al governance should not be treated as a one-time implementation activity. Al models,
institutional use cases, regulations, and attack techniques change rapidly, and lessons lear-
ned from monitoring and incidents should continuously improve policies, data-classifica-
tion rules, technical controls, and user training. The six layers are described in turn below.

5.2. LAYER 1: GOVERNANCE AND POLICY

The first layer defines institutional rules for the use of Al assistants. Without it, users
will independently adopt public Al tools, creating shadow Al usage and uncontrolled data
flows. The governance layer should include an institutional Al acceptable-use policy; lists of
approved and prohibited Al tools; rules for using Al in teaching, assessment, research, and
administration; authorship and citation rules; vendor approval processes; and incident-re-
porting procedures. For institutions subject to or aligning with European regulation, the
policy should also distinguish ordinary low-impact uses from educational Al systems whose
purpose may bring them within the Al Act’s high-risk categories, such as systems used to
determine access, evaluate learning outcomes, assess educational level or monitor prohibi-
ted behaviour during tests (European Parliament & Council of the European Union, 2024).

5.3. LAYER 2: DATA CLASSIFICATION AND PRIVACY

The second layer focuses on data protection. Academic institutions should classify data
before deciding whether it may be processed by Al assistants, using an operational model
such as Table 2. Controls should include data minimisation; anonymisation or pseudonymi-
sation where appropriate; review of purpose, legal basis and retention; vendor and data-
-flow assessment; transparency to affected users; and a Data Protection Impact Assessment
where the applicable legal threshold is met. LLM-specific mitigations should support, not
substitute for, that assessment (European Data Protection Board, 2025).

5.4. LAYER 3: SECURE Al ARCHITECTURE

The third layer concerns technical architecture. Its key principle is that Al assistants sho-
uld be deployed through controlled institutional gateways rather than through uncontrolled
direct use of public tools for sensitive tasks. Controls should include authentication, role-ba-
sed access control, Al gateways, data-loss prevention, retrieval control, API gateways, least
privilege, human approval, and logging, along the lines set out in Figure 3.

5.5. LAYER 4: PROMPT AND OUTPUT SECURITY

The fourth layer addresses prompt injection, jailbreaks, sensitive-information disclosure,
improper output handling and other adversarial or unsafe interactions. It should include
prompt-injection testing and detection, separation and labelling of trusted and untrusted



context, sensitive-data checks, output validation, deterministic checks around tool calls,
rate and resource limits, abuse detection, and explicit human approval for consequential
actions. These controls reduce risk but should not be described as eliminating prompt injec-
tion; residual risk must be constrained by least privilege and impact limitation.

5.6. LAYER 5: HUMAN OVERSIGHT AND Al LITERACY

The fifth layer addresses people, since technical controls are not sufficient if users do not
understand the risk. Academic institutions should provide Al literacy training for students,
teaching staff, researchers, administrative staff, IT teams, and academic managers. Training
should cover data privacy, hallucination, citation verification, disclosure of Al use, the basics
of prompt injection, safe handling of documents, and incident reporting.

5.7. LAYER 6: MONITORING, AUDIT, AND CONTINUOUS IMPROVEMENT

The sixth layer ensures that Al governance does not become static. Al models, tools,
regulations, and attack methods change quickly. Universities therefore need logging of Al
assistant usage, records of blocked prompt-injection attempts, detection of sensitive-data
leakage, audit of vendor terms, regular review of approved Al tools, incident-response pro-
cedures, and periodic policy updates informed by incident reports and user feedback.

5.8. IMPLEMENTATION ROADMAP

While the six layers define the logical structure of Al security and privacy governance,
universities also need a practical sequence for implementation; the framework should be
translated into concrete institutional actions rather than left as a theoretical model. Table 6
sets out a proposed roadmap.

Table 6. Proposed institutional implementation roadmap

Stage Action Expected result
Stage 1 Identify current Al tool usage across departments. Visibility of shadow Al usage.
Stage 2 Define data classes and prohibited Al use cases. Clear rules for sensitive data.
Stage 3 Approve institutional Al tools and vendors. Reduced uncontrolled third-party exposure.
Stage 4 Create an Al acceptable-use policy. Common rules for students and staff.
Stage 5 Deploy an Al gateway or controlled access model. Centralised technical control.
Stage 6 Add prompt-injection and data-leakage filters. Reduced technical risk.
Stage 7 Train staff and students. Improved Al security literacy.
Stage 8 Establish monitoring and incident response. Operational risk management.
Stage 9 Review and update policy every semester. Continuous adaptation.

The roadmap follows a risk-based logic. Implementation begins with visibility and go-
vernance rather than with technology, because an institution cannot secure Al use effec-
tively if it does not know which tools are already in use, what data is processed, and who
is responsible for decisions; unmanaged or ,shadow” Al usage creates immediate privacy
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and compliance risks. Implementation is not completed when a policy is published or a tool
deployed: it requires continuous monitoring, incident response, and regular policy updates
as Al technologies, institutional practices, and cybersecurity threats evolve.

5.9. PRIORITISING RISKS: A PRACTICAL RISK MATRIX

Universities also need a practical way to prioritise the risks identified above. Table 7 the-
refore provides an illustrative qualitative matrix, not an empirically estimated probability
model. The likelihood and impact labels are expert-informed screening categories intended
to support local workshops; institutions should recalibrate them using their own incident
history, architecture, data inventory, deployment model and regulatory context.

Table 7. Practical Al assistant risk matrix for academic institutions

Risk Likelihood Impact Recommended treatment

Students use Al for undisclosed | High Medium Academic-integrity policy, Al disclosure
academic work rules, assessment redesign.

Staff upload student data to public | Medium High Data-classification rules, approved tools,
Al tools privacy training.

Researchers upload unpublished | Medium High Research Al policy, confidentiality guidance,
manuscripts or datasets secure institutional Al tools.

Prompt injection manipulates Al | Medium High Prompt filtering, least privilege, tool isola-
assistant behaviour tion, monitoring.
Al assistant leaks sensitive institu- | Medium High Access control, permission-aware retrieval,
tional information output validation.
Al-generated hallucinations affect | High Medium Verification rules, citation checks, human
learning or research review.
Al assistant performs unintended | Low-Medium High Human approval, deterministic controls, API
action through plugins gateway.
Vendor stores or reuses confiden- | Medium High Vendor assessment, contractual controls,
tial data enterprise settings.

Fragmented Al governance be- | High Medium-High | Central Al governance committee and policy.
tween departments

Users overtrust Al outputs High Medium Al literacy, warnings, verification practices.

The matrix shows that the most critical risks are not always the most technically com-
plex. Several high-priority risks — staff uploading student data to public Al tools, resear-
chers using external Al systems for unpublished materials, fragmented Al governance be-
tween departments — are primarily organisational and policy-related, while technical risks
such as prompt injection, sensitive-information leakage, and unintended tool-based actions
require architectural controls, monitoring, and human approval. Risk treatment should ac-
cordingly be layered rather than uniform, and the framework should be implemented not as
a single technical solution but as a coordinated institutional governance model.

5.10. IMPLICATIONS FOR STAKEHOLDER GROUPS

The practical meaning of these risks differs across stakeholder groups. University leader-
ship, teachers, students, researchers, and IT and cybersecurity teams interact with Al as-



sistants in different ways and therefore carry different responsibilities.

University leadership should treat Al assistant adoption as a strategic governance issue
rather than an educational trend. The use of Al assistants affects institutional reputation,
legal compliance, research quality, data security, and student trust, and responsibility for Al
governance should therefore not be delegated solely to individual teachers or IT specialists.

Teachers need clear rules about when Al use is allowed, when it must be disclosed, and
how assessment should adapt. Traditional written assignments may become less reliable
as evidence of independent student work if they can be completed almost entirely by Al.
Assessment may need to incorporate oral defence, process-based assessment, reflective
explanation, practical tasks, in-class components, version history, project logs, personalised
assignments, and explicit declarations of Al use.

Students should understand that Al assistants can be useful learning tools but that unsafe
or undisclosed use can create academic and privacy problems. They should be informed
that Al-generated text may contain errors, that Al may fabricate references, that entering
personal or confidential data into public tools may be unsafe, and that Al use may need to
be disclosed.

Researchers should treat external Al assistants as third-party processing services that
require a deliberate data-flow and contractual assessment before confidential or personal
data are submitted. Whether a vendor legally acts as a processor, independent controller or
in another role depends on the concrete service, purposes, contractual terms and applicable
law. As a practical rule, unpublished manuscripts, sensitive datasets, peer-review materials,
grant proposals, industry-funded work and protected intellectual property should be used
only with tools and configurations approved for those data.

IT and cybersecurity teams should expand their threat models to include Al-specific
risks. Traditional controls such as authentication, network security, and endpoint protec-
tion remain necessary but do not address LLM-specific issues. Additional controls should
include prompt-injection testing, detection of sensitive data in prompts and uploaded files,
enforcement of access control in retrieval-augmented systems, monitoring of Al tool usage,
vendor assessment, abuse detection, secure logging, isolation of Al tools from high-risk sys-
tems, and human approval for sensitive actions.

The central proposal of this article is that academic institutions should treat Al assistants
as security- and privacy-sensitive socio-technical systems rather than as productivity or le-
arning tools. Policy without architecture is insufficient: a university may publish Al guide-
lines, but if users continue uploading sensitive data to uncontrolled public tools, the risk
remains unmanaged. Architecture without literacy is also insufficient: a secure Al gateway
helps, but students and staff still need to understand privacy, hallucination, prompt injec-
tion, and academic-integrity risks. And detection without impact limitation is insufficient:
prompt-injection filters are useful, but the system must also apply least privilege, human
approval, access control, and monitoring, because prompt injection cannot be assumed to
be fully eliminated. The six layers of the proposed framework are designed to be adopted to-
gether, and it is their combination that allows academic institutions to support responsible
Al adoption while reducing cybersecurity, privacy, and governance risks.
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6. CONCLUSION

Al assistants based on large language models are becoming part of everyday academic
life. They support students, teachers, researchers, and administrators with writing, summa-
risation, translation, coding, explanation, and information retrieval. Their use in academic
institutions nevertheless creates cybersecurity and privacy risks that go far beyond acade-
mic integrity.

The article has shown that the risks of Al assistants in universities can be organised into
four major groups: data-related risks, model-related risks, application and integration risks,
and human and governance risks. The classification is intentionally institution-centred
rather than a duplicate of OWASP: it maps technical vulnerabilities and model limitations
onto academic assets, workflows and accountability. Current OWASP 2025 categories —
including prompt injection, sensitive information disclosure, improper output handling,
excessive agency, system-prompt leakage, vector and embedding weaknesses and misin-
formation — are therefore treated as inputs to, rather than substitutes for, the proposed
university risk model (OWASP Foundation, 2025).

A key finding is that Al assistants should not be treated only as educational tools. In aca-
demic institutions they are security- and privacy-sensitive socio-technical systems: they
process data, influence academic work, support decisions, and may interact with institutio-
nal infrastructure. Universities therefore need more than general advice about responsible
Al use; they need a structured institutional response.

The proposed Academic Al Security and Privacy Governance Framework addresses this
need through six layers: governance and policy; data classification and privacy; secure Al
architecture; prompt and output security; human oversight and Al literacy; and monitoring,
audit, and continuous improvement. The framework integrates higher-education Al gover-
nance, technical LLM security, privacy protection, and institutional risk management.

The central conclusion is that safe Al adoption in academic institutions requires balan-
ce. Universities should neither ignore Al assistants nor rely on prohibition alone; equally,
they should not allow uncontrolled use of public Al systems for sensitive academic work. A
risk-based approach is required, in which public and low-risk educational content may be
suitable for Al-assisted processing while personal data, confidential research, examination
materials, and institutional records require strict controls.

Three implications follow for governance and regulatory practice, and they are the re-
ason the analysis belongs to the study of law and digital technologies rather than to infor-
mation security alone. First, the institutional Al policy is emerging as the operative regu-
latory instrument in this field. International guidance and general data-protection law set
the objectives; what determines whether student data actually reaches a third-party model
on a given Tuesday is a university’s acceptable-use rule, its approved-tool list, and the con-
figuration of its gateway. Regulators and ministries that wish to influence outcomes should
therefore attend to the quality and enforceability of these subordinate instruments, and not
only to the adequacy of the primary norms. Second, accountability requires auditability, and
auditability requires design. A university cannot demonstrate compliance, respond to a sub-
ject access request, or investigate an incident if Al-assisted actions leave no record; the sixth



layer of the framework is thus a legal requirement expressed as a technical one, and it sho-
uld be treated as such in procurement and in vendor contracts. Third, the residual character
of prompt injection has a governance consequence that is easily missed. Where a class of
attack cannot be eliminated, the institution’s obligation shifts from prevention to the limi-
tation of consequences — least privilege, human confirmation of high-impact actions, and
a decision not to deploy where the residual risk is intolerable. For universities in jurisdic-
tions that are aligning their data-protection and digital regulation with European standards,
including Ukraine, the practical task is to build these three commitments into institutional
rules now, while Al assistants are still being adopted, rather than to retrofit them after the
first serious incident. Sustainable governance of academic Al is, on this view, less a matter of
new legal norms than of institutional capacity to apply the norms that already exist.
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Abstract.

The integration of mediation into civil justice in Ukraine raises an educational problem that cannot be resolved
by legal regulation alone: institutions must prepare practitioners who can conduct a structured, confidential
and neutral process while working with conflict, stress, digital communication and professional boundaries. This
conceptual article develops a pedagogical framework for preparing social work students for a later professional
pathway into mediation. The study combines doctrinal analysis of the Law of Ukraine ,,On Mediation’, analysis of
the national higher-education standard for Social Work, European mediation-training guidance, and a targeted
synthesis of literature on mediation education, trauma-informed social work and online dispute resolution. No
survey, experiment, interview or other human-participant research is reported. The proposed framework conta-
ins five competency domains: legal-procedural literacy; neutral facilitative communication; trauma-informed
process management; self-requlation and professional resilience; and digital mediation and data ethics. A two-
-level implementation model is proposed: degree-embedded preparatory learning within social work education,
followed by statutory basic mediator training that meets the requirements of Ukrainian law. The framework
emphasises role differentiation because social workers’ helping and advocacy functions do not automatically co-
incide with the mediator’s duty of neutrality and party self-determination. It also treats digital competence as a
professional and governance requirement, encompassing confidentiality, platform security, informed consent, ac-
cessibility and responsible use of Al-assisted tools. The article argues that sustainable mediation reform depends
on educational capacity, quality assurance and ethically governed digital practice as much as on the existence of
mediation legislation.

Keywords: mediation; civil justice; social work education; trauma-informed pedagogy; digital mediation; pro-
fessional competence

1.INTRODUCTION

Mediation has become an increasingly important component of contemporary civil ju-
stice because it offers parties a structured procedure for resolving disputes without trans-
ferring control over the outcome to a third-party decision-maker. In Ukraine, the Law of
Ukraine ,,On Mediation” defines mediation as a voluntary, confidential and structured out-
-of-court procedure and establishes the principles of mediator neutrality, independence and
impartiality, party self-determination and equality. The Law also establishes a professional
threshold: a person may act as a mediator after completing basic mediator training, and that
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basic programme must comprise at least 90 hours, including at least 45 hours of practical
training (Law of Ukraine ,On Mediation”, 2021). These requirements are significant for hi-
gher education because they make mediator competence an educational as well as a legal
issue. The existence of statutory training requirements does not, by itself, determine which
prior professional backgrounds are best suited to mediation. Social work is relevant be-
cause its educational standards and professional traditions develop adjacent competences:
communication, analysis of social and psychological processes, work with vulnerable per-
sons, ethical decision-making, cooperation with clients and other professionals, use of in-
formation and communication technologies, and the capacity to resolve complex problems.
The Ukrainian bachelor-level standard for Social Work includes legal knowledge, informa-
tion and communication technology skills, ethical conduct, work with clients on the basis
of trust, analysis of interpersonal processes, and the use of methods for resolving conflicts
and difficult life circumstances (Ministry of Education and Science of Ukraine, 2019). These
competences create a plausible foundation for subsequent mediator training.

At the same time, the relationship between social work and mediation must not be over-
stated. A social work degree does not itself confer mediator status under Ukrainian law,
and the professional role of a social worker may include assistance, advocacy, case manage-
ment or protection of a vulnerable client. Mediation, by contrast, requires the mediator to
avoid deciding the dispute, advising the parties on the merits of the outcome, or represen-
ting one side. The educational challenge is therefore not to present social workers as me-
diators by default, but to identify which social-work competences are transferable, which
require adaptation, and which specifically mediator competencies must be developed thro-
ugh dedicated training. This challenge is particularly important in an environment shaped
by prolonged social stress and rapid digitalisation. Civil disputes may involve persons af-
fected by displacement, loss, family disruption, housing insecurity, debt or other difficult
life circumstances. A mediator needs sufficient trauma awareness to maintain procedural
safety without converting mediation into therapy or presuming that every participant is
traumatised. In parallel, mediation is increasingly prepared, communicated and sometimes
conducted through digital platforms. Online interaction changes the practical meaning of
confidentiality, informed consent, identity verification, accessibility and professional boun-
daries (Barsky, 2016; Katsh & Rabinovich-Einy, 2017). Accordingly, mediator preparation
requires a competence model that combines legal, communicative, psychosocial and digital
dimensions.

The aim of this article is to develop a conceptually grounded pedagogical framework
for preparing future social workers for professional mediation in civil disputes. The artic-
le addresses three questions: (1) which competences required by mediation are already
adjacent to the learning outcomes of social work education; (2) which competence gaps
require dedicated mediator training; and (3) how trauma-informed and digitally respon-
sible practice can be integrated into a coherent educational pathway. The contribution is a
competency-mapping and curriculum-design model rather than an empirical evaluation of
a programme. This distinction is essential: the framework is proposed for subsequent te-
sting and implementation, not presented as an intervention whose effectiveness has already
been statistically demonstrated.
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2. CONCEPTUAL AND REGULATORY FOUNDATIONS
2.1 MEDIATION COMPETENCE IN CIVIL JUSTICE

Mediation differs from adjudication because the mediator manages a process rather than
determines the parties’ substantive rights. Moore (2014) describes mediation as a struc-
tured form of third-party intervention that supports negotiation and decision-making by
the parties. In the Ukrainian regulatory model, this process orientation is reinforced by the
principles of voluntariness, confidentiality, neutrality, independence, impartiality, self-de-
termination and equality (Law of Ukraine ,On Mediation”, 2021). The mediator therefore
requires legal literacy sufficient to understand the permissible scope of the role, procedu-
ral competence to organise the mediation, and communicative competence to facilitate ne-
gotiation without taking ownership of the decision.

The European framework points in the same direction. Directive 2008/52/EC addresses
mediation in civil and commercial matters and links the development of mediation to a pre-
dictable legal framework and quality of mediation services (European Parliament & Council
of the European Union, 2008). The Council of Europe’s CEPE] guidelines on designing and
monitoring mediation training schemes further emphasise structured training, practical
skills development and quality monitoring (European Commission for the Efficiency of Ju-
stice [CEPE]], 2019). Taken together, these sources support a competency-based approach:
mediator preparation should be defined not only by attendance or course titles but by ob-
servable learning outcomes and the ability to apply them in realistic situations.

2.2 SOCIAL WORK AS AN ADJACENT PROFESSIONAL FOUNDATION

Social work education offers a strong adjacent foundation because it combines legal, psy-
chosocial, communicative and ethical dimensions. Payne (2020) emphasises the holistic
character of social work practice, while Barsky (2017) treats conflict-resolution skills as
central to helping professions. The Ukrainian higher-education standard likewise requires
graduates to understand the legal basis of social work, analyse social and psychological pro-
cesses, interact with clients and professional groups, act ethically, use information and com-
munication technologies, and apply methods for resolving difficult situations (Ministry of
Education and Science of Ukraine, 2019). These outcomes overlap substantially with the
knowledge and skills needed for mediation.

The overlap, however, contains an important professional-boundary problem. Social wor-
kers may be trained to protect clients’ interests, mobilise resources, advocate for services or
recommend interventions. A mediator must instead protect the integrity of the process and
the parties’ capacity for self-determination. Ukrainian law expressly prevents a mediator
from combining the mediator role with another participant role in the same dispute and
from advising the parties on the substantive decision they should make (Law of Ukraine ,On
Mediation”, 2021). Consequently, training social workers for mediation must include role
differentiation: when entering the mediator role, the practitioner must shift from helping
through substantive assistance to helping through neutral facilitation.

This role transition is one reason why it is insufficient simply to add a short lecture on
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mediation to an existing social work course. Students require repeated practice in reframing,
active listening, open questioning, agenda construction, managing imbalance, summarising
interests, supporting option generation and maintaining neutrality under pressure. They
also need opportunities to identify when a matter is unsuitable for mediation, when specia-
list legal or psychological advice should be recommended, and when the process should be
paused or terminated. The core pedagogical task is therefore conversion of adjacent social-
-work competence into mediator-specific professional behaviour.

2.3 TRAUMA-INFORMED PEDAGOGY WITHOUT THERAPEUTIC OVERREACH

Trauma-informed social work is built around safety, trust, collaboration, choice and em-
powerment rather than around assuming pathology or requiring disclosure of traumatic
experiences (Levenson, 2017). In social work education, Carello and Butler (2015) argue
that trauma-informed educational practice should reduce unnecessary re-traumatisation
and create learning conditions in which difficult material can be addressed without sacri-
ficing academic rigour. These principles are useful for mediation training because conflict
situations may activate fear, anger, shame or physiological stress responses that interfere
with communication and decision-making.

For mediator education, trauma-informed practice should be translated into process
competence rather than therapeutic intervention. A mediator is not required to diagno-
se trauma and should not treat mediation as psychotherapy. Instead, the mediator should
be able to recognise signs that participation is becoming unsafe or ineffective, explain the
structure of the process transparently, offer appropriate breaks, use predictable commu-
nication, avoid coercive pressure, support party choice, and refer participants to specialist
assistance where necessary. This boundary protects both the parties and the mediator’s
professional role.

The same logic applies to the mediator’s own well-being. Repeated exposure to high-con-
flict narratives can produce emotional strain, while a mediator who loses self-regulation
may become directive, defensive or avoidant. Grant and Kinman (2014) therefore provide a
useful basis for treating resilience, reflective practice and professional self-care as compe-
tence-related rather than purely personal matters. In a training programme, self-regulation
can be developed through structured debriefing, reflective logs, supervision, peer feedback
and explicit strategies for managing cognitive and emotional load.

2.4 DIGITAL MEDIATION AS A PROFESSIONAL AND GOVERNANCE ISSUE

Digitalisation affects both the delivery of mediation and the design of mediator educa-
tion. Online dispute resolution can increase accessibility and reduce geographic barriers,
but it also changes the architecture of communication and the distribution of risk (Katsh &
Rabinovich-Einy, 2017). Mediators working online must understand not only how to ope-
rate a videoconferencing platform but also how the platform affects confidentiality, privacy,
party autonomy, power balance and the quality of interaction.

Barsky (2016) identifies informed consent, privacy and confidentiality, neutrality, fair-
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ness and professional boundaries as ethical issues in technology-assisted mediation. For
educational purposes, these concerns translate into concrete learning outcomes: students
should know how to establish rules on recording, select an appropriate communication
channel, confirm who is physically present with each participant, respond to connection
failures, protect documents shared during the session, and recognise when digital exclusion
or lack of privacy makes online mediation inappropriate. Where personal data are proces-
sed in EU-linked or cross-border contexts, the data-protection principles reflected in Regu-
lation (EU) 2016/679 also provide a relevant benchmark for data minimisation, purpose
limitation and security (European Parliament & Council of the European Union, 2016).

Digital competence also changes mediator training itself. Walsh (2019) shows that me-
diation education depends heavily on experiential learning and role-play and discusses how
these activities can be redesigned for online environments. This is directly relevant to social
work programmes because virtual simulations can provide repeated practice without expo-
sing real clients or real case data. The appropriate pedagogical principle is therefore not
maximal technologisation but purposeful use of technology: digital tools should increase
practice opportunities, reflection and accessibility while preserving confidentiality, human
oversight and ethical control.

3. MATERIALS AND METHODS

This article uses a qualitative conceptual design combining doctrinal analysis, targeted
literature synthesis, competency mapping and pedagogical modelling. It does not employ a
mixed-methods design and does not report an experiment, survey, interview study or stati-
stical evaluation. This methodological choice reflects the available evidence and the purpo-
se of the paper: to construct a theoretically and normatively grounded framework that can
later be tested empirically.

3.1 NORMATIVE AND POLICY ANALYSIS

The normative component focused on documents that define either mediator qualifica-
tion or the educational competences relevant to the proposed pathway. The principal Ukra-
inian sources were the Law of Ukraine ,On Mediation” and the bachelor-level Standard of
Higher Education in speciality 231 ,Social Work”. For comparative and quality-assurance
purposes, the analysis also considered Directive 2008/52/EC and the CEPE] Guidelines
on Designing and Monitoring Mediation Training Schemes. The documents were read for
requirements concerning mediator status, training duration, practical skills, neutrality, con-
fidentiality, party self-determination, ethical conduct, professional competence and educa-
tion quality.

3.2 TARGETED LITERATURE SYNTHESIS

The literature component synthesised works already central to the author’s topic—me-
diation process, social work theory, conflict resolution, trauma-informed education and re-
silience—and supplemented them with sources specifically addressing digital mediation
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and mediator training. The review is targeted and conceptual rather than systematic; it does
not claim exhaustive database coverage or PRISMA compliance. Sources were selected for
their direct relevance to the competence domains required to construct the pedagogical
framework.

3.3 COMPETENCY MAPPING AND CONCEPTUAL MODELLING

The analysis proceeded in three steps. First, mediator-specific requirements were extrac-
ted from law and mediation-training guidance. Second, these requirements were compared
with adjacent competences contained in social work education and the professional litera-
ture. Third, areas of overlap and deficit were translated into learning outcomes, teaching
methods and assessment evidence. The resulting model was then organised as a two-level
educational pathway: preparatory competence development within a social work degree
programme and dedicated statutory mediator training.

3.4 RESEARCH BOUNDARIES AND ETHICS

No human participants were recruited, no student questionnaire was administered, no
pedagogical experiment was conducted, and no numerical outcomes are presented. Con-
sequently, no claims are made about the measured effectiveness of the proposed frame-
work. Statements about likely educational value are conceptual propositions derived from
the cited literature and normative analysis. Because the study uses publicly available legisla-
tion, policy documents and published literature and does not process personal data, formal
human-subject ethics approval was not required for the work reported in this article. Empi-
rical validation remains a task for subsequent research.

4. RESULTS: A COMPETENCY-BASED PEDAGOGICAL FRAMEWORK
4.1 REGULATORY AND EDUCATIONAL COMPETENCY MAP

The comparison shows that social work education supplies several relevant foundations
but does not replace mediator-specific preparation. The clearest overlap concerns commu-
nication, ethics, legal literacy, work with complex social situations and use of digital tech-
nologies. The clearest gaps concern the legal boundaries of the mediator role, disciplined
neutrality, structured mediation procedure, mediation-specific confidentiality, party self-
-determination, and performance assessment through realistic mediation practice.

Table 1. Regulatory and educational foundations for the proposed mediator-training
pathway

Source / domain

Requirement or existing
competence

Identified educational impli-
cation

Status in the pro-
posed pathway

Law of Ukraine "On Me-
diation"

Mediator status requires basic
training of at least 90 hours, inc-
luding at least 45 hours of prac-
tical training.

A social work degree may prepare
students for mediation but cannot
be treated as a substitute for the
statutory training requirement.

Dedicated mediator
training
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Source / domain

Requirement or existing
competence

Identified educational impli-
cation

Status in the pro-
posed pathway

Principles of mediation
under Ukrainian law

Voluntariness,  confidentiality,
neutrality, independence, impar-
tiality, party self-determination
and equality.

Students need role-boundary tra-
ining and observable practice in
neutral facilitation rather than
advice-giving.

Mediator-specific
core

Higher Education Stan-
dard: Social Work

Legal literacy, communication,
ICT skills, ethical conduct, client
interaction, analysis of social-
-psychological processes and
conflict-related problem solving.

These competences provide an
adjacent foundation that can be
mapped to mediator learning out-
comes.

Degree-embedded
preparation

CEPE] mediation-tra-
ining guidance

Training should combine struc-
tured content, practical skills
development and monitoring of
learning quality.

Role-play, simulation, feedback
and competency assessment sho-
uld be central, not optional extras.

Quality assurance

Digital mediation /
ODR literature

Technology affects confidentia-
lity, informed consent, fairness,

Digital mediation ethics and data
governance should be taught as

Cross-cutting compe-
tence

accessibility and professional
boundaries.

professional competence.

4.2 FIVE COMPETENCY DOMAINS

On the basis of this mapping, the framework is organised into five domains. They are in-
tentionally formulated as learning outcomes rather than as course titles, because the same
outcome may be developed across lectures, seminars, simulation, supervised practice and
reflective work. The model also separates competence from confidence: students should
not be judged primarily by self-reported readiness but by evidence that they can perform

mediation-relevant actions consistently and ethically.

Table 2.Competency matrix for preparing social work students for professional me-
diation

Competency
domain

Learning outcomes

Pedagogical methods

Evidence of attainment

1. Legal-procedu-
ral literacy

Explain the legal status and limits of
mediation; distinguish mediation from
legal advice, representation and adju-
dication; identify when specialist advi-
ce or termination is required.

Case-based lectures; analy-
sis of the Law on Mediation;
process maps; short legal
problem scenarios.

Scenario-based test; pro-
cess plan; reasoned respon-
se to boundary cases.

2. Neutral facili-
tative communi-
cation

Use active listening, reframing, open
questions, summarising and agenda-
-setting; maintain neutrality; support
party  self-determination  without
directing the outcome.

Demonstration; paired exer-
cises; role-play; observed
simulation; peer and trainer
feedback.

Behaviourally anchored si-
mulation rubric; reflective
commentary on interven-
tions.

3. Trauma-infor-
med process ma-
nagement

Recognise signs of distress without
diagnosing; create predictable and
psychologically safer process con-
ditions; use breaks, choice and referral
appropriately.

Trauma-informed case
analysis; simulation with
stress cues; debriefing; re-
ferral-mapping exercises.

Response to a complex sce-
nario; explanation of safety
and referral decisions.

4. Self-regulation
and professional
resilience

Monitor personal stress responses;
maintain professional boundaries; use
supervision and recovery strategies;
recognise secondary stress risks.

Reflective logs; supervision;
guided debrief; workload
and trigger mapping; peer
consultation.

Reflective portfolio; su-
pervision plan; self-regula-
tion strategy linked to ob-
served practice.
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Competency Learning outcomes Pedagogical methods | Evidence of attainment
domain

5. Digital me- | Conduct secure and accessible online | Online role-play; platform- | Digital-session protocol;
diation and data | mediation; manage recording, identity, | -risk checklist; synthetic-ca- | security/privacy checklist;

ethics documents and confidentiality; eva- | se document sharing; data- | observed online simulation.
luate digital-platform and Al-assisted | -protection exercises.
tool risks.

4.3 LEARNING SEQUENCE: FROM ADJACENT COMPETENCE TO MEDIATOR
PERFORMANCE

The five domains should be taught through a staged sequence rather than as unrelated
modules. The first stage is orientation and role differentiation. Students analyse the legal
status of mediation and compare the mediator role with familiar social-work roles such as
counsellor, advocate, case manager and service coordinator. The purpose is to prevent a
common transfer error: assuming that helpfulness always means offering advice or recom-
mending an outcome.

The second stage is isolated skills practice. Students rehearse specific interventions—
listening, reframing, summarising, asking open questions, identifying interests, setting an
agenda and responding to emotional escalation—before combining them in a full simula-
tion. Short exercises make it easier to identify the mechanism of a skill and to provide fo-
cused feedback. This reflects the experiential character of mediator training highlighted in
CEPE] guidance and in mediator-training literature (CEPE], 2019; Walsh, 2019).

The third stage is integrated simulation. Students work with fictitious civil-dispute sce-
narios that combine legal ambiguity, strong emotions, unequal communication styles and
digital-process complications. The simulation should require process decisions rather
than a predetermined settlement. For example, a scenario may require the student to de-
cide whether to pause the session, hold separate meetings, recommend independent legal
advice, change the communication channel or terminate mediation because the conditions
for voluntary participation are no longer present. The fourth stage is reflective assessment.
Students review selected interventions, identify where their own assumptions influenced
the process, explain how they protected neutrality and confidentiality, and formulate a de-
velopment plan. Reflection is not a substitute for performance assessment; it is evidence
of the capacity to learn from performance. The final assessment should therefore combine
observed behaviour with reasoned self-analysis.

4.4 PEDAGOGICAL CONDITIONS FOR TRAUMA-INFORMED AND DIGITALLY
RESPONSIBLE SIMULATION

Simulation is valuable only when its educational environment is itself ethically designed.
Trauma-informed pedagogy suggests that students should receive advance information
about the nature of difficult scenarios, understand that simulation is a learning exercise
rather than a test of personal emotional disclosure, and have structured debriefing after hi-
gh-conflict role-play (Carello & Butler, 2015). Students should not be required to reproduce
personal traumatic experiences in order to demonstrate competence.
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Digital simulation should use synthetic case materials and institutionally approved plat-
forms. Recording should be limited to what is necessary for learning and should be gover-
ned by clear access and retention rules. Where automated transcription, generative Al or
other Al-assisted functions are available, they should be treated as optional tools whose
outputs require verification. Sensitive or identifiable client information should not be used
to train students on public Al services. These controls make digital literacy part of profes-
sional ethics rather than merely technical convenience.

5. PRACTICAL IMPLEMENTATION IN SOCIAL WORK EDUCATION
5.1 A TWO-LEVEL EDUCATIONAL PATHWAY

The proposed framework is best implemented as a two-level pathway. Level One is em-
bedded in the social work degree and prepares students through relevant learning outco-
mes, electives and simulations. Its purpose is orientation and competence development, not
automatic professional certification as a mediator. Level Two is a dedicated basic media-
tor-training programme compliant with the Law of Ukraine ,On Mediation”, including the
legally required volume and practical component. Where a higher-education institution acts
as an authorised subject of educational activity and designs a programme meeting the statu-
tory requirements, the two levels may be organisationally connected; however, the present
article does not claim that any specific existing programme at the author’s institution alrea-
dy satisfies or certifies the statutory mediator-training requirement.

This distinction resolves an important regulatory ambiguity in the earlier formulation of
the topic. The educational value of social work is not that it creates a privileged or automatic
route into mediation, but that it supplies a professional foundation from which mediation-
-specific competence can be developed efficiently. The framework therefore supports cur-
riculum articulation: universities can identify which outcomes are already addressed in the
social work programme and reserve dedicated mediation training for the competences that
require specialised instruction and assessed practice.

5.2 SUGGESTED INSTRUCTIONAL FORMATS

A practical curriculum may combine five instructional formats. First, case-based semi-
nars can connect mediation principles with civil-dispute contexts and professional-boun-
dary questions. Second, micro-skills laboratories can isolate communication techniques be-
fore full simulations. Third, structured role-play can reproduce the temporal and relational
complexity of mediation. Fourth, digital simulations can train online process management,
data handling and accessibility. Fifth, supervision and reflective portfolios can connect per-
formance feedback with professional self-regulation. Moodle or another learning-manage-
ment system can support preparatory materials, submission of reflective work and control-
led access to synthetic case files; videoconferencing platforms can support online role-play;
and immersive technologies may be used where available, but they are not necessary for the
framework to function.

Civil-dispute scenarios should be selected for educational value rather than sensationa-



lism. Suitable examples include consumer-service disputes, neighbour disputes, contractual
disagreements, housing-related conflicts, inheritance communication problems or conflicts
involving ongoing relationships. Scenarios should provide enough legal context to require
boundary awareness but should not encourage students to practise unauthorised legal advi-
ce. The assessment question is how well the student manages the mediation process, not
whether the student independently identifies the legally correct outcome.

5.3 ASSESSMENT AND QUALITY ASSURANCE

Assessment should rely on observable criteria. A simulation rubric may include opening
and explanation of the process, neutrality of language, listening and questioning, manage-
ment of participation, recognition of confidentiality issues, response to distress, support
for party self-determination, digital-process control and quality of closure. Behaviourally
anchored descriptors are preferable to global labels such as ,,good communication” because
they provide clearer evidence for students, trainers and quality-assurance bodies.

Quality assurance also requires trainer competence and calibration. A programme that
integrates law, social work, trauma-informed practice and digital mediation is inherently
interdisciplinary. Legal specialists can clarify the limits of the mediator role; experienced
mediators can assess process performance; social work educators can address client inte-
raction, ethics and vulnerability; and psychologists or trauma-informed practitioners can
support the design of safe educational scenarios without turning the mediation course into
clinical training. Regular moderation of assessment decisions can reduce inconsistency
among trainers.

5.4 DIGITAL GOVERNANCE REQUIREMENTS

When mediator training is delivered digitally, the institution itself becomes responsible
for modelling the practices it expects students to use professionally. Course design should
therefore specify approved platforms, access permissions, recording rules, retention pe-
riods, procedures for sharing case materials and protocols for responding to accidental di-
sclosure. Students should be taught to ask not only ,Can this tool be used?” but also ,,What
information will it process, who can access it, how long will it be retained, and what happens
if the technology fails?” This turns digital competence into a governance habit.

The same principle applies to Al-assisted tools. Generative systems may be useful for cre-
ating synthetic role-play prompts, language support or practice questions, but they should
not be treated as autonomous mediators or authoritative sources of legal advice. When such
tools are used in education, students should be trained to verify outputs, avoid uploading
identifiable or confidential information, and understand that responsibility remains with
the human practitioner and institution. This is especially important in mediation because
confidentiality and trust are not peripheral requirements but structural conditions of the
process.

97



98

6. DISCUSSION

The central theoretical implication of the proposed framework is that the relationship
between social work and mediation is best understood through competence transfer rather
than professional substitution. Social work provides a strong base in communication, ethics,
psychosocial understanding and work with complex life circumstances, but mediation adds
a distinct process role with distinct legal and ethical limits.

Framing the relationship this way avoids two opposite errors: treating social workers
as automatically qualified mediators, and ignoring the substantial professional assets that
social work education can contribute to mediator preparation.

A second implication concerns trauma-informed practice. The framework does not equ-
ate conflict with trauma, nor does it ask mediators to diagnose psychological conditions. Its
purpose is procedural: mediation should be organised so that parties can participate volun-
tarily, understand what is happening, retain meaningful choice and communicate without
unnecessary escalation or re-traumatisation.

This is consistent with trauma-informed social work principles while preserving the bo-
undary between mediation and therapy (Levenson, 2017). In the Ukrainian context, where
many citizens and professionals live with the consequences of prolonged war, this form
of preparedness is particularly relevant, but it should remain individualised rather than
assumption-driven.

A third implication concerns resilience. Earlier versions of the manuscript treated resi-
lience largely as an individual health-preserving technology. The conceptual revision places
it within professional capacity. A mediator who cannot recognise overload, seek supervision
or regulate their own responses may compromise neutrality and process quality. Resilience
is therefore connected to competence and quality assurance rather than to personal well-
ness alone.

This framing is more compatible with professional education because it links self-care to
accountable practice.

The fourth implication concerns digitalisation. Online mediation is not simply face-to-
-face mediation transferred to a screen. Technology changes who can participate, what in-
formation is visible, how confidentiality can be breached, and how the mediator observes
power and distress. A digitally responsible mediator therefore needs procedural and ethical
judgement about technology, not merely operating skills. Barsky (2016) and the broader
online-dispute-resolution literature show why issues such as privacy, informed consent, fa-
irness and access must be integrated into professional training rather than delegated entire-
ly to IT staff.

These findings also connect the article with sustainable governance. Mediation reform
is sustainable only if institutions can reproduce competent practitioners, monitor training
quality and adapt professional standards to digital conditions. A law may authorise media-
tion, but weak educational capacity can leave the reform under-implemented or unevenly
implemented.

Conversely, a competence-based training pathway can translate legal principles into re-
peatable professional practice. In this sense, mediator education is part of justice-system



infrastructure: it links legislation, higher education, professional standards and digital go-
vernance.

The framework has limitations. It is a conceptual model based on normative documents
and selected literature rather than a systematic review or empirical evaluation. It does not
compare curricula across a representative sample of Ukrainian higher-education institu-
tions, and it does not measure student learning, mediator performance, burnout or dispute
outcomes. It also does not establish that social work graduates perform better as mediators
than graduates of other disciplines.

These questions require subsequent research using transparent sampling, validated in-
struments, ethics procedures and observable outcome measures. A future pilot study could
evaluate competency change before and after a defined training module, but such data sho-
uld be collected prospectively rather than reconstructed retrospectively.

7. CONCLUSIONS

The preparation of social workers for a professional pathway into mediation should be
built on a clear distinction between adjacent competence and mediator qualification. Social
work education develops many capacities relevant to mediation, including legal and ethical
awareness, communication, analysis of social and psychological processes, work with vul-
nerable persons and digital literacy. These capacities create a strong foundation, but they do
not replace the dedicated basic mediator training required by Ukrainian law.

The framework proposed in this article organises mediator preparation around five do-
mains: legal-procedural literacy; neutral facilitative communication; trauma-informed pro-
cess management; self-regulation and professional resilience; and digital mediation and
data ethics. The model recommends a staged sequence from role differentiation and micro-
-skills practice to integrated simulation and reflective assessment. It also proposes a two-le-
vel institutional design in which social work programmes develop preparatory competen-
ces and statutory mediator training provides the specialised, assessed practical preparation
required for professional practice.

The conceptual contribution lies in linking three regulatory and educational layers that
are often treated separately: mediation law, social work education and digitally mediated
professional practice. Trauma-informed principles are translated into procedural safegu-
ards rather than therapeutic claims, while digital competence is treated as an issue of con-
fidentiality, consent, accessibility and institutional governance. This makes the framework
suitable for further curriculum development without relying on unsupported claims of alre-
ady-proven effectiveness.

Further research should empirically test the framework through prospectively designed
studies. Priority directions include validation of behaviourally anchored assessment ru-
brics, comparison of face-to-face and online simulation, investigation of how role-boundary
training affects neutrality, and longitudinal study of professional resilience among newly
trained mediators. Such research would allow the proposed model to move from a concep-
tual framework to an evidence-informed component of mediator education and sustainable
justice governance.
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Abstract.

Digital technologies are becoming embedded in higher music education, yet their pedagogical value in vocal
teacher preparation depends on how they are integrated into professional competence rather than on technologi-
cal novelty itself. This conceptual study develops a framework for the formation of communicative and methodo-
logical competence of future vocal teachers in digitally enriched higher art education. The study uses structured
conceptual analysis of research on vocal pedagogy, digital and Al-supported music education, teacher digital
competence, and human-centred Al guidance. It distinguishes communicative competence as a combination of co-
gnitive, verbal, non-verbal, emotional-dialogic and digital interaction capacities, and methodological competen-
ce as a combination of theoretical, procedural, diagnostic, reflective, technological and ethical capacities. Recent
evidence suggests that digital tools can support feedback, reflection, practice design and teacher technological-
-pedagogical knowledge, while not consistently outperforming conventional instruction in musical performance
outcomes. On this basis, the article proposes a six-block conceptual model linking professional aims, pedagogical
principles, competence content, digitally mediated practice, reflective assessment and governance conditions. The
model treats Al literacy, data stewardship, equitable access, vocal health and preservation of teacher judgement
as conditions of responsible digitalisation. The contribution lies in integrating communication, methodology and
digital governance into one framework for pre-service vocal teacher education. The model is conceptual and
requires empirical validation through competence rubrics, longitudinal observation and controlled comparison
of digitally supported and conventional training practices.

Keywords: vocal pedagogy; teacher competence; digital music education; artificial intelligence; reflective prac-
tice; higher art educationy.

1.INTRODUCTION

Digital transformation has become a structural feature of higher education rather than a
temporary response to emergency remote teaching. In music and art education, however, the
consequences of digitalisation are unusually complex because learning depends not only on
access to information but also on embodied demonstration, auditory discrimination, artistic
interpretation, interpersonal trust and repeated guided practice. Vocal pedagogy is espe-
cially sensitive to this tension. The voice is an internal instrument whose functioning cannot
be observed directly by the learner, while many aspects of singing are experienced through



The author declares that they have no conflicts of interest.
All materials published in this journal are licensed under a Creative Commons Attribution 4.0 International License (CC BY 4.0).

bodily sensation, acoustic feedback and teacher-guided interpretation. Digital technologies
can broaden the means through which these processes are represented and discussed, but
they can also encourage excessive visualisation, fragmented feedback or unwarranted con-
fidence in automated analysis.

The professional preparation of future vocal teachers therefore requires more than the
acquisition of isolated digital skills. A teacher must be able to decide when a digital tool
serves a vocal objective, how its output should be interpreted, what information should re-
main under human judgement, and how technology changes the communicative relation-
ship between teacher and student. In this context, communicative competence concerns the
teacher’s capacity to establish pedagogically and artistically meaningful interaction, while
methodological competence concerns the capacity to design, diagnose, adapt, assess and
improve the learning process. Digital competence intersects with both: it changes the media
through which communication occurs and expands the repertoire of methodological actions
available to the teacher.

Recent scholarship provides growing evidence for the educational relevance of digital
and Al-supported music tools. Systematic reviews identify personalised practice, timely fe-
edback, interactive learning and digital materials as recurrent affordances of Al in music
education (Zhang et al.,, 2024; Wang et al., 2025). Research focused on sight-singing and
aural training similarly reports benefits from adaptive and interactive technologies, while
noting continuing problems of access, teacher preparation and algorithmic transparency
(Chen & Lin, 2026). In vocal education specifically, spectrum-based approaches have been
discussed as a way of making selected acoustic features more visible to learners (Du & Idris,
2025), and an experimental study of pre-service teachers found that Al-assisted feedback
combined with audio comparison and reflective journaling improved metacognitive outco-
mes, although it did not demonstrate a superior group-by-time effect for singing performan-
ce itself (Li et al., 2025). This distinction is important: current evidence supports the peda-
gogical usefulness of digital feedback and reflection more clearly than it supports claims
that Al can replace expert vocal instruction.

At the same time, research on pre-service music teachers shows that competence de-
velopment depends on pedagogical design rather than on access to generative Al alone.
Li, Chai, and Wang (2025) found that a structured design-with-Al intervention enhanced
pre-service music teachers’ self-perceived GenAl-related technological pedagogical content
knowledge (TPACK) and encouraged critical evaluation of generated outputs. At the poli-
cy level, UNESCO’s Al Competency Framework for Teachers emphasises a human-centred
mindset, Al ethics, Al foundations, Al pedagogy and professional learning, and explicitly
connects teacher competence with human agency, sustainability and enabling institutional
conditions (Miao & Cukurova, 2024). These findings suggest that digital competence should
not be treated as an additional software skill but as a component of professional judgement.

The remaining gap lies in the connection between this emerging digital evidence and the
specific professional architecture of vocal teacher education. Existing studies often analy-
se particular technologies, performance outcomes or general music-teacher digital com-
petence. Less attention is given to how digital practices simultaneously reshape two core
capacities of a future vocal teacher: the ability to communicate complex embodied vocal
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phenomena and the ability to make methodologically justified pedagogical decisions. The
present article addresses this gap by developing a conceptual framework in which digital
technologies function as mediators of communication, diagnosis, reflection and learning de-
sign rather than as autonomous determinants of educational quality.

The question also has a sustainable-governance dimension. Higher education institutions
must decide which tools are approved, how student voice recordings are stored and reused,
how unequal access to equipment is addressed, how teachers are trained, and how respon-
sibility is allocated when Al-generated feedback is inaccurate. Sustainable digitalisation in
art education therefore means the capacity to maintain pedagogical quality, human agency,
equity and accountability while technologies change. In this sense, institutional governance
is not external to competence formation: it defines the conditions under which digital com-
petence can be exercised responsibly.

2. RESEARCH AIM, QUESTIONS AND METHOD

The aim of the article is to develop a conceptually grounded model for forming the com-
municative and methodological competence of future vocal teachers through digital techno-
logies in higher art education. The study addresses four questions: (1) Which components of
communicative and methodological competence are specifically affected by digitalisation?
(2) Which digitally mediated practices have a plausible or evidence-supported role in com-
petence formation? (3) What conditions are required to prevent technology from displacing
artistic judgement, vocal health and teacher responsibility? and (4) How can these elements
be integrated into a coherent framework suitable for curriculum design and subsequent
empirical testing?

Methodologically, the article uses structured conceptual analysis and pedagogical model-
ling. It draws on four bodies of material: scholarship on communicative and methodological
competence in vocal and music teacher education; peer-reviewed studies and systematic re-
views on digital and Al-supported music learning; empirical studies of feedback, reflection
and teacher AI/TPACK development; and authoritative guidance on human-centred and
ethical Al in education. The review is integrative rather than systematic: it does not claim
exhaustive database coverage, calculate pooled effects or apply PRISMA screening procedu-
res. Sources are used to clarify concepts, identify convergent pedagogical mechanisms and
delimit claims that cannot yet be supported by evidence.

The analytical procedure consisted of four steps. First, the professional functions of a
vocal teacher were grouped around communication and methodological decision-making.
Second, digital practices were mapped to those functions according to their educational role
rather than their brand or technical novelty. Third, the potential benefits of each practice
were paired with limiting conditions such as validity of feedback, privacy, access and pre-
servation of human judgement. Fourth, these relationships were synthesised into a concep-
tual model and an implementation matrix. No survey, experiment, interview or observation
was conducted for the present study; therefore, statements about competence development
are theoretical propositions informed by prior research, not original measured outcomes.



3. COMPETENCE ARCHITECTURE OF THE FUTURE VocAL TEACHER
3.1. COMMUNICATIVE COMPETENCE IN DIGITALLY MEDIATED VOCAL PEDAGOGY

Communicative competence in vocal pedagogy may be defined as the integrated capacity
to organise clear, ethical, emotionally sensitive and artistically meaningful interaction with a
learner. Its specificity follows from the nature of vocal instruction. Teachers frequently need
to translate invisible physiological and acoustic processes into language, demonstration,
metaphor, gesture and sound. Explanations of breath coordination, resonance, registration,
diction or timbral balance cannot be reduced to terminology alone; they require attention
to what the learner hears, feels and understands.

For conceptual purposes, five interrelated components can be distinguished. The cogniti-
ve-verbal component includes specialised vocabulary and the ability to explain it in accessi-
ble form. The demonstrative-non-verbal component includes vocal modelling, gesture, po-
sture and visual cues. The emotional-dialogic component includes empathy, psychological
safety, questioning and listening to the student’s subjective sensations. The artistic-inter-
pretive component concerns communication of style, phrasing, character and meaning. The
digital-communicative component concerns asynchronous comments, annotated recordin-
gs, online lesson etiquette, multimodal explanations and the critical use of Al-mediated dia-
logue.

Digitalisation changes communicative competence by increasing the number of repre-
sentational channels available to the teacher. A student may receive an audio comparison, a
marked score, a short video demonstration, a spectrogram, written comments and reflective
prompts. Such multimodality can make feedback more persistent and reviewable. Yet more
channels do not automatically produce better communication. When feedback is excessi-
vely technical, contradictory or decontextualised, the learner may attend to visible metrics
rather than musical intention or bodily sensation. Communicative competence therefore
includes the ability to select the minimum useful representation and to translate digital evi-
dence back into an intelligible vocal task.

3.2. METHODOLOGICAL COMPETENCE AS PROFESSIONAL DECISION-MAKING

Methodological competence is the capacity to design, conduct, evaluate and improve
vocal learning through reasoned pedagogical decisions. It transforms teaching from the
imitation of inherited practices into reflective professional action. The future vocal teacher
must be able to formulate objectives, select repertoire, construct exercises, sequence tasks,
distinguish technical from musical or psychological difficulties, monitor progress and adapt
teaching to the learner’s vocal development.

Six components are especially relevant. The theoretical component covers voice scien-
ce, acoustics, repertoire, style and pedagogy. The procedural-design component concerns
lesson planning and sequencing. The diagnostic component concerns identification of the
most plausible source of a difficulty and the limits of the teacher’s competence. The adapti-
ve component concerns modifying tasks for individual voices and learning conditions. The
reflective-assessment component concerns evidence-based evaluation of both student pro-
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gress and the teacher’s own choices. The technological-ethical component concerns selec-
ting digital tools, interpreting their outputs, protecting learner data and recognising when a
technological intervention is methodologically unnecessary.

Digital tools can support methodological competence only when the student teacher must
justify their use. Creating a vocalise in notation software is methodologically meaningful
when range, tessitura, vowel, rhythm and progression of difficulty are linked to a defined
learning objective. Analysing a recording is meaningful when the observed acoustic feature
is connected cautiously to audible performance and a pedagogical response. Asking a gene-
rative Al system to produce lesson ideas is meaningful when the student evaluates, rejects
and revises those ideas using domain knowledge. The methodological task is therefore not
tool operation but reasoned selection, interpretation and adaptation.

3.3. DIGITAL COMPETENCE AS A CROSS-CUTTING PROFESSIONAL CONDITION

The framework proposed here does not treat digital competence as a third independent
competence alongside communication and methodology. Instead, it functions as a cross-cut-
ting condition that modifies both. This position is consistent with contemporary teacher-Al
frameworks that place Al use within pedagogy, ethics, professional learning and human-cen-
tred decision-making rather than within a narrow category of software proficiency (Miao &
Cukurova, 2024). For future vocal teachers, digital competence comprises tool literacy, Al
literacy, data literacy, critical evaluation of automated output, online communication, co-
pyright awareness, privacy and basic information-security behaviour. Its quality is demon-
strated not by the number of platforms a student can use but by the quality of professional
decisions made with and about those platforms.

4. EVIDENCE-INFORMED DIGITAL PRACTICES AND THEIR PEDAGOGICAL BOUNDARIES

A useful way to organise digital technologies in vocal teacher education is by educational
function. This avoids rapid obsolescence caused by listing particular commercial products
and focuses instead on what the technology enables the learner or teacher to do. Systema-
tic reviews in music education distinguish practice, theory/literacy, creativity and feedback
functions, while also warning that the evidence base remains heterogeneous and methodo-
logically uneven (Liu et al., 2025; Zhang et al., 2024). For vocal teacher preparation, six func-
tional groups are especially relevant: notation and resource design; recording and video fe-
edback; acoustic visualisation; generative Al and conversational support; blended learning
and digital portfolios; and collaborative /creative media production.



Table 1. Functional classification of digital practices in pre-service vocal teacher

urce design

scores, accompaniment and
transposition tools

explaining musical tasks;
adapting repertoire to range
and learning goals

education

Functional group | Typical uses Potential competence | Pedagogical boundary / con-
contribution dition

Notation and reso- | Notation software, digital | Designing exercises and | The student teacher must justify

pedagogical purpose, range, tessi-
tura and progression; notation sho-
uld not substitute for listening.

Recording and video
feedback

Audio/video capture, an-
notation, comparison and
portfolio tools

Persistent feedback, self-ob-
servation, peer dialogue and
reflective assessment

Recording can increase self-con-
sciousness; assessment criteria and
psychologically safe feedback are
required.

Acoustic visualisa-

tion

Pitch tracking, spectrum
and other voice-analysis
tools

Supporting diagnostic qu-
estioning and multimodal
explanation of selected aco-
ustic features

Visual metrics are proxies, not ar-
tistic verdicts; inaccurate interpre-
tation can encourage unhealthy or
mechanically optimised singing.

Generative Al

LLM-based dialogue, plan-
ning support, prompts, ru-
brics and resource drafting

Supporting reflective qu-
estions, alternative lesson
ideas and critical pedagogi-
cal design

Outputs require verification; te-
acher judgement, copyright, pri-
vacy and bias must remain explicit
learning objectives.

Blended  learning
and portfolios

LMS, video conferencing,
e-portfolios and reflective
journals

Organising independent
preparation, asynchronous
communication and longi-
tudinal evidence of growth

Unequal access, platform overload
and poor audio quality can reduce
educational value.

Collaborative  and
creative digital pro-
duction

Shared media, simple
editing, presentation and
content-creation tools

Developing communication,
presentation, creativity and
public-facing professional
literacy

Production quality should rema-
in subordinate to musical and pe-
dagogical aims; permissions are
required for identifiable recordings.

4.1. FEEDBACK,

REFLECTION AND METACOGNITION

Feedback and reflection provide the strongest conceptual bridge between communicati-
ve and methodological competence. Digital recording allows the learner to revisit an event
that would otherwise disappear after performance. Annotation and comparison can make
feedback more specific, while reflective journals can require the student to explain what
changed, why it changed and what should happen next. Importantly, recent experimental
evidence in vocal training supports a cautious rather than triumphalist interpretation. Li et
al. (2025) found that Al-assisted feedback, audio comparison and reflective writing produ-
ced stronger metacognitive development, but the intervention did not show a superior inte-
raction effect for singing performance. This suggests that digitally supported reflection may
strengthen the learner’s capacity to monitor and regulate practice even when measurable
performance advantages are less clear.

For teacher education, this distinction is productive. A future vocal teacher should not be
trained to believe that a tool ,improves singing’ by itself. The student should instead learn
to use recordings and automated feedback as evidence for professional reasoning: identify
a problem, compare sources of evidence, formulate a hypothesis, select an intervention and
evaluate the result. Such a cycle directly links communicative feedback to methodological
decision-making.
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4.2. GENERATIVE Al AND THE FORMATION OF PEDAGOGICAL JUDGEMENT

Generative Al deserves separate treatment because it produces language, suggestions
and instructional materials in a form that resembles professional reasoning. Its educational
risk is therefore epistemic as well as technical: fluent output may conceal weak domain
understanding. Research with pre-service music teachers indicates that structured design
tasks can turn this weakness into a learning opportunity when students are required to
critique and revise Al-generated materials rather than accept them as finished products
(Li, Chai, & Wang, 2025). In such tasks, competence is demonstrated through evaluation: Is
the suggested exercise vocally safe? Is the repertoire appropriate? Does the explanation use
terminology accurately? Is the feedback artistically meaningful? What evidence supports
the recommendation?

A human-centred approach also requires explicit limits. UNESCO guidance emphasises
human agency, ethical validation, data privacy and pedagogical appropriateness in educa-
tional Al (Miao & Holmes, 2023; Miao & Cukurova, 2024). In vocal education this means
that generative Al should not be positioned as an autonomous assessor of artistic quality,
a substitute for specialist diagnosis or a decision-maker about vocal health. Its legitimate
educational roles are narrower: generating alternatives, supporting reflection, drafting low-
-stakes resources and creating material that students can critically evaluate.

4.3. ACOUSTIC ANALYSIS AND EMBODIED KNOWLEDGE

Spectrum and pitch-analysis tools can help students connect listening with selected me-
asurable properties of sound. Du and Idris (2025) identify spectrum-based pedagogy as a
developing approach in vocal music education, and Zhang (2026) reports the use of mobile
and wearable technologies in vocal training. These studies expand the available evidence
base, but the pedagogical interpretation remains crucial. Acoustic representations do not
display ,correct singing’ in a complete sense. They isolate measurable features from a com-
plex embodied and artistic event. A future teacher should therefore be taught to triangulate:
listen, observe, ask about bodily sensation, consider musical context and use visual data
only where it answers a defined pedagogical question.

5. CONCEPTUAL MODEL OF COMPETENCE FORMATION

On the basis of the preceding analysis, the article proposes a six-block model of com-
petence formation. The model is cyclical rather than linear: practice generates evidence,
evidence supports reflection, reflection modifies methodological decisions, and those de-
cisions reshape communication in the next learning episode. Digital technologies enter the
cycle only where they perform a defined educational function. Governance conditions sur-
round the cycle because access, privacy, institutional rules and teacher capacity determine
whether the same technology becomes pedagogically useful or problematic.



Table 2. Conceptual model for communicative and methodological competence for-
mation through digital technologies

Block Core content Observable educational result

1. Target block Formation of communicative clarity, methodo- | Students can explain why technology is used and
logical judgement and responsible digital-pe- | identify what should remain under human judge-
dagogical readiness ment.

2. Principle block | Student-centredness, artistic integrity, vocal | Digital choices are evaluated against pedagogical
health, human agency, evidence-informed | and human criteria, not novelty.
practice, equity and ethics

3. Content block | Vocal pedagogy, methodology, communication, | Professional knowledge is integrated across arti-
assessment, digital/Al literacy and data ste- | stic, pedagogical and technological domains.
wardship

4. Practice block | Exercise design, recording analysis, video fe- | Students practise professional decisions in au-
edback, Al critique, online teaching episodes, | thentic or simulated pedagogical situations.
peer assessment and e-portfolios

5. Reflective-as- | Rubrics, self-explanation, peer/teacher fe- | Students make their reasoning visible and revise

sessment block edback and portfolio evidence decisions on the basis of evidence.
6. Governance | Approved tools, access, consent, data retention, | Technology use remains accountable, equitable
block staff support, escalation of health/safeguar- | and sustainable at institutional level.

ding concerns

The novelty of the model lies not in introducing an additional list of digital tools, but in
relocating technology within the competence cycle. The same platform can contribute to
competence or weaken it depending on the task. For example, generative Al used to pro-

duce a ready-made lesson plan with no evaluation may reduce methodological reasoning,
whereas the same system used to generate three contrasting plans that students must dia-
gnose, critique and redesign can make reasoning explicit. Likewise, a spectrogram used as
an aesthetic score can distort vocal learning, while a spectrogram used to test a carefully
formulated acoustic hypothesis can strengthen diagnostic thinking.

6. GOVERNANCE CONDITIONS FOR SUSTAINABLE DIGITAL VOCAL TEACHER
EDUCATION

The institutional dimension is essential because individual teacher competence cannot
compensate indefinitely for poor governance. Sustainable digitalisation requires arrange-
ments that preserve educational continuity, equity, accountability and human agency as
tools and vendors change. This is particularly important in art education, where commer-
cially available applications may be adopted informally before institutions establish rules
for recordings, Al services or student consent.

6.1. HUMAN AGENCY AND PROFESSIONAL RESPONSIBILITY

The first governance principle is that technology should extend, not transfer, professio-
nal responsibility. The teacher remains accountable for pedagogical decisions, and students
should learn that automated output is advisory evidence rather than authority. This prin-
ciple aligns with UNESCO’s teacher Al competency framework, which places a human-cen-
tred mindset and ethics before technical application (Miao & Cukurova, 2024). In practical
terms, programmes should identify decisions that require human review: repertoire selec-
tion where vocal health is implicated, feedback on possible dysfunction, high-stakes assess-
ment, safeguarding issues and any decision based on sensitive personal information.
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6.2. VOICE RECORDINGS, PRIVACY AND DATA STEWARDSHIP

Vocal teacher education routinely generates identifiable audio and video recordings.
Once recordings are uploaded to cloud platforms, Al services or shared portfolios, their edu-
cational use becomes a data-stewardship issue. Institutions should define who may record,
the purpose of recording, where files are stored, who may access them, how long they are
retained and whether they may be reused for teaching or Al-supported analysis. Consent
should be meaningful and linked to a specific educational purpose. Student teachers should
also learn to minimise data disclosure: a recording or document should not be uploaded to
an external Al service merely because doing so is technically possible.

6.3. EQUITY, ACCESS AND THE DIGITAL DIVIDE

The second sustainability condition is equitable access. High-quality microphones, stable
broadband, current devices and paid software are unevenly distributed. Systematic reviews
in music education repeatedly identify access and teacher preparation as constraints on di-
gital implementation (Chen & Lin, 2026; Liu et al., 2025). Consequently, programmes should
avoid designing mandatory learning outcomes around tools that only some students can
obtain. Institutional licences, shared equipment, low-bandwidth alternatives and equivalent
non-digital routes are governance mechanisms that protect equal participation.

6.4. CAPACITY BUILDING AND TOOL LIFECYCLE

A third condition is institutional capacity. Digital sustainability is weakened when a cour-
se depends on one enthusiastic teacher or one rapidly changing platform. Teacher educators
require continuing professional development in Al literacy, data protection and domain-
-specific digital pedagogy. Tools should be reviewed periodically for educational relevance,
accessibility, data practices and continuity. This shifts the question from ,Which app should
we use?’ to,Which educational function must the programme support, and what is the safest
and most sustainable way to support it?” Such governance reduces technological overload
and makes curricula more resilient to platform change.

7. CURRICULUM IMPLEMENTATION AND ASSESSMENT

The conceptual model can be implemented without creating a separate technology co-
urse. A stronger approach is to embed digitally mediated tasks within existing vocal pe-
dagogy, methodology and teaching-practice modules. The developmental sequence should
move from controlled use to critical design and, finally, to justified independent selection.
This mirrors the progression from acquiring foundational Al competence to deepening and
creating pedagogical applications described in international teacher-competency guidance
(Miao & Cukurova, 2024).



Table 3. Suggested curriculum sequence and assessment evidence

Stage

Learning activity

Competence focus

Assessment evidence

Stage 1: Guided litera-
cy

Introduction to recording, nota-
tion, LMS and Al principles; pri-
vacy and ethical scenarios

Identify tool function; distin-
guish data from interpreta-
tion; recognise unsafe or un-
necessary uses

Short critique; terminology
quiz; privacy/ethics case re-
sponse

Stage 2: Structured ap-
plication

Design a vocal exercise; annota-
te a recording; compare human
and Al feedback

Connect a digital action to a
vocal objective; explain limi-
tations and adaptations

Rubric-scored teaching ar-
tefact plus reflective ratio-
nale

Stage 3: Pedagogical
design

Plan a blended teaching episode
using selected tools and alterna-

Integrate communication,
methodology and access con-

Microteaching, peer review
and revision

tives siderations
Stage 4: Reflective | Build an evidence-based e-port- | Evaluate changes in teaching | Portfolio defence and self-
practice folio across several teaching | decisions and feedback quali- | -assessment

episodes ty over time

Case-based oral defence
using a competence rubric

Stage 5: Independent | Select or reject digital tools for a | Demonstrate justified, ethical
professional  judge- | complex learner scenario and sustainable decision-ma-
ment king

Assessment should prioritise reasoning rather than the polished appearance of digital
products. A student who produces an attractive video but cannot explain the pedagogical
purpose, limitations or data implications has not demonstrated methodological competen-
ce. Conversely, a student who rejects an Al tool because the feedback is unreliable for the
specific vocal problem may demonstrate a higher level of digital-pedagogical judgement
than a student who uses the tool extensively. Suggested rubric dimensions include clarity
of pedagogical objective, quality of vocal-methodological reasoning, communication and fe-
edback, critical interpretation of digital evidence, ethical/data awareness, accessibility and
reflective revision.

8. CHALLENGES, LIMITATIONS AND RESEARCH AGENDA

Four challenges remain central. First, technological overload can fragment attention and
shift lesson time from listening and embodied learning to interface management. Second,
algorithmic and measurement limitations can create false precision, particularly when com-
plex artistic outcomes are reduced to pitch, frequency or automated text feedback. Third,
unequal access can reproduce rather than reduce educational inequality. Fourth, Al and clo-
ud-based services can externalise data and decision processes beyond the direct control of
the teacher or institution. These challenges do not justify rejecting digital technologies, but
they require selective adoption and explicit governance.

The present study also has clear limitations. It is conceptual and does not test the propo-
sed model with a cohort of future vocal teachers. The literature base is interdisciplinary and
heterogeneous, and findings from general music education, elementary music or teacher-Al
studies cannot be transferred automatically to one-to-one vocal pedagogy. Several recent
studies come from particular national and institutional contexts, so cultural and curricular
transfer requires caution. The article therefore avoids quantitative claims about the magni-
tude of competence improvement and treats the proposed relationships as hypotheses for
empirical validation.

Future research should proceed in three directions. The first is measurement: validated
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rubrics are needed for communicative, methodological and digital-pedagogical competen-
ce in vocal teaching. The second is comparative intervention research: studies should di-
stinguish outcomes such as metacognition, teaching judgement, vocal performance, learner
autonomy and feedback quality rather than assuming that all improve together. The third
is longitudinal and governance-oriented research: it should examine whether digitally en-
riched training changes graduates’ actual teaching practices, how institutional rules affect
adoption, and whether access, privacy and technology costs create differential outcomes
across student groups.

9. CONCLUSIONS

Digital technologies can make a substantive contribution to the professional preparation
of future vocal teachers, but their value is conditional. The central educational problem is
not the acquisition of individual applications; it is the formation of professional judgement
capable of integrating artistic goals, vocal health, communication, methodology and digital
evidence. Communicative competence enables the future teacher to explain, demonstrate,
listen, give feedback and sustain artistic dialogue across face-to-face and digital environ-
ments. Methodological competence enables the teacher to design, diagnose, adapt, assess
and revise teaching. Digital competence modifies both by adding new media, new forms of
evidence and new ethical responsibilities.

The conceptual model developed in this article integrates these capacities through six
blocks: target, principles, content, practice, reflective assessment and governance. The
model positions recording, acoustic analysis, generative Al, digital portfolios and blended-
-learning environments as pedagogical mediators rather than autonomous sources of edu-
cational quality. Recent empirical studies support this restrained interpretation: digitally
and Al-supported practices can strengthen reflection, metacognition and teacher technolo-
gical-pedagogical knowledge, while evidence for superior musical performance outcomes is
more context-dependent. The appropriate educational response is therefore neither tech-
nological enthusiasm nor rejection, but structured critical use.

The scientific contribution of the article is the integration of communicative and metho-
dological competence with digital-pedagogical judgement and institutional governance in
a single framework specific to vocal teacher education. Its practical significance lies in a
curriculum logic that can be implemented through existing pedagogy and teaching-prac-
tice modules and assessed through observable reasoning, feedback, design and reflective
evidence. Sustainable digitalisation of higher art education requires more than competent
individuals: institutions must also provide equitable access, data stewardship, approved
and reviewable tools, teacher development and clear preservation of human responsibility.
Empirical validation of the model is the next necessary step.
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Abstract.

The decarbonisation of transport and logistics is not only a technological challenge but also a problem of policy
design, investment sequencing, institutional capacity, and corporate implementation. This article develops a five-
-part classification of greening tools used in transport and logistics operations and interprets them as a coordi-
nated policy-instrument portfolio. The framework distinguishes legal and regulatory instruments, technical and
technological solutions, economic instruments, organisational-managerial tools, and informational-analytical
mechanisms. The study uses a structured integrative review of the literature cited in the manuscript, comparative
analysis of European Union and Ukrainian regulatory sources, and qualitative evidence synthesis. It deliberately
avoids pooled effect-size estimates because the underlying studies use heterogeneous units, baselines, technolo-
gies, and system boundaries. The analysis shows that the five instrument families are complementary: regula-
tion establishes minimum requirements, economic instruments alter investment incentives, infrastructure and
technology enable compliance, organisational measures improve operational efficiency, and information systems
make performance measurable and auditable. For Ukraine, the central challenge is to combine EU-alignment
obligations with wartime resilience and reconstruction priorities. The article therefore proposes a governance
sequence based on measurement, requlatory alignment, infrastructure planning, targeted finance, implementa-
tion, and verification. The contribution is a transparent classification and decision framework rather than a claim
that a single universal emissions-reduction percentage can be assigned to an integrated portfolio.

Keywords: green logistics; transport decarbonisation; policy instruments; environmental regulation; sustaina-

ble governance; Ukraine.
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1.INTRODUCTION

Transport and logistics sit at the intersection of economic connectivity and climate po-
licy. Freight movement supports trade, industrial production, food security, e-commerce,
and post-crisis recovery, but it also depends heavily on energy-intensive vehicles, terminals,
warehouses, and supporting infrastructure. The resulting policy problem is therefore two-
-sided: governments and firms must preserve the reliability and affordability of logistics
while progressively reducing its environmental burden. In this setting, greening cannot be
reduced to the purchase of cleaner vehicles. It requires a coordinated set of rules, incentives,
infrastructure investments, management practices, and information systems.

The concept of green logistics has developed as part of the broader literature on green
supply chain management. Early work emphasised the integration of environmental consi-
derations into procurement, production, distribution, reverse flows, and end-of-life mana-
gement (Srivastava, 2007). Subsequent research has shown that environmental performan-
ce is shaped by institutional pressure, managerial commitment, collaboration, operational
design, and technological capability rather than by a single intervention (Sarkis et al., 2011;
Zhu et al., 2013; Centobelli et al., 2017). This makes classification important: policy makers
and managers need to understand not only what tools exist, but what function each tool
performs and how tools interact.

For the European Union, the governance architecture for transport decarbonisation has
become more concrete. Revised CO2 standards for new heavy-duty vehicles set fleet-wide
reduction targets relative to the 2019 baseline of 45% from 2030, 65% from 2035, and
90% from 2040 for the relevant vehicle groups (European Parliament and Council of the
European Union, 2024). Regulation (EU) 2023 /1804 on alternative fuels infrastructure es-
tablishes mandatory deployment requirements for recharging and refuelling infrastructure
and places particular emphasis on the progressive coverage of the trans-European trans-
port network. A separate emissions trading system for buildings, road transport and ad-
ditional sectors (ETS2) is also part of the policy mix; it regulates fuel suppliers upstream
and is scheduled to become fully operational in 2028 (European Commission, 2026a). These
measures illustrate a central point of this article: technology adoption is conditioned by the
surrounding regulatory and infrastructure environment.

For Ukraine, the same issue is intensified by the simultaneous demands of European inte-
gration, wartime resilience, and reconstruction. Ukraine completed the bilateral screening
process with the European Union in 2025 and continues to align national law and admi-
nistrative capacity with the EU acquis (European Commission, 2025). At the same time,
transport and energy infrastructure remain among the sectors most affected by the war and
among the largest areas of reconstruction need (European Commission, 2026b). The poli-
cy challenge is therefore not to copy isolated European instruments, but to sequence legal
approximation, investment, financing, infrastructure renewal, and verification in a way that
remains feasible under severe fiscal and security constraints.

This article addresses three research problems. First, existing green-logistics literature
uses overlapping classifications, which makes it difficult to distinguish policy instruments
from the operational objects on which they act. Second, environmental-effectiveness claims



are often transferred across technologies and contexts even though studies use different
baselines, functional units, time horizons, and system boundaries. Third, the Ukrainian con-
text requires an explicit governance interpretation that connects corporate greening with
accession-driven regulatory change and reconstruction policy.

The aim is to develop a transparent classification of greening tools in transport and logi-
stics operations and to assess their role within a coordinated governance framework. The
objectives are: (1) to distinguish five principal instrument families; (2) to clarify the mecha-
nism through which each family can influence environmental performance; (3) to update
the EU and Ukrainian regulatory context; (4) to identify the limits of quantitative compari-
son across heterogeneous evidence; and (5) to formulate a practical sequencing framework
for Ukraine. The article does not claim to provide a meta-analysis or a universal pooled
emissions-reduction estimate.

2. LITERATURE REVIEW
2.1. GREEN SUPPLY CHAIN MANAGEMENT AND LOGISTICS DECARBONISATION

Green supply chain management provides the broad theoretical foundation for analysing
transport and logistics greening. Srivastava (2007) framed the field as the integration of
environmental thinking into supply-chain managementacross product design, sourcing, ma-
nufacturing, delivery, and end-of-life management. Sarkis etal. (2011) and Zhu et al. (2013)
further emphasised that organisational and institutional pressures shape the adoption of
green practices. This literature is important because it explains why the environmental per-
formance of logistics is not determined solely by vehicle technology: supplier relationships,
management systems, regulation, and information all influence implementation.

Environmental measures in transport and logistics can be grouped by the part of the
system they seek to change. Technical interventions include vehicle electrification, alter-
native powertrains, energy-efficient buildings, and charging or refuelling infrastructure.
Operational interventions include routing, consolidation, load-factor improvement, modal
choice, and reverse logistics. Governance interventions include standards, taxes, subsidies,
carbon pricing, public procurement, disclosure, and environmental management systems.
The analytical difficulty is that these categories operate at different levels and are therefore
not directly comparable in a single effect-size table.

2.2. TECHNOLOGY AND INFRASTRUCTURE

The literature on freight technology shows substantial decarbonisation potential from
electrification, but the practical result depends on route characteristics, payload, vehic-
le duty cycle, charging availability, electricity generation, and capital cost. Liimatainen et
al. (2019), for example, demonstrate that the feasibility of electric trucks varies markedly
across freight tasks. The implication is that a percentage taken from one vehicle class or
electricity mix cannot be transferred automatically to another.

Infrastructure is equally important. Alternative-fuel vehicles create little system-le-
vel value if the necessary charging or refuelling network is absent or unreliable. Regula-
tion (EU) 2023/1804 reflects this complementarity by setting infrastructure deployment
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requirements alongside vehicle decarbonisation policy. In warehouse operations, studies
such as Meneghetti and Monti (2015) illustrate the potential of energy-aware facility design,
but the magnitude of savings depends on warehouse type, climate, refrigeration demand,
automation, and baseline technology. Such evidence supports the direction of greening, not
a universal percentage applicable to every logistics facility.

2.3. ORGANISATIONAL AND DIGITAL TOOLS

Operational efficiency remains one of the most accessible routes to lower emissions
intensity. Better vehicle utilisation, freight consolidation, route design, and modal optimi-
sation can reduce unnecessary vehicle-kilometres and energy use. Piecyk and McKinnon
(2010) show that the carbon footprint of road freight is sensitive to logistics parameters
such as vehicle utilisation and operational efficiency. Digital transport management systems
can support these decisions, but digitalisation should be treated as an enabling capability
rather than an emissions-reduction measure in itself.

Recent work on digital technologies and sustainable supply chains reinforces this di-
stinction. Winkelmann et al. (2024) discuss how digital tools can support resilience and
sustainability through improved information, coordination, and decision-making. The ac-
tual environmental outcome, however, depends on the operational decision that follows
from the information. A routing algorithm has no direct climate value if it is not integrated
into dispatching practice; a carbon dashboard has limited value if no management target or
investment decision is linked to it.

2.4. ECONOMIC, INFORMATIONAL, AND INSTITUTIONAL DRIVERS

Institutional research consistently identifies regulation, customer requirements, compe-
titive pressure, and managerial commitment as drivers of environmental practice (Zhu etal,,
2013; Chatzoudes et al,, 2024). Economic instruments change the relative cost of high- and
low-emission choices, while informational instruments make performance visible to regu-
lators, investors, customers, and managers. Rao and Holt (2005) connect green supply-cha-
in practices with competitiveness and economic performance, although the relationship is
context-dependent and should not be read as proof that every environmental investment
generates a short payback period.

Carbon accounting, environmental management systems, sustainability reporting, and
audit mechanisms are especially important from a governance perspective. They do not ne-
cessarily reduce emissions directly, but they establish baselines, define accountability, and
allow policy makers or investors to assess whether operational claims are credible. This
evidentiary function is essential in a field where effect estimates can otherwise be detached
from their original scope and reused as if they were universally comparable.

2.5. UKRAINIAN CONTEXT AND RESEARCH GAP

Ukrainian scholarship has examined the ecologisation of logistics systems and the rela-
tionship between economic, environmental, and social goals (Velychko & Velychko, 2023).
The Ukrainian context nevertheless differs from stable-market settings in three respects:



war-related infrastructure damage, constrained access to long-term capital, and rapid regu-
latory approximation associated with EU accession. These conditions increase the impor-
tance of sequencing and institutional capacity.

The remaining gap is therefore not simply a shortage of lists of green technologies. What
is needed is an analytical framework that separates types of instruments, specifies their
governance role, and avoids false precision when the underlying evidence is heterogeneous.
The present study addresses that gap by combining a five-part typology with an evidence
hierarchy and a governance sequence for implementation.

3. MATERIALS AND METHODS

The study uses a structured integrative review and comparative regulatory analysis. It
is conceptual and evidence-synthetic rather than experimental. The source base consists
of the peer-reviewed works cited in the manuscript on green logistics, green supply chain
management, transport technology, circular supply chains, and institutional drivers, supple-
mented by authoritative legal and policy sources required to update the regulatory context
through 2026. No primary survey, company questionnaire, field experiment, or proprietary
emissions dataset was used.

The review process was organised around three analytical questions: what greening
instrument is being described; through what mechanism can it influence emissions or
environmental performance; and what kind of evidence supports the claimed effect? So-
urces were coded into five instrument families: legal and regulatory; technical and techno-
logical; economic; organisational-managerial; and informational-analytical. The categories
are functional rather than mutually exclusive. For example, an electric truck is a technical
instrument, while the subsidy that lowers its purchase cost is an economic instrument and
the charging-network obligation that makes its operation feasible is a regulatory-infrastruc-
ture measure.

The regulatory analysis compares current EU transport-decarbonisation instruments
with the policy and institutional challenges relevant to Ukraine. Particular attention is given
to the revised heavy-duty vehicle CO2 standards, alternative-fuels infrastructure regulation,
ETS2, Ukraine-EU regulatory alignment, and Ukraine’s National Renewable Energy Action
Plan to 2030. The analysis does not assume that EU measures are automatically transferable;
instead, it asks which administrative, financial, and infrastructure capacities are required
for implementation.

The article deliberately does not present a PRISMA flow diagram, a pooled effect estima-
te, or a standardised cross-study gCO2e/tkm meta-analysis. The cited evidence differs in
functional units, system boundaries, baselines, technologies, geographic contexts, and time
horizons. Combining such values into a single range would create a level of statistical com-
parability that the source base does not support. Numerical values are retained only where
they are directly traceable to authoritative legal targets or clearly scoped source-specific
evidence.

The principal limitation is therefore also a design choice: this study evaluates the role,
complementarity, and governance relevance of instruments rather than estimating a causal
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average treatment effect. Corporate sustainability disclosures are treated as illustrative evi-
dence of organisational practice and not as independently verified sector-wide performan-
ce data. This distinction is particularly important for Ukraine, where wartime conditions
constrain data availability and comparability.

4. RESULTS AND DISCUSSION
4.1. A FIVE-CATEGORY CLASSIFICATION OF GREENING INSTRUMENTS

The synthesis supports a five-category classification. The categories are best interpreted
as parts of an instrument portfolio rather than as competing alternatives. Each category ad-
dresses a different implementation problem: authority, technology, incentives, operations,
or information.

Table 1. Five-category classification of greening tools and their governance function

Category Representative instruments Primary mecha- | Governance function

nism

Legal and regula- | Vehicle emission and CO2 standards; | Defines mandatory or | Creates minimum standards

ISO 14001 systems

tory environmental assessment; access rules; | permitted behaviour and enforceable obligations
procurement requirements; carbon-mar-
ket rules

Technical and | Battery-electric and fuel-cell vehicles; char- | Changes the physical | Provides the  technical

technological ging and refuelling infrastructure; efficient | emissions profile of | means to comply with poli-
warehouses; low-carbon energy systems assets cy goals

Economic Taxes and charges; grants; purchase incen- | Changes relative costs | Makes cleaner investment
tives; concessional finance; carbon pricing; | and investment re- | more or less financially at-
green bonds turns tractive

Organisational- TMS/WMS; consolidation; load-factor im- | Changes how assets | Reduces avoidable activity

-managerial provement; modal shift; reverse logistics; | and flows are managed | and embeds continuous im-

provement

Informational-a-
nalytical

GHG accounting; carbon audits; ESG repor-
ting; eco-labelling; digital traceability; per-
formance dashboards

Makes impacts me-
asurable and visible

Supports accountability,
verification, and policy le-

arning

The classification clarifies an important conceptual distinction. Technical and organi-
sational measures are the objects through which emissions can be reduced operationally,
while legal, economic, and informational instruments often shape whether those measures
are adopted. A regulator may set a CO2 standard, create a fiscal incentive, and require di-
sclosure; the firm then responds through fleet, route, warehouse, or energy decisions. The
categories therefore operate at different causal levels.

This distinction also explains why an effectiveness table that assigns one percentage
range to each category can be misleading. A legal standard does not have a stable direct
percentage effect independent of enforcement and technology response. Similarly, an infor-
mation instrument can be decisive for accountability without reducing one tonne of CO2 by
itself. The meaningful unit of analysis is therefore the instrument mix and the implementa-
tion pathway.



4.2. THE EU REGULATORY ARCHITECTURE AS AN INSTRUMENT MIX

The European Union provides a clear example of coordinated instrument design. Regula-
tion (EU) 2024/1610 revised the CO2 performance standards for new heavy-duty vehicles.
For the relevant vehicle groups, the fleet-wide targets require reductions of 45% from 2030,
65% from 2035, and 90% from 2040 relative to the 2019 baseline. These are manufacturer
fleet targets, not direct claims about the life-cycle emissions of every individual truck. This
legal distinction matters when translating EU targets into operational or corporate indica-
tors.

Regulation (EU) 2023/1804 addresses a complementary bottleneck: alternative-fuels
infrastructure. It establishes mandatory national targets and common requirements for pu-
blicly accessible recharging and refuelling infrastructure and provides for progressive he-
avy-duty vehicle infrastructure coverage along the TEN-T network. The policy logic is com-
plementary: vehicle standards create demand for cleaner powertrains, while infrastructure
rules reduce the risk that insufficient charging or refuelling capacity prevents adoption.

ETS2 adds an economic signal. The system covers emissions from fuels supplied to buil-
dings, road transport, and additional sectors, with regulated fuel suppliers rather than end
users responsible for monitoring and surrendering allowances. According to the European
Commission’s current implementation information, ETS2 is to become fully operational in
2028 (European Commission, 2026a). The important governance point is that carbon pri-
cing does not replace standards or infrastructure policy; it changes the economics within
which firms respond to them.

Together, these measures illustrate the logic of an instrument portfolio: standards de-
fine the trajectory, infrastructure regulation removes physical bottlenecks, carbon pricing
changes operating incentives, and reporting obligations enable verification. The framework
developed here uses this logic as a reference point for analysing Ukraine, while recognising
that administrative and fiscal capacity differs significantly.

4.3. UKRAINE: REGULATORY ALIGNMENT, RECONSTRUCTION, AND IMPLEMENTATION
CAPACITY

Ukraine’s transport greening agenda is increasingly connected to EU accession rather
than only to the Association Agreement. The European Commission reported the completion
of bilateral screening in 2025, creating a technical basis for continued alignment with the
acquis. Transport policy and environment and climate change are separate negotiation
chapters, but in practice decarbonising logistics requires interaction between both: vehic-
le rules, infrastructure planning, energy policy, environmental enforcement, statistics, and
investment governance.

The domestic policy framework also continues to evolve. In August 2024, the Cabinet of
Ministers approved the National Renewable Energy Action Plan for the period to 2030. This
is more relevant to the current energy-transition context than the obsolete 2021-2025 for-
mulation previously used in some policy discussions. For logistics, renewable-energy policy
matters because the climate value and operating resilience of electrified transport depend
increasingly on the electricity system, storage, and grid capacity.
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Wartime damage adds a further governance layer. The 2026 update of the joint recovery
and reconstruction needs assessment identifies transport and energy among the most he-
avily affected sectors and shows that transport reconstruction needs remain exceptionally
high (European Commission, 2026b). Reconstruction therefore creates both a constraint
and a sequencing opportunity: infrastructure that must be rebuilt can be designed for future
low-carbon mobility, but only if green standards, financing conditions, interoperability, and
maintenance capacity are incorporated at the planning stage.

Table 2. Regulatory and policy architecture relevant to greening transport and logi-

on heavy-duty vehicle
CO2 standards

new heavy-duty vehicles: 45% from 2030, 65%
from 2035, 90% from 2040 versus 2019 for re-
levant groups

stics
Instrument / frame- Verified role Implication for logistics gover-
work nance
EU Regulation 2024/1610 | Sets manufacturer fleet CO2 reduction targets for | Creates a predictable long-term tech-

nology trajectory for new fleets

EU Regulation 2023/1804
on alternative fuels infra-
structure

Sets mandatory deployment requirements for al-
ternative-fuels infrastructure, including heavy-du-
ty vehicle charging along the TEN-T network

Links vehicle transition to infrastruc-
ture availability and interoperability

EU ETS2

Applies upstream carbon pricing to fuels used in
road transport, buildings, and additional sectors;
current EU implementation information points to
full operation in 2028

Adds an economic signal alongside
standards and infrastructure policy

Ukraine - National Rene-
wable Energy Action Plan
to 2030 (2024)

Updates national renewable-energy planning thro-
ugh 2030

Connects transport electrification
with grid, renewable energy, and sto-
rage policy

EU accession / Ukraine
Report 2025

Requires continued alignment with the transport,
environment, climate, energy, and administrative
acquis

Makes institutional capacity and en-
forcement part of the greening agenda

Recovery and reconstruc-
tion planning

Rebuilding transport and energy assets after war
damage

Creates a window to integrate low-
-carbon standards before infrastructu-

re is locked in

4.4. TECHNICAL AND TECHNOLOGICAL INSTRUMENTS

Technical measures have the most visible relationship with emissions because they chan-
ge vehicles, energy systems, or buildings directly. Battery-electric heavy-duty vehicles can
eliminate tailpipe CO2 emissions at the point of use, but life-cycle performance depends on
electricity generation, battery production, vehicle utilisation, payload, and replacement cyc-
les. Fuel-cell vehicles may provide advantages in particular long-haul applications, but their
environmental performance depends heavily on hydrogen production and infrastructure.
These dependencies make technology assessment scenario-specific.

The revised EU policy framework increasingly favours zero-emission powertrains while
treating gaseous fossil fuels as limited or transitional options. Regulation (EU) 2023/1804
itself notes a limited long-term role for gaseous fuels in heavy-duty road transport. Accor-
dingly, LNG should not be presented as equivalent to zero-emission technology. It may pro-
vide operational advantages in certain contexts, but investment decisions must consider
methane leakage, infrastructure lock-in, and the trajectory of EU regulation.

Warehouses and terminals form a second technical domain. Energy-efficient lighting,
building envelopes, heat pumps, rooftop photovoltaics, energy management, and automa-



tion can lower facility energy use. The relevant metric, however, is facility-specific energy
and emissions intensity rather than a universal reduction percentage. The design principle
is to establish a baseline, identify high-consumption systems, and evaluate each measure
through life-cycle and operational data.

4.5. ECONOMIC INSTRUMENTS AND FINANCE

Economic instruments determine whether technically feasible options are investable.
Taxes, carbon pricing, grants, accelerated depreciation, concessional loans, guarantees, and
green bonds can alter the balance between cleaner and conventional assets. The appropria-
te mix depends on the policy objective. Carbon pricing rewards lower operating emissions
but may be insufficient to overcome high up-front capital costs; purchase support or conces-
sional finance can address the capital barrier; public procurement can create early demand.

For Ukraine, financial design is particularly important because war-risk premiums and
damaged infrastructure shorten corporate planning horizons. A credible greening strategy
must therefore connect environmental requirements with financing channels. International
financial institutions and the Ukraine Investment Framework can play a role, but environ-
mental conditionality should be designed so that it supports implementation rather than
simply adding compliance costs to firms with limited capital.

4.6. ORGANISATIONAL-MANAGERIAL INSTRUMENTS

Organisational measures are often less capital-intensive than fleet replacement and can
be implemented incrementally. Freight consolidation, improved load factors, dynamic ro-
uting, intermodal planning, reverse-logistics integration, and maintenance management
can reduce avoidable activity and improve resource use. Their effect is nevertheless highly
dependent on baseline inefficiency. A company with severe empty running may obtain large
gains from planning improvements; a highly optimised network will have less remaining
potential.

Digital TMS and WMS platforms should therefore be evaluated through operational in-
dicators rather than assumed emissions percentages. Useful indicators include vehicle-ki-
lometres per shipment, empty-running share, load factor, energy use per tonne-kilometre,
on-time performance, and the carbon intensity of alternative routing choices. Digitalisation
becomes a greening instrument only when it changes these decisions measurably.

4.7. INFORMATIONAL-ANALYTICAL INSTRUMENTS AND VERIFICATION

Carbon accounting and sustainability reporting are the evidence infrastructure of
greening. A firm cannot manage a reduction target credibly without defining organisatio-
nal boundaries, operational boundaries, a base year, data sources, and calculation methods.
GHG Protocol or ISO-based systems can support this process. External assurance, where
feasible, improves comparability and reduces the risk that environmental claims are based
on changing boundaries or selective indicators.

Corporate disclosures can illustrate organisational commitment but should not automa-
tically be treated as independently verified evidence of national-sector performance. For
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example, Raben Group, which operates in Ukraine, reports group-level progress on emis-
sions and sustainability targets. Such disclosure is useful evidence that formal ESG systems
are being implemented in logistics, but group-level results should not be reassigned to
Raben Ukraine or used as a proxy for the Ukrainian logistics sector unless country-specific
data are published (Raben Group, 2025). This evidence rule is applied throughout the revi-
sed analysis.

4.8. EVIDENCE STRENGTH AND THE LIMITS OF EFFECTIVENESS ESTIMATES

A central result of the review is methodological: the available evidence supports direc-
tional and context-specific conclusions more strongly than universal percentage estimates.
The same nominal intervention can generate different outcomes depending on vehicle duty
cycle, electricity mix, facility baseline, network structure, financing, and enforcement. The
appropriate question is therefore not ,What percentage does this instrument always save?”
but ,Under what conditions, and with what evidence, can this instrument change perfor-
mance?”

Table 3. Evidence hierarchy for claims about greening effectiveness

Evidence type

What it can support

What it should not be used to claim

Binding law / official regu-
lation

Verified policy targets, scope, dates, re-
gulated actors

Actual company-level emissions reductions

Peer-reviewed
study

empirical

Context-specific measured or modelled
effects within stated boundaries

Universal percentages transferable to all modes
and countries

Systematic or structured

Patterns across a documented literature

A pooled effect unless methods and compara-

review corpus ble effect sizes justify meta-analysis
Corporate  sustainability | Illustrative implementation, targets, and | Independent sector-wide evidence or country-
disclosure company-reported performance -specific performance without disaggregation

Conceptual / governance | Instrument roles, causal mechanisms, | Causal impact estimates without empirical
analysis sequencing, policy design identification

This hierarchy changes the interpretation of synergy. The literature gives strong reasons
to expect complementarity: vehicle electrification works better with charging infrastruc-
ture; carbon pricing works better when low-emission substitutes are available; reporting
is more useful when targets and responsibilities are defined; and route optimisation has
greater value when dispatch decisions can act on the data. However, the reviewed sources
do not justify a universal statement that combining all five categories produces a specific
35-45% reduction. The revised framework therefore treats synergy as a governance propo-
sition to be tested in specific implementations, not as a pooled numerical result.

The same correction applies to payback-period claims. Route optimisation or energy-effi-
ciency projects may have short paybacks in some firms, but fleet electrification, warehouse
retrofit, and infrastructure investment can require much longer horizons. Decision makers
should use project-level total-cost-of-ownership analysis and scenario testing rather than
generic payback numbers.



4.9. STRUCTURAL BARRIERS AND A GOVERNANCE SEQUENCE FOR UKRAINE

The Ukrainian context requires a sequencing framework that links environmental am-
bition to implementation capacity. The principal barriers identified in the literature and
policy context are financial constraints, damaged and insufficient infrastructure, regulatory
and administrative capacity, weak data and reporting capability, and wartime security risk.
These barriers should not be assigned arbitrary criticality scores unless a documented sta-

keholder or multi-criteria assessment has been conducted.
Table 4. Structural barriers and governance responses for Ukraine

Barrier

Why it matters

Governance response

Finance and
investment risk

High capital costs, war-risk premiums, and
short planning horizons can delay fleet and in-
frastructure investment

Blend public guarantees, concessional finance, pri-
vate capital, and transparent green eligibility crite-
ria

Charging, grid,
and terminal in-
frastructure

Vehicle transition is constrained if charging
power, grid connections, and logistics nodes are
unavailable or unreliable

Coordinate transport, energy, reconstruction, and
local infrastructure planning; prioritise interopera-
ble corridors

Regulatory and
administrative

capacity

EU-aligned standards require inspection, data,
enforcement, procurement capability, and in-
ter-agency coordination

Link legal approximation to implementation plans,
staff capacity, digital registries, and enforcement
resources

Data and com-
petence gaps

Firms, especially SMEs, may lack emissions ba-
selines, TCO capability, or ESG reporting exper-
tise

Provide standard methods, training, shared tools,
and technical assistance before imposing complex
reporting obligations

Wartime  and
security risk

Assets and energy systems face disruption;
firms prioritise continuity and survival

Design resilient and modular investments; inte-
grate environmental criteria into recovery finance

without undermining essential logistics

On the basis of these barriers, a six-step governance sequence is proposed. Step 1 is me-
asurement: establish reliable activity, energy, and emissions baselines. Step 2 is regulatory
alignment: identify which EU-derived standards and reporting requirements apply now and
which require phased preparation. Step 3 is infrastructure coordination: align fleet policy
with charging, grid, terminal, and corridor investment. Step 4 is finance: connect require-
ments with grants, guarantees, concessional lending, procurement, and carbon-price si-
gnals. Step 5 is implementation: deploy technical and organisational measures according
to operational suitability. Step 6 is verification and learning: monitor performance, disclose
results, audit material claims, and revise the instrument mix.

This sequence is deliberately iterative. Measurement can reveal that a presumed priori-
ty is not the dominant emissions source; infrastructure constraints can change technology
choice; financing conditions can alter deployment speed; and monitoring can show that a
measure does not perform as expected. Sustainable governance therefore requires feedback
rather than a fixed one-time plan.

5. CONCLUSIONS

This study develops a five-category classification of greening tools in transport and lo-
gistics operations: legal and regulatory, technical and technological, economic, organisa-
tional-managerial, and informational-analytical. The main contribution is not a new list of
technologies, but a governance interpretation of how the categories interact. Regulation de-
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fines obligations, technology provides physical alternatives, economic instruments shape
investment incentives, organisational tools improve the use of assets and networks, and
information systems make performance measurable and accountable.

The review also identifies an important methodological limitation in effectiveness as-
sessment. The evidence base is too heterogeneous to justify universal percentage ranges for
entire instrument categories or a single pooled reduction figure for an integrated portfolio.
Effect estimates depend on system boundaries, baseline conditions, functional units, tech-
nologies, and national contexts. The revised framework therefore replaces false precision
with an evidence hierarchy and requires quantitative claims to remain tied to their original
scope.

For Ukraine, the policy implication is that greening transport and logistics should be tre-
ated as part of accession and reconstruction governance. EU alignment is moving beyond
general Association Agreement commitments toward detailed acquis implementation. At
the same time, war damage creates exceptional infrastructure and financing constraints.
The appropriate strategy is therefore to integrate environmental standards into reconstruc-
tion planning, coordinate transport and energy infrastructure, develop administrative capa-
city, and use financing instruments that make compliance feasible for firms.

The proposed six-step governance sequence - measurement, regulatory alignment, in-
frastructure coordination, finance, implementation, and verification - offers a practical way
to translate the five-category classification into policy and corporate action. It also makes
clear that no single instrument can deliver the transition independently. Standards without
infrastructure may be infeasible; subsidies without measurement may be poorly targeted;
technology without organisational change may underperform; and reporting without acco-
untability may become symbolic.

Future research should test the framework empirically using comparable company or
corridor-level data. Priority designs include longitudinal studies of freight fleets, matched
comparisons of logistics operators adopting different instrument mixes, total-cost-of-ow-
nership analysis under Ukrainian energy and financing conditions, and evaluation of re-
construction projects that incorporate low-carbon transport requirements from the outset.
Such work could eventually support quantitative estimates of interaction effects, but those
estimates should be produced from documented data rather than assumed in advance.
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Abstract.

This study examines how the built environment is represented in illustrated children’s books circulating in Kazak-
hstan and how recurring architectural images may function as carriers of cultural memory, place identity, and
cultural sustainability. The purposive corpus comprises 42 illustrated publications from the late twentieth and
early twenty-first centuries, including Kazakhstan-produced titles and translated or international books present
in the local reading repertoire. The analysis combines Mallan’s approach to visual narrative with Assmann’s con-
cept of cultural memory, Nora’s concept of lieux de mémoire, and place-based interpretation. A nine-parameter
visual coding scheme was applied to composition, human-space relations, scale, visual routes, colour, realism/
abstraction, narrative agency of space, schematic representation, and ecological-social context. Six recurrent
architectural-environment types were identified, with three publications coded as mixed/transitional. Everyday
social environments were the most frequent (12/42; 28.6%), followed by mythical-epic environments (10/42;
23.8%). Recognisable urban environments, including depictions of Astana and Almaty, linked civic landmarks
with belonging and place recognition, while functional-ecological environments foregrounded relationships
among infrastructure, nature, and people. The study proposes the interpretive concept of a “visualised place of
memory” to describe the way architectural landmarks and spatial narratives can mediate cultural meanings in
children’s books. The findings are relevant to heritage education, graphic-design pedagogy, children’s publishing,
and place-based cultural policy, but they do not establish how children actually interpret these images; reception
studies are therefore required.

Keywords: architectural imagery; children’s book illustration; cultural memory; place identity; cultural susta-
inability; Kazakhstan.

1.INTRODUCTION

Globalisation, urban standardisation, and the rapid circulation of transnational visual
media make the representation of place an increasingly important issue in children’s cul-
ture. Illustrated books do more than accompany verbal narratives: they organise space,
establish relations between people and their surroundings, and repeatedly expose young
readers to visual models of home, city, landscape, monument, infrastructure, and heritage.
In this sense, architecture in children’s illustration can operate as a visual mediator between
everyday experience and wider cultural narratives.

Research on contemporary children’s literature in Kazakhstan has increasingly addres-
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sed identity, imagined community, and the relationship between national and world litera-
ture (Frief3, 2025; Seisenbiyeva et al., 2024). International scholarship has also shown that
picturebooks and illustrated nonfiction can organise knowledge through the interaction
of text, image, layout, and spatial representation (Campagnaro, 2021; Farrar et al., 2024;
Shimek, 2019). What remains less developed is a systematic account of the architectural
environment itself: not simply which buildings appear, but how scale, colour, composition,
routes, interiors, landmarks, and environmental systems are used to construct meaning.

The source manuscript initially described the material as “Kazakhstani children’s book
illustration”. The corpus, however, includes both Kazakhstan-produced publications and
translated or international titles. The present revision therefore uses the more precise for-
mulation “children’s books circulating in Kazakhstan”. This distinction matters methodo-
logically: the study analyses a reading repertoire available within Kazakhstan rather than
claiming that all 42 publications were produced by Kazakhstani illustrators. When specifi-
cally Kazakhstani visual tendencies are discussed below, the argument is restricted to clear-
ly local titles and settings.

The topic is also relevant to cultural sustainability. UNESCO’s Culture|2030 framework
treats cultural heritage, education, knowledge and skills, and sustainable places as inter-
connected dimensions of sustainable development (UNESCO, 2019). The MONDIACULT
2022 Declaration similarly frames culture as a public good and as a contributor to resilien-
ce, social cohesion, and sustainable development (UNESCO, 2022). Children’s illustration
is not itself a governance mechanism, and this article does not evaluate cultural policy. It
can, however, provide evidence about which spatial and heritage images are made visible to
children and how those images are organised. Such evidence can inform heritage education,
publishing policy, library curation, and place-based cultural programmes.

The aim of this article is to identify and categorise recurring images of the architectural
environment in a corpus of 42 illustrated children’s publications circulating in Kazakhstan
and to examine the visual mechanisms through which these images communicate cultural
meanings and a sense of place.

RESEARCH QUESTIONS

e What types of architectural environment predominate in the analysed corpus?

e Through which visual techniques—especially scale, colour, composition, spatial ro-
utes, and narrative positioning—are cultural meanings and place identity communicated?

e What implications can the identified patterns have for cultural sustainability, herita-
ge education, and visual-design pedagogy?

The contribution is interpretive rather than causal. The study identifies visual patterns
and proposes a typology, but it does not test how children receive, remember, or emotional-
ly respond to the images. Claims about educational or cultural effects are therefore framed
as plausible functions and implications to be examined in future reception research.



2. THEORETICAL FRAMEWORK
2.1. CULTURAL MEMORY, PLACE, AND ARCHITECTURAL REPRESENTATION

Assmann (2011) conceptualises cultural memory as a socially organised form of remem-
brance sustained through texts, symbols, rituals, and material forms. Nora’s (1984-1992)
concept of lieux de mémoire draws attention to sites and symbolic entities in which collec-
tive memory becomes concentrated. Although Nora developed the concept in relation to hi-
storically and institutionally recognised sites of memory;, it is useful here as an interpretive
lens for understanding repeated visual representations of landmarks, domestic forms, and
mythic spaces in children’s books.

Relph (1976) distinguishes meaningful place from placelessness by emphasising lived
attachment, familiarity, and identity. Architectural illustration can participate in this pro-
cess symbolically: a yurt, a skyline, a square, a bridge, or a domestic interior may condense
multiple associations into a recognisable spatial sign. Chukova’s (2020) analysis of monu-
ments and national identity in Macedonia and post-Soviet Central Asian republics further
demonstrates that architecture and monumental imagery can be mobilised within broader
narratives of collective identity. The present study does not equate children’s books with
state memory policy; rather, it asks whether recurring illustrated places act as small-scale
visual carriers of cultural remembrance.

2.2. VISUAL NARRATIVE AND MEANING-MAKING IN CHILDREN'S BOOKS

Mallan (2008) shows how picturebooks can imagine identity, community, and histori-
cal memory through the interaction of visual and narrative devices. This study follows that
orientation by analysing not only what is depicted but how it is depicted: whether the vie-
wer encounters an open panorama or a compressed frame, whether a building domina-
tes or supports the human figure, whether colour indicates security or estrangement, and
whether routes invite movement through space.

Recent work on visual literacy reinforces the need to treat images as structured meanin-
g-making systems rather than decorative supplements. Farrar et al. (2024) synthesise rese-
arch on visual literacy and children’s reading, while Eckhoff (2025) demonstrates the value
of critical content analysis for revealing how professional and material environments are re-
presented in children’s literature. Studies of architecture and nonfiction picturebooks simi-
larly show that illustrated spatial environments can support observation, comparison, and
spatial reasoning (Campagnaro, 2021; Luigini, 2019; Schmiedeknecht et al., 2023). Olver’s
(2025) ecocritical analysis is relevant to the functional-ecological category identified below
because it highlights how illustrated activities can position human and non-human systems
in relation to one another.

2.3. CULTURAL SUSTAINABILITY AND HERITAGE EDUCATION

The concept of cultural sustainability extends the analysis beyond preservation of indivi-
dual monuments. It concerns the continued capacity of communities to transmit, reinterpret,
and use cultural meanings across generations. In the UNESCO Culture|2030 framework, he-
ritage, education, participation, and sustainable places are treated as interconnected policy
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domains (UNESCO, 2019). From this perspective, children’s books can be examined as part
of the wider cultural ecosystem through which place-based knowledge is reproduced. The
article therefore treats architectural illustration as a cultural-educational resource whose
governance relevance lies in visibility, representation, and access rather than in direct regu-
latory power.

3. MATERIALS AND METHODS
3.1. RESEARCH DESIGN AND CORPUS

The study uses qualitative visual content analysis supported by descriptive frequency
counts. The empirical corpus comprises 42 illustrated children’s publications from the late
twentieth and early twenty-first centuries that were selected because architectural or spa-
tial imagery is materially present in the narrative or informational content. The corpus inc-
ludes folk tales, everyday-life stories, city-oriented books, environmental nonfiction, archi-
tecture-related publications, and picturebooks. It also includes both Kazakhstan-produced
titles and translated or international titles available in the local reading repertoire.

The sampling strategy is purposive rather than statistically representative. The study
therefore does not estimate the prevalence of particular architectural images in all child-
ren’s publishing in Kazakhstan. Instead, it constructs an analytically diverse corpus capable
of supporting a typology of recurrent spatial representations. The titles included in the cor-
pus are listed in Appendix A

. Edition-level bibliographic metadata were not consistently recorded in the source ma-
nuscript; this limits historical comparison and should be strengthened in future corpus con-
struction.

3.2. CODING FRAMEWORK

A nine-parameter coding scheme was developed from the source manuscript’s adapta-
tion of Mallan’s visual-narrative approach and from the research questions. Each publica-
tion was read as a visual-spatial unit, with attention to recurrent settings rather than isola-
ted single illustrations. The coding dimensions are summarised in Table 1.

Table 1. Coding dimensions

Parameter Analytical focus Examples of coded features
Spatial composition Overall spatial organisation Panorama; vertical composition; fragment; ma-
p-like view
Human-space relation Position of characters in relation to the | Active exploration; containment; suppression;
environment support
Scale and proportion Relative size and hierarchy of elements Realistic scale; symbolic enlargement; hierar-
chical scale
Visual routes Directions structuring movement thro- | Roads; paths; boundaries; axes; gaze lines
ugh space
Colour scheme Use of colour to organise affect or spatial | Warm/cool palette; contrast; symbolic colour;
zones zoning
Realism / abstraction Degree of visual stylisation Realistic; semi-realistic; schematic; symbolic




Parameter Analytical focus Examples of coded features

Whether the environment functions as
background or narrative actor

Passive setting; obstacle; guide; destination; me-
mory cue

Narrative agency of space

Infographic representa- | Use of explanatory graphic systems Labels; diagrams; cross-sections; arrows

tion

Infrastructure; climate; household practices;
public space

Ecological-social context | Relationship between built, natural, tech-

nological, and social systems

For the descriptive distribution, each publication was assigned to one predominant ar-
chitectural-environment type when that type accounted for more than half of the publica-
tion’s relevant spatial imagery. Where no single type met that threshold, the publication was
coded as mixed/transitional. The original study was conducted by a single researcher, and
no formal inter-rater reliability statistic was calculated. This is an important limitation be-
cause category boundaries—especially between recognisable urban, cultural-exploratory,
and everyday social environments—depend on interpretive judgement.

4. RESULTS
4.1. TYPOLOGY OF ARCHITECTURAL ENVIRONMENTS

The analysis identified six recurrent architectural-environment types. The labels below
refine the wording of the source manuscript for clarity while preserving its underlying ca-
tegories. Table 2 summarises the defining visual cues, representative titles, and interpretive
cultural function. Representative titles illustrate salient examples and should not be read as
the exclusive category assignment for every secondary setting within a book.

Table 2. Summary of defining visual characteristics, typical names, and interpretive
cultural functions

Type

Representative titles

Visual cues

Interpretive cultural function

1. Dominant /
constraining
urban environ-
ment

The Grey City; So How Do |
Tell the Truth Now?

Monochrome or cool pa-
lette; strong verticals; buil-
dings larger than people;
compressed  perspectives;
limited sky

Makes the built environment visible as
a problem or pressure; may invite criti-
cal reflection on monotonous or aliena-
ting urban space.

2. Functional-
ecological  sys-
tem

Everyone Needs Water!;
Waste Paper: Why Are the
Trees Withering?; Qadam; A
Great Book of Snow and Ice

Diagrams;  cross-sections;
flow lines; hazard/safety co-
lour coding; people shown
within a process

Connects infrastructure, natural sys-
tems, resources, and everyday human
action; supports an environmental-
-systems reading of space.

3. Cultural and
exploratory
environment

A Trip to Italy; Look at that
Building!; A Trip to Almaty;
The Kingdom of Books; The
World: Questions and An-
swers

Open vistas; warm/bright
palette; legible scale; move-
ment and exploration thro-
ugh settings

Frames architecture as an object of di-
scovery, learning, cultural encounter,
and spatial orientation.

4. Recognisa-
ble civic urban
environment

Salem, Astana!; Salem, Al-
maty!l; A Trip to Almaty;
Astana Coloring Book; Le-
gends of a Magical Land:
Atameken

Landmarks; bridges; squ-
ares; routes; signage; styli-
sed iconic features; vibrant
palette

Links landmark recognition with urban
belonging and place identity; can func-
tion as a visual introduction to civic
space.
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Type

Representative titles

Visual cues

Interpretive cultural function

5. Mythical-epic
architectural
environment

Eer Tostik; Ancient Kazakh-
stan; Kazakh fairy-tale col-
lections; Aladdin; Cinderella

Yurt, palace, fortress, sacred
or heroic site; hierarchical
composition; ornament;
symbolic scale; paths of trial

Connects architecture to myth, histo-
rical imagination, traditional symbols,
and intergenerational cultural memory.

6. Everyday so-
cial environment

My Name [s Kozha; Connie
Helps Her Mother; Brother;
It’s Time for Bed; Miras and
Diaz; Miras and Dimash

Realistic or semi-realistic
interiors; familiar scale;
warm local colours; home,
school, playground, market

Normalises everyday spatial practices
and relationships; represents family
and social life through familiar settings.

4.2. DESCRIPTIVE DISTRIBUTION

The predominant-type distribution is shown in Table 3. Percentages are reported to one
decimal place to avoid the rounding distortion present in the source version. The everyday
social environment is the largest category (28.6%), followed by the mythical-epic environ-
ment (23.8%). Together these two types account for slightly more than half of the corpus.
The recognisable urban environment accounts for 14.3%, while cultural-exploratory and
functional-ecological settings are less frequent. Only 4.8% of the corpus was assigned to
the constraining urban type. Three publications (7.1%) were coded as mixed/transitional
because no single environment exceeded the 50% threshold.

Table 3. The predominant-type distribution

Coding outcome Books (n) Share of corpus
Everyday social environment 12 28.6%
Mythical-epic architectural environment 10 23.8%
Recognisable civic urban environment 6 14.3%
Cultural and exploratory environment 5 11.9%
Functional-ecological system 4 9.5%
Dominant / constraining urban environment 2 4.8%
Mixed / transitional 3 7.1%

The low frequency of the constraining urban type should not be interpreted as proof
of a general “humanistic orientation” of children’s publishing, as stated in the source ma-
nuscript. The sample is purposive and relatively small. A more defensible interpretation is
that explicitly oppressive or alienating urban imagery is uncommon within this particular
corpus, while familiar social space and mythic-historical space are more prominent.

4.3. REPRESENTATIVE VISUAL MECHANISMS

Several recurrent mechanisms illustrate how the typology operates. In The Grey City,
large-scale buildings, grey and cool tones, and the diminished child figure create a visual
relation of spatial pressure. The environment is not neutral background; it structures the
emotional reading of the scene. By contrast, functional-ecological books such as Everyone
Needs Water!, A Great Book of Snow and Ice, and Qadam use diagrams, process sequences,
and cause-and-effect relations to connect built systems with climate, resources, and every-



day behaviour. This mode is compatible with the ecological questions identified in recent
ecocritical work on children’s activity and informational books (Olver, 2025).

Recognisable civic urban imagery is especially visible in Salem, Astana!, Salem, Almaty!,
A Trip to Almaty, and the Astana Coloring Book. Panoramic views, routes through the city,
and landmark buildings such as Baiterek and Khan Shatyr make the city readable through a
small number of iconic spatial cues. In the colouring-book format, the reader is also invited
to participate visually by supplying colour. These examples suggest a mechanism of place
recognition rather than demonstrating a measured effect on civic identity.

Mythical-epic settings use a different spatial logic. In Eer Tostik, the steppe, underworld,
heavenly realm, yurt, and palace are organised as a hierarchy of narrative worlds. In Kazakh
fairy-tale collections, the yurt, palace, fortress, and caravanserai operate as compact visual
signs of historical or mythic space. Everyday social environments, by contrast, depend on
recognisable scale, warm colour, and functional zoning of domestic, school, market, and play
spaces. Across these types, the architectural environment can act as a narrative participant
by constraining, guiding, sheltering, or orienting characters.

5. DISCUSSION
5.1. ARCHITECTURAL IMAGERY AS CULTURAL MEMORY

The corpus demonstrates that children’s spatial imagery is heterogeneous rather than
organised around a single national visual code. Traditional and mythic forms coexist with
contemporary urban landmarks, environmental systems, international fairy-tale architectu-
re, and ordinary domestic settings. This coexistence is important because cultural memory
is not transmitted only through officially monumental heritage. It is also reproduced thro-
ugh familiar interiors, routes, repeated symbols, and narrative settings that connect perso-
nal experience with wider cultural references (Assmann, 2011; Nora, 1984-1992).

Within clearly Kazakhstan-specific titles, recognisable representations of Astana and Al-
maty can be interpreted as emerging visual places of memory: images that condense civic
recognition, narrative movement, and cultural identification. The concept proposed here
—"“visualised place of memory”—does not claim that every illustrated landmark becomes
a collective memory site. Rather, it describes a representational mechanism through which
a built form is repeatedly simplified, stylised, and embedded in a narrative so that it beco-
mes available as a memory cue. This proposition requires testing through longitudinal and
reception-based research.

5.2. SCALE, COLOUR, ROUTE, AND NARRATIVE AGENCY

Four mechanisms recur across the typology. First, relations of scale organise power:
oversized buildings can diminish the human figure, while familiar scale can make space
appear inhabitable. Second, colour creates affective and symbolic zoning: cool monochrome
palettes are associated in the analysed examples with distance or constraint, while warm
palettes frequently accompany domestic security and exploration. Third, compositional ro-
utes—roads, paths, bridges, panoramic viewpoints, and sequences—structure how readers
are invited to move mentally through the depicted environment. Fourth, narrative agency
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determines whether architecture merely frames action or becomes part of the problem, de-
stination, memory cue, or learning process.

These mechanisms correspond with research that treats picturebooks as multimodal
systems in which meaning is generated through the interaction of verbal and visual struc-
tures (Campagnaro, 2021; Farrar et al., 2024; Shimek, 2019). The present contribution is to
focus that multimodal analysis on architectural space and to differentiate recurring spatial
functions across a Kazakhstan-based reading corpus.

5.3. “NOMADIC MINIMALISM” AND ETHNO-FUTURIST SYNTHESIS AS PROVISIONAL
ANALYTICAL LABELS

The source manuscript proposed the terms “nomadic minimalism” and “ethno-futurism”
to describe local visual tendencies. These terms are retained here only as provisional analy-
tical labels, not as established art-historical categories. In Eer Tostik and Ancient Kazakh-
stan, certain architectural forms are reduced to geometric outlines and ornamental details;
the yurt, for example, may be represented through a small set of recognisable lines and cir-
cular forms. “Nomadic minimalism” is used here to describe this economy of visual coding.
In Salem, Astana! and Never Satisfied with Art, traditional ornament and culturally familiar
motifs are combined with modern or futuristic urban forms; the term “ethno-futurist syn-
thesis” is used to describe that juxtaposition.

These tendencies should not be generalised to all Kazakhstani illustration without a
larger, production-based corpus. They are best understood as hypotheses generated from
specific local titles. Their significance lies in the possibility that cultural continuity is com-
municated through transformation rather than through literal replication of historical archi-
tecture. Friefs (2025) similarly shows that contemporary children’s literature in Kazakhstan
can negotiate identity through open and imaginative forms, while Seisenbiyeva et al. (2024)
position children’s literature within broader processes of national-cultural representation.

5.4. IMPLICATIONS FOR CULTURAL SUSTAINABILITY AND GOVERNANCE

The results have a limited but meaningful connection to sustainable governance. Susta-
inable cultural governance concerns not only the protection of monuments but also the in-
stitutions and educational practices through which cultural knowledge, diversity, and pla-
ce-based meanings are maintained and reinterpreted. UNESCO’s Culture|2030 Indicators
explicitly connect heritage with education, knowledge, participation, and sustainable places
(UNESCO, 2019). In that context, the typology developed here can function as a diagnostic
tool for reviewing the visual environments presented in children’s publishing and educatio-
nal materials.

Four practical implications follow. First, heritage-education programmes can use recogni-
sable civic landmarks and mythic-historical forms as prompts for discussing how cities and
cultural identities change over time. Second, publishers and illustrators can use the coding
framework to assess whether a book presents children only with monumental and touristic
images or also with everyday, ecological, and socially inclusive spaces. Third, graphic-design
education can use the typology to connect visual composition with cultural responsibility,
asking how scale, colour, routes, and symbols shape the imagined relationship between the



child and the built environment. Fourth, public libraries, museums, and local cultural pro-
grammes can use children’s illustration as a supplementary medium for place-based lear-
ning.

These are governance implications rather than measured outcomes. The study does not
show that any particular image produces pride, environmental responsibility, or social cohe-
sion. A policy or educational programme should therefore treat the typology as an analytical
and design resource, not as evidence of causal effects on children.

Table 4. Finding and Potential

Finding

Potential cultural-governance
use

Required safeguard

Recognisable civic landmarks

Heritage education; city orientation;
place-based cultural programmes

Avoid reducing urban identity to a small set
of iconic monuments; include diverse ne-
ighbourhoods and everyday spaces.

Mythical-epic environments

Intergenerational heritage communi-
cation; folklore-based learning

Avoid presenting a single essentialised ver-
sion of national identity; contextualise tra-
ditions historically.

Functional-ecological systems

Education for sustainable develop-
ment; infrastructure and resource li-
teracy

Verify scientific accuracy and distinguish
environmental explanation from symbolic
interpretation.

Everyday social environments

Inclusive design education; discussion
of home, school, market, and public
space

Consider social diversity, accessibility, gen-
der, disability, and different family or com-
munity experiences.

Visual coding framework

Publisher review; design pedagogy;
research coding

Use as an interpretive tool; do not infer
child reception without empirical evidence.

5.5. LIMITATIONS

The study has five principal limitations. First, the corpus is purposive and cannot be tre-
ated as representative of all children’s publishing in Kazakhstan. Second, the corpus mixes
domestically produced and translated or international titles; this is appropriate for studying
the local reading repertoire but limits claims about the distinctive characteristics of Kazak-
hstani illustration as a production field. Third, edition-level metadata were not consistently
available in the source manuscript, which restricts precise historical comparison across the
late twentieth and early twenty-first centuries. Fourth, the coding was conducted by a single
researcher and no inter-rater reliability measure was calculated. Fifth, the study analyses
visual content rather than reader reception; it therefore cannot determine how children of
different ages, genders, linguistic backgrounds, or places of residence interpret the archi-
tectural imagery. Digital picturebooks, comics, educational textbooks, and interactive media
were not included.

6. CONCLUSION

This study developed a visual-spatial typology of architectural environments in a purpo-
sive corpus of 42 illustrated children’s publications circulating in Kazakhstan. Six recurrent
types were identified, together with a mixed/transitional category. Everyday social environ-
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ments were most frequent (28.6%), followed by mythical-epic environments (23.8%).
Recognisable civic urban environments accounted for 14.3% of the corpus, while functio-
nal-ecological representations made infrastructure and environmental processes visually
explicit.

The analysis indicates that architecture can perform several narrative functions in child-
ren’s illustration: it can constrain the character, organise exploration, provide cultural lan-
dmarks, connect people with ecological systems, or locate social life in familiar everyday
settings. Scale, colour, routes, level of realism, and the narrative agency of space are the main
visual mechanisms through which these functions are expressed.

The theoretical contribution is the proposal of the “visualised place of memory” as an
interpretive concept for describing how architectural forms may become condensed visual
cues of cultural memory when repeatedly stylised and embedded in narrative. The concepts
of “nomadic minimalism” and “ethno-futurist synthesis” are retained as provisional labels
for patterns visible in a limited group of Kazakhstan-specific titles and require validation in
a larger production-based corpus.

For the purposes of the present conference issue, the practical significance lies in cul-
tural sustainability and heritage governance. The typology can support critical review of
children’s publishing, heritage-education materials, library and museum programmes, and
graphic-design curricula by making visible which kinds of places, infrastructures, and cul-
tural symbols are presented to children and how they are framed. Future research should
combine content analysis with empirical studies of children aged 5-9, compare clearly defi-
ned historical periods using edition-level metadata, and examine how digital and interactive
media transform architectural imagery and place-based cultural memory.
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APPENDIX A. CORPUS OF 42 ANALYSED PUBLICATIONS

1. Aladdin. The Magic Lamp 22. Look at that Building!
2. Grandfather’s Sweet Bun 23. Waste Paper: Why Are the Trees Withering?
3. Everyone Needs Water! 24. My Name Is Kozha
4. A Great Book of Snow and Ice 25. Miras and Diaz: Inesaut
5. Brother 26. Miras and Dimash
6. Magic Words: Sorry 27. The World: Questions and Answers
7. Magic Words: Thank You 28. Never Satisfied with Art
8. Ancient Kazakhstan 29.It’s Time for Bed
9. Eer Tostik 30. The Adventures of Marco Polo
10. Sound and Rhythm: A Note Seeking Its Place 31. A Trip to Almaty
11. Cinderella 32. A Trip to Italy
12. The Magic Pies of Inju 33. Qadam (Step)
13. So How Do I Tell the Truth Now? 34, Salem, Almaty!
14. How to Behave in the Market 35. Salem, Astana!
15. Kazakh Fairy Tales 36. The Grey City
16. Kazakhstan Fairy Tales 37. Fairy Tales from Around the World
17. Connie Helps Her Mother 38. The Curious Garden
18. The Kingdom of Books 39. The Star Who Lost Its Sleep
19. A Collection of Fairy Tales from Kazakh and World Pe- | 40. Find It in the Big Book
oples
20. The Friendship of the Sheep and the Wolf 41. Astana Coloring Book
21. Legends of a Magical Land: Atameken 42.]Jacob Is Playing Football
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Abstract.

Generative artificial intelligence entered foreign language teacher education faster than the law governing it.
This article asks a narrow doctrinal question: which binding rules actually apply when a Ukrainian pre-service
teacher of English uses a commercial large language model to prepare, deliver or assess instruction? It answers
by reading three bodies of law against one another — the EU Artificial Intelligence Act as amended by the Digital
Omnibus of July 2026, Ukraine’s Law on Copyright and Related Rights of 2022, and Article 42 of Ukraine’s Law
on Education. Three findings follow. First, the Al Act does not designate educational artificial intelligence as hi-
gh-risk by sector; Annex I lists four discrete use cases, the obligations attaching to them are deferred to Decem-
ber 2027, and what binds today is the literacy duty in Article 4 and the transparency duty in Article 50. Second,
Ukraine’s sui generis right in non-original computer-generated objects gives a teacher a proprietary position in
generated teaching materials but no authorship, and the statutory notion of the lawful user of a computer pro-
gram does not map cleanly onto cloud services. Third, undisclosed generative Al use cannot constitute academic
plagiarism under Ukrainian law, and constitutes cheating only where an institution has designated such tools
as impermissible sources. Between these layers sits an unregulated middle that statute delegates to institutional
rule-making and that most Ukrainian universities have not yet occupied.

Keywords: artificial intelligence; Al Act; academic integrity; sui generis right; teacher education; Ukraine.

1.INTRODUCTION

A student teacher of English in Kyiv opens a commercial chatbot, asks it for a B1 reading
lesson on climate change, receives a text, a glossary and six comprehension questions, edits
the result for forty minutes and teaches it the following week. Nothing about this sequence
is unusual. Almost every element of it is legally unsettled.

Who holds rights in the generated text? May the teacher paste a pupil’s essay into the
same tool to obtain feedback? If the lesson plan is later published on a departmental website
without attribution to the system that produced it, has any rule been broken? If a student
submits generated prose as her own coursework, which provision of Ukrainian law does
that violate — and does it violate any?

The scholarly literature on generative artificial intelligence in language education has
grown quickly and answers none of these questions, because it does not ask them. It asks in-
stead about attitudes, adoption, efficacy and competence frameworks (Harakchiyska, 2025;
Kasneci et al.,, 2023; Yan et al.,, 2024). Where law appears at all, it appears as background: a
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gesture towards the Al Act, a mention of data protection, an appeal to institutional policy.
The gesture is often inaccurate. It is now commonplace to read that the Al Act classifies ar-
tificial intelligence in education as high-risk. It does not, and the difference matters a great
deal to anyone trying to work out what to do on Monday morning.

This article takes the opposite approach. It brackets the pedagogical question entirely
and asks only what the applicable law provides. The jurisdictional frame is Ukraine, for two
reasons. Ukrainian higher education institutions are adapting to European standards under
the accession process while remaining outside the scope of most EU instruments, which
makes the boundary between what applies and what merely influences unusually consequ-
ential. And Ukraine holds a statutory position on computer-generated output that few states
hold: since 1 January 2023 it has recognised a sui generis right in non-original objects gene-
rated by a computer program (Law of Ukraine No. 2811-IX, Article 33). That provision was
not drafted with large language models in mind, yet it now governs them, and its interaction
with the academic integrity regime has not been examined.

The argument proceeds in four steps. Section 3 establishes what the Al Act does and does
not do to teacher education, in the form the Act now takes after the Digital Omnibus of July
2026. Section 4 identifies which data protection regime actually binds a Ukrainian universi-
ty. Section 5 works through the copyright position, which is where the Ukrainian material is
most distinctive. Section 6 turns to academic integrity and shows that the copyright rule and
the education rule interlock badly. Section 7 draws the strands together under the heading
that gives this article its title.

The claim advanced is not that Ukrainian law is silent. It is that the binding rules are
dispersed across instruments drafted for other purposes, that they leave a defined space to
institutional rule-making, and that institutions have not yet legislated into it. That space is
the unregulated middle, and it is where the ordinary daily use of generative artificial intelli-
gence in teacher education actually sits.

2. SCOPE, METHOD AND SOURCES

This is a doctrinal study. It reconstructs the applicable legal position from primary sour-
ces — regulations, statutes, and official guidance — and reads them against one another to
identify the rules, the gaps and the conflicts. It makes no empirical claims. No human parti-
cipants were involved, no data were collected, and no assertion is made about how teachers
or students in fact behave.

Three bodies of law are analysed. The first is the EU Artificial Intelligence Act, Regulation
(EU) 2024/1689, as amended by Regulation (EU) 2026/1744, together with the European
Commission’s draft guidelines on high-risk classification of 19 May 2026 and the Commis-
sion’s ethical guidelines for educators. The second is Ukrainian copyright law, principal-
ly Law No. 2811-1X of 1 December 2022. The third is Ukraine’s academic integrity regime
under Article 42 of Law No. 2145-VIII on Education, read with the data protection frame-
work of Law No. 2297-VI.

Soft-law instruments are treated as what they are. The UNESCO guidance on generati-
ve artificial intelligence (UNESCO, 2023), the UNESCO competency framework for teachers



(Miao & Cukurova, 2024), Ukraine’s Roadmap and White Paper on Al regulation, and insti-
tutional codes of conduct all shape practice and none of them creates an obligation enforce-
able against a teacher. Where this article draws on them, it says so.

Two limits should be stated at the outset. The analysis is current to 1 September 2026;
Ukraine’s standalone artificial intelligence bill is expected during the fourth quarter of that
year and will alter the picture. And the article addresses higher education, specifically initial
teacher preparation. The Commission’s ethical guidelines for educators are aimed princi-
pally at primary and secondary schooling, and are used here for the principles they articu-
late rather than as a source of obligation in the university setting.

3. THE Eu LAYER: WHAT THE Al ACT DOES To TEACHER EDUCATION

The most persistent error in the education literature is the proposition that the Al Act
treats artificial intelligence in education and vocational training as high-risk. The Act does
nothing of the sort. Article 6(2) makes a system high-risk if it falls within one of the catego-
ries in Annex III, and point 3 of that Annex contains four discrete entries: systems used to
determine access or admission to educational institutions, or to assign persons to them; sys-
tems used to evaluate learning outcomes, including where those outcomes steer a learner’s
path; systems used to assess the appropriate level of education a person will receive; and
systems used to monitor and detect prohibited behaviour during examinations.

Each of those is an act performed upon a learner with consequences for that learner’s
future. None of them describes a chatbot used by a teacher to draft a reading passage. The
Annex is a list of functions, not a designation of a sector, and the distinction is not pedantic:
the entire compliance apparatus of Chapter III — risk management, technical documenta-
tion, logging, human oversight, conformity assessment, registration — attaches to the four
functions and to nothing else in the educational field. Manganello et al. (2025) show what
compliance with point 3(b) would actually require of a university deploying automated le-
arning-outcome assessment, and the gap between that regime and ordinary classroom use
of a general-purpose assistant is not a matter of degree.

Article 6(3) narrows the category further. A system that falls within an Annex III heading
is not high-risk where it performs only a narrow procedural task, improves the result of a
previously completed human activity, detects decision patterns without replacing human
assessment, or performs preparatory work. The Commission’s draft classification guideli-
nes of 19 May 2026 read these exceptions restrictively and switch them off entirely where
the system profiles natural persons within the meaning of Article 4(4) GDPR. The guidelines
also treat interconnected systems that function together as a single system, which foreclo-
ses the strategy of distributing a high-risk function across components.

The draft guidelines distinguish pedagogical support, which is often filter-eligible, from
evaluative application, which is not. That line is the operative one for teacher education.
Lesson preparation, materials drafting, differentiation and formative feedback sit on the pe-
dagogical side. Summative marking, placement testing and proctoring sit on the evaluative
side and carry the full regime.

Regulation (EU) 2026/1744, the Digital Omnibus on artificial intelligence, was published
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on 24 July 2026 and entered into force three days later. Its principal effect is temporal: the
obligations attaching to standalone Annex III systems, which were to apply from 2 August
2026, now apply from 2 December 2027, and those attaching to high-risk systems embed-
ded in regulated products move to 2 August 2028. For a university contemplating automa-
ted assessment, that is sixteen months of additional runway. It is not an exemption, and it
does not touch the classification analysis, which must be performed on the existing timeta-
ble if the eventual obligations are to be met.

What did not move matters more for present purposes. Article 4, the artificial intelli-
gence literacy duty, has applied since 2 February 2025 and was not deferred, although the
Omnibus amended its wording with effect from 27 July 2026. Providers and deployers must
take measures supporting the development of literacy among staff and others operating
systems on their behalf, having regard to their knowledge, experience and education, to
the context of use and to the persons affected; they are not required to guarantee that any
individual attains a specified level. Article 50, the transparency regime, has applied since 2
August 2026 and was likewise untouched, with a short grace period to 2 December 2026
for machine-readable marking of outputs by generative systems already on the market. The
prohibitions in Article 5 have applied since 2 February 2025 and now include a further pro-
hibition, phased to 2 December 2026, on systems whose reasonably foreseeable output is
non-consensual intimate imagery or child sexual abuse material.

The shape of the obligation set for education is therefore counter-intuitive. The heavy re-
gime, which most commentary treats as imminent, does not bite for over a year and covers a
narrow band of functions. The light regime, which commentary barely mentions, binds now
and covers everyone.

Article 4 addresses providers and deployers. A university that makes an artificial intel-
ligence system available to staff or students is a deployer, and the duty is its own. It is not
a duty owed by the student teacher, and it is not discharged by the student teacher having
taught herself to write prompts. This inversion is worth stating plainly, because the peda-
gogical literature routinely locates artificial intelligence literacy in the individual educator
as a matter of professional competence. As a matter of Union law it sits with the institution
as a matter of compliance, and the institution must be able to evidence the measures it has
taken.

Two consequences follow for initial teacher preparation. A faculty that deploys such tools
in its own programmes owes the Article 4 duty to its students in their capacity as operators.
And its graduates will enter schools that owe the same duty to them, which makes the con-
tent of the duty part of what they need to understand before they arrive. Neither consequ-
ence is captured by treating literacy as a curricular aspiration.

One prohibition applies squarely to the classroom. Article 5 forbids placing on the market
or using systems that infer emotions of a natural person in the workplace or in educational
institutions, except where deployed for medical or safety reasons. Engagement analytics,
attention monitoring and affect detection marketed for language classrooms fall within it.
This is not a high-risk classification requiring documentation; it is a prohibition, and it has
been in force since February 2025.

Taken together, the Union layer is narrower and sharper than the literature suggests. It



prohibits a small number of practices outright, imposes literacy and transparency duties on
institutions now, and defers a demanding regime for four evaluative functions until the end
of 2027. It says nothing whatever about a teacher drafting a lesson with a chatbot.

4. DATA PROTECTION: WHICH REGIME ACTUALLY BINDS

Writing on digitalisation in Ukrainian higher education frequently states that universities
must handle data in accordance with European standards including the General Data Pro-
tection Regulation. As a statement of policy direction that is accurate. As a statement of
applicable law it is not, and the imprecision has practical consequences.

Regulation (EU) 2016/679 applies under Article 3 to processing in the context of the ac-
tivities of an establishment in the Union, and to processing by a controller not established in
the Union where the processing relates to offering goods or services to data subjects in the
Union or to monitoring their behaviour within the Union. A Kyiv university teaching Ukra-
inian students in Ukraine satisfies neither limb. It may fall within Article 3(2) in specific
configurations — an exchange programme recruiting in Member States, a joint degree with
an EU partner, an online course marketed to learners in the Union — but that is a conclusion
to be reached on the facts, not a default.

The distinction matters because a university that believes itself bound by the GDPR and
is not will design to a standard it cannot be held to, while overlooking the standard it can.
Compliance effort is finite. Directing it at the wrong instrument is not a conservative error.

The applicable framework is Law of Ukraine No. 2297-VI on Personal Data Protection,
supervised by the Parliament Commissioner for Human Rights. It is built on the same archi-
tecture as the pre-2018 European regime — lawful basis, purpose limitation, data subject
rights, obligations on controllers and processors — and it is materially thinner than the
GDPR in the areas that generative artificial intelligence stresses most: automated decision-
-making, transfers to third countries, and the accountability documentation that would evi-
dence a lawful basis for a novel processing operation.

Alignment is a declared objective of the accession process rather than an accomplished
fact, and the interim position is the operative one. Where a Ukrainian institution is not cau-
ght by Article 3(2) GDPR, its obligations are those of Law No. 2297-VI, and the gap between
the two is the space in which most classroom uses of commercial language models currently
sit.

The concrete question is narrow. A teacher pastes a pupil’s written work into a commer-
cial system in order to obtain feedback. Three characterisations of that act are possible and
they are not equivalent.

It is a disclosure of personal data to a third party, because a pupil’s essay is data relating
to an identifiable person and its content may reveal a great deal more. It is a transfer outsi-
de Ukraine, because the processing occurs on the provider’s infrastructure. And it may be
a licensing act, because the terms of service of most consumer products reserve rights to
process submitted content, sometimes including its use in model improvement.

Each characterisation attracts a different rule, and the institution rather than the indi-
vidual teacher is the controller. The European Commission’s revised guidelines for educa-
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tors put the underlying caution plainly: uploading learner work to publicly accessible large
language models creates risks for privacy, data protection and intellectual property. That
instrument does not bind a Ukrainian university, and the analysis does not depend on it. It
depends on whether a lawful basis exists under Law No. 2297-VI for disclosing identifiable
learner work to an external processor for a purpose that was not contemplated when the
work was collected. In the absence of an institutional policy, a processing agreement and a
stated basis, the honest answer is that it does not.

5. WHO HOLDS RIGHTS IN THE GENERATED LESSON

Union copyright law contains no rule allocating rights in the output of a generative sys-
tem. The originality requirement developed in the case law of the Court of Justice presup-
poses the author’s own intellectual creation and free creative choices, which locates protec-
tion in human authorship and leaves purely machine-generated material outside it without
saying what, if anything, occupies the vacated space. The Digital Single Market Directive
addresses the input side through the text and data mining exceptions in Articles 3 and 4, and
is silent on the output side. Member State practice diverges. There is no harmonised answer,
and none is imminent.

UKkraine took a position. Law No. 2811-IX, in force since 1 January 2023, creates in Article
33 aright of a special kind — pravo osoblyvoho rodu, sui generis — in non-original objects
generated by a computer program. Article 8(4) confirms that such objects fall outside copy-
right and are protected by that right instead. The provision predates the general availability
of the systems it now governs, and it is worth setting out its terms precisely, because each
element does work.

Article 33(1) defines a non-original generated object as one that differs from existing
similar objects and is formed through the functioning of a computer program without the
direct participation of a natural person in its formation. The second sentence draws the bo-
undary from the other side: works created by natural persons using computer technologies
are not non-original generated objects. The dividing line is therefore the presence of human
creative contribution to the formation of the particular output, not the involvement of so-
ftware in the process.

Article 33(2) identifies the right-holders: persons holding economic rights in, or licen-
sing powers over, the computer program — its authors, their heirs, transferees, or lawful
users of the program. Contract may vary the allocation. Article 33(3) is short and consequ-
ential: no moral rights arise from the generation of such an object. Article 33(4) sets the
scope of economic rights by reference to Article 12, the general provision on exploitation.
Article 33(5) makes the right arise automatically upon generation. Article 33(6) fixes the
term at twenty-five years from 1 January of the year following generation. Article 33(7)
subordinates the right: where the generated object results from the use of protected works
or related-rights subject matter, the holder may exercise the sui generis right only subject
to the rights of those whose material was used. Article 33(8) confers the exclusive right to
license, and Article 33(9) permits assignment.

The first consequence is that the teacher probably does hold rights. As a lawful user of



the program she falls within the class identified in Article 33(2), and the right arises by the
fact of generation without registration or formality. She is not, however, an author, and she
cannot become one. Article 33(3) forecloses it. She may license and assign; she may not
claim authorship, demand attribution as author, or object to distortion of the material on
the moral-rights basis available under Article 11 for works. A lesson plan generated in this
way is property she controls for twenty-five years and not a work she made.

The second consequence is that the distinction is fragile in practice. Most real teaching
materials are not purely generated. The teacher prompts, discards, selects, reorders, rewri-
tes and adapts. At some point along that sequence the second sentence of Article 33(1) en-
gages and the output becomes a work created by a natural person using computer techno-
logies, protected by copyright with the teacher as author. Ukrainian law offers no threshold
and no guidance on where the point lies, and there is no case law. Two materials produced
in the same afternoon may sit on opposite sides of the line with no reliable way of telling
which is which.

The third consequence concerns employment. Article 14 vests economic rights in a work
made in the course of employment in the employer from the moment of creation, subject
to contrary agreement, and Article 15 does the same for commissioned works. Article 33
contains no equivalent provision for generated objects, and the allocation instead follows
the licensing position in the program, subject to contract. Whether a lesson plan generated
by a lecturer on a university-procured licence belongs to the lecturer or the university is
therefore a question of the licence terms and the employment contract, not of the copyright
default. Few Ukrainian universities have addressed it in either instrument.

Article 1(21) defines the lawful user of a computer program as a person lawfully posses-
sing a lawfully made copy of it. That definition was drafted for installed software. It does
not describe a person who accesses a hosted service through a browser, holds no copy, and
cannot make one.

On a literal reading, a teacher using a cloud-based assistant is not a lawful user within the
meaning of Article 1(21), does not fall within Article 33(2), and holds no sui generis right at
all — with the consequence that the right vests, if anywhere, in the provider. On a purposive
reading, the definition should be construed to cover authorised access to a service, and the
teacher holds the right subject to whatever the provider’s terms say. The provision has not
been tested, and the terms of service of the major providers do not resolve it in the vocabu-
lary the statute uses.

This is not a peripheral drafting point. [t determines whether a Ukrainian institution can
build an intellectual property policy for Al-assisted materials on the statute at all, or must
construct one entirely from contract.

Article 22 permits certain uses of works without authorisation. Article 22(2)(2) allows
reproduction and interactive provision of lawfully published articles, short works and
extracts as illustrations in the educational process or for research, where the use has no
independent economic significance and is carried out by educational or scientific bodies
on their premises or through a secure electronic environment accessible exclusively to that
institution’s learners and teaching staff. Article 22(2)(3) permits reprographic reproduc-
tion for classes on a non-systematic basis, and Article 22(2)(14) contains the text and data
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mining exception, subject to machine-readable reservation by rights-holders.

Two features of this scheme constrain generative use directly. The educational excep-
tion is expressly conditioned on the secure closed environment; a commercial chatbot is
the opposite of one, so submitting third-party copyright material to it in order to generate
teaching content is not covered. And Article 22(3) states that the list of permitted free uses
is exhaustive. Ukrainian law contains no fair use doctrine and no residual flexibility. Where
the conductis not on the list, it requires authorisation, and Article 33(7) reinforces the point
from the other direction: a generated object built on protected input carries the sui generis
right only if the input rights were respected.

6. ACADEMIC INTEGRITY: AN INTERLOCKING FAILURE

Article 42 of Law No. 2145-VIII on Education defines academic integrity and enumerates
its violations. Part 4 lists academic plagiarism, self-plagiarism, fabrication, falsification, che-
ating, deception, bribery, biased assessment, and the provision of assistance or obstruction
during assessment. The list is a statutory one, and disciplinary consequences under Ukra-
inian institutional practice are ordinarily traced to a listed head.

Two of the definitions matter here. Cheating is the performance of written work with the
involvement of external sources of information other than those permitted for use, in parti-
cular during the assessment of learning outcomes. Deception is the provision of knowingly
false information about one’s own educational, scholarly or creative activity, and its forms
are stated to include plagiarism, self-plagiarism, fabrication, falsification and cheating.

Academic plagiarism consists in presenting another person’s work as one’s own. The
concept requires an appropriated author. Article 33(3) of the copyright law states that no
moral rights arise from the generation of a non-original object, and Article 33(1) defines
such an object as formed without the direct participation of a natural person. Ukrainian
legislation therefore holds, in terms, that there is no author to appropriate.

The two statutes thus interlock in a way neither drafter intended. Submitting generated
prose as one’s own cannot be academic plagiarism, because the conduct plagiarism descri-
bes is impossible with respect to material the legal system says has no author. This is not a
gap left by silence. It is a conclusion compelled by two provisions that are individually cohe-
rent and jointly awkward.

Cheating remains available, and it is the natural head. But its definition is conditional in a
way that is easy to miss. The prohibited conduct is the use of external sources of information
other than those permitted for use. The statute does not itself designate which sources are
permitted. It presupposes that someone else has done so.

Where a university has adopted a policy stating that generative systems are not a permit-
ted source in assessed work, undisclosed use is cheating and the statutory head is engaged.
Where no such policy exists, the source has not been placed outside the permitted set, and
the conduct does not answer to the definition. The same act is a disciplinary offence at one
institution and unregulated at another, and the difference is not a matter of interpretation
but of whether a document exists.

Deception offers no reliable fallback. It requires knowingly false information about one’s



own activity. Silence is not an assertion, and it becomes one only where a duty to disclose
has been created. Absent an institutional declaration requirement, a student who does not
mention having used a chatbot has stated nothing false. Where such a requirement exists
and is breached, deception is straightforwardly engaged — but again the operative instru-
ment is institutional, not statutory.

The pattern in both heads is the same. Article 42 supplies the sanctionable categories
and delegates the substantive content to institutional rule-making. That is a defensible le-
gislative design; universities are closer to the practices they regulate, and a statutory list of
permitted tools would date within a year. It functions only where the delegate legislates.

The delegation was made in 2017, before the technology existed. It has not been revisi-
ted, and no binding national instrument has since specified how generative artificial intel-
ligence relates to any of the listed violations. What exists is soft law: ministerial and expert
recommendations, the Ministry of Digital Transformation’s Roadmap of 2023 and White
Paper of 2024, a regulatory sandbox, a code of conduct, an updated terminology dictionary.
These are preparatory instruments in an explicitly bottom-up strategy whose second stage
— binding legislation harmonised with the Al Act — is expected to begin with a draft bill in
the fourth quarter of 2026. Ukraine has also signed the Council of Europe Framework Co-
nvention on artificial intelligence.

None of that reaches the student who submitted generated coursework last week. Until
an institution has adopted a policy, the statutory heads under Article 42 are either defi-
nitionally unavailable, in the case of plagiarism, or conditionally unavailable, in the case of
cheating and deception.

7. THE UNREGULATED MIDDLE

The three preceding sections describe layers that do not meet.

Above sits the Union layer, which prohibits emotion inference in educational settings,
imposes literacy and transparency duties on deployers now, and defers a demanding regime
for four evaluative functions to December 2027. It is precise, it is enforceable, and — for a
Ukrainian institution — it applies only as an accession trajectory and through the occasional
operation of Article 3(2) GDPR.

Below sits the Ukrainian statutory layer, which allocates a proprietary right in generated
output without authorship, protects personal data to a pre-2018 European standard, and
enumerates academic integrity violations whose substantive content is delegated to insti-
tutions.

Between them sits everything a student teacher actually does. Drafting a reading passa-
ge. Producing a glossary. Generating comprehension questions. Adapting a text for a mixed-
-ability group. Obtaining feedback on a pupil’s writing. Preparing a portfolio for assessment.
None of this is high-risk under Annex III. None of it is prohibited under Article 5. The copy-
right position is governed by a provision whose central definition does not fit cloud services
and whose boundary with authorship has no threshold. The integrity position depends on
an institutional document that in most cases has not been written.

This is the unregulated middle. It is not a lawless space; several rules touch it at the edges.

149



150

[t is a space in which the rules that touch it were drafted for other objects, and in which the
instrument designed to occupy it — institutional policy — has not been issued.

Two features make it durable. The Digital Omnibus deferral means that the Union regi-
me most likely to prompt Ukrainian institutional reform will not bite until the end of 2027,
removing the nearest external deadline. And the bottom-up sequencing of Ukraine’s own
strategy is deliberate: soft instruments first, binding law later, with the draft bill not expec-
ted before the final quarter of 2026 and adoption necessarily later still. The middle will
therefore remain open for at least two more academic years.

8. IMPLICATIONS
8.1. FOR INSTITUTIONS

Four items follow directly from the analysis and none requires new legislation.

An institution should specify, under Article 42 of the Law on Education, whether and in
what circumstances generative systems are a permitted source in assessed work, because
until it does so the statutory head of cheating cannot be engaged. It should create a disclo-
sure requirement, because deception is otherwise unavailable and because disclosure is the
only mechanism that makes the permitted-source rule administrable. It should settle the
intellectual property position by contract — in the procurement licence and in the employ-
ment contract — because Article 33 provides no employment default and because its defi-
nition of the lawful user may not reach hosted services at all. And it should establish a lawful
basis and a processing arrangement before learner work is disclosed to any external system,
or prohibit that disclosure, because under Law No. 2297-VI the institution is the controller
and the individual teacher is not in a position to supply the basis.

A fifth item follows from Union law for any institution within its reach: Article 4 requires
measures supporting artificial intelligence literacy among those operating systems on the
institution’s behalf, and requires them to be evidenced.

8.2. FOR TEACHER EDUCATION CURRICULA

The competency frameworks that structure this field treat legal awareness as one di-
mension among several. The UNESCO framework for teachers places ethics of artificial
intelligence alongside a human-centred mindset, foundations, pedagogy and professional
development (Miao & Cukurova, 2024), and the UNESCO guidance for generative artificial
intelligence in education proceeds from human agency, learner protection and institutional
governance (UNESCO, 2023). Both are sound and both are soft law.

What this article’s analysis adds is that the legal content required is more specific than
those frameworks suggest and different in kind from ethical reasoning. A graduating te-
acher who understands that Al use raises questions of copyright and privacy is better pre-
pared than one who does not, and is still not equipped to answer whether she may license
the material she generated, whether her employer owns it, or whether her school’s silence
on permitted sources means her pupils may use a chatbot for homework. Those questions
have determinate answers derivable from the instruments analysed here, and none of them
appears in a competency framework.



The practical suggestion is modest. Initial teacher preparation in Ukraine could usefully
include a short unit on the actual rule set — Article 42 and the delegation it makes; Article
33 and what it does and does not confer; the controller position under Law No. 2297-VI;
and the shape of the Al Act as the accession trajectory brings it closer. This is a matter of a
few hours, and it produces graduates who can read their own institution’s policy and notice
when it is absent.

9. CONCLUSIONS

This article set out to establish which binding rules govern the use of generative artificial
intelligence in Ukrainian foreign language teacher education. Three conclusions emerge.

The EU Artificial Intelligence Act is narrower in the educational field than the literature
reports. It designates four evaluative use cases in Annex III rather than a sector, subjects
them to a filter that the Commission’s 2026 draft guidelines read restrictively, and — since
Regulation (EU) 2026/1744 — defers the obligations attaching to them to 2 December
2027. What binds now is the Article 4 literacy duty, addressed to institutions rather than to
individual educators, the Article 50 transparency regime, and the Article 5 prohibition on
emotion inference in educational settings.

Ukraine’s sui generis right in non-original generated objects is a genuine statutory an-
swer to a question most jurisdictions have left open, and it answers it in an unexpected re-
gister: property without authorship, twenty-five years, no moral rights, subordinated to the
rights in any protected input, and allocated by reference to a definition of the lawful user of
a computer program that was written for installed software and does not obviously reach a
hosted service.

The academic integrity regime cannot be applied to undisclosed generative use without
institutional action. Plagiarism is definitionally unavailable, because Ukrainian copyright
law states that the material has no author. Cheating and deception are available in principle
but conditional on institutional designation of permitted sources and on an institutional
disclosure duty. Article 42 delegated that content in 2017 and most delegates have not exer-
cised it.

The composite result is the unregulated middle: a space occupied daily by ordinary te-
aching practice, bounded by rules drafted for other purposes, and left by statute to an in-
stitutional instrument that in most cases does not exist. Sustainable governance of artificial
intelligence in education will not arrive through the Al Act, whose relevant obligations are
deferred and whose scope is narrow, nor through a Ukrainian bill that has not yet been in-
troduced. It will arrive, if at all, through institutions writing the rules that national law has
already asked them to write.

10. LIMITATIONS

Three limitations bound the claims made here. The analysis is doctrinal and reports what
the instruments provide, not how institutions or individuals behave; whether Ukrainian
universities have in fact adopted policies under Article 42, and what those policies say, is
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an empirical question this article does not answer and which would repay documentary
survey. The legal position is stated as at 1 September 2026 and is unstable in two respects:
Ukraine’s standalone artificial intelligence bill is expected in the fourth quarter of 2026, and
the Commission’s guidelines on high-risk classification were still in draft when this article
was written. And the argument addresses Ukraine; the Al Act analysis travels to any Mem-
ber State, but the copyright and integrity analysis is jurisdiction-specific, and comparison
with states that have not legislated on computer-generated output would sharpen the acco-
unt of what Article 33 achieves.
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Abstract.

Legal and organisational structures in higher education must reconcile the sector’s security with its capacity
to develop sustainably. This article asks how legal rules and institutional governance can support cybersecurity
as a condition of sustainable digital transformation in Ukrainian universities. A qualitative documentary and
comparative policy design was applied to a purposive corpus of 30 sources (19 peer-reviewed articles, 11 official
legislative, strategic and policy documents), coded against five governance dimensions: legal mandate, distri-
bution of institutional responsibility, inter-organisational coordination, university-level arrangements, and the
embedding of security requirements in long-term digital development. Ukraine has a comparatively developed
national framework for information protection, cybersecurity coordination, critical-infrastructure protection
and organisational resilience, but it is not translated into sector-specific requirements for higher education. Na-
tional roles and coordination are established, whereas it remains only partly defined how and to whom university
leaders report, how incident reporting connects to handling, what competences are required, and how resilience
is planned. Comparison with selected European instruments shows partial convergence on risk-based security,
accountability, information protection and coordination, but weaker sectoral articulation of professional roles,
management responsibility, assurance mechanisms and links to technology strategy. The principal conclusion is
institutional fragmentation rather than regulatory absence: a sectoral coordination layer is needed to connect
national regulation with autonomous university governance, setting minimum standards of organisational re-
sponsibility, management accountability, competence, incident coordination, supplier-risk control and continuity
planning, without creating a parallel administrative system. The study is confined to documentary evidence and
does not assess the effectiveness of practice in individual universities..

Keywords: regulatory coordination; organisational accountability; resilience planning; sectoral policy integra-

tion; management responsibility; information protection.

1.INTRODUCTION

The growing digitalisation of higher education has made universities more reliant on
cloud platforms, learning management systems, digital identity providers, and networked
research infrastructures. This reliance has also increased the attack surface of higher educa-
tion institutions (HEIs), which hold sensitive personal data, intellectual property, financial
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information, and critical educational workflows. Recent analyses highlight the persistence
of threats to the sector such as phishing, malware, credential compromise, software vul-
nerabilities, poor incident reporting and a low level of cybersecurity awareness (Afolalu
& Tsoeu, 2025; Salam et al., 2026). Cybersecurity in universities is therefore not merely a
technical infrastructure to be managed: the resilience of an institution depends as much on
its governance arrangements — organisational capability, internal regulation, staff practice,
and coordination between those responsible — as on the security of its critical technical
infrastructure.

In this, the Ukrainian case is no exception. Under martial law, universities continue to
function in the face of cyberattack, disinformation, the threat of personal data leaks, and a
growing dependence on digital communication and distance education services (Chorno-
mydz, 2025). At national level, the Cybersecurity Strategy of Ukraine identifies cyber re-
silience, institutional cooperation, capacity building, and a secure national cyberspace as
areas of strategic importance (President of Ukraine, 2021). These priorities have not yet
been translated adequately into the means by which the higher education sector itself is
governed.

Current cybersecurity policy is converging on the treatment of cybersecurity as a pu-
blic-governance challenge that can be addressed only through the coordinated application
of informational, regulatory, financial and organisational instruments, rather than through
stand-alone technical tools (Cotta & Righettini, 2026). The higher education literature, by
contrast, continues to be concerned primarily with threats, vulnerabilities, awareness, and
technical safeguards (Afolalu & Tsoeu, 2025; Salam et al., 2026). There is therefore a di-
sconnect between national-level cybersecurity governance and the level of the Ukrainian
university.

This study asks how legal rules and institutional governance can support cybersecuri-
ty as a medium of sustainable digital transformation in Ukrainian higher education. It is
guided by three questions: how national cybersecurity priorities are realised at the level
of the university; what type of institutional arrangements enhance cyber resilience; and in
which areas of public governance such capacity is lacking.

The question is posed here as a legal and institutional one rather than a technical one.
What is at issue is not which controls a university should deploy, but how a binding national
cybersecurity regime and a statutorily autonomous university are to be connected: which
obligations attach to a higher education institution as a regulated organisation, which follow
instead from its own governing decisions, and through what interface the two meet. Framed
in these terms, the analysis belongs to the study of law, digital technologies and sustainable
governance, and it is offered as a contribution to that field.

2. LITERATURE REVIEW

Studies of cybersecurity in higher education are converging on the view that univer-
sities are not simply another kind of digitally intensive organisation but a distinctive secu-
rity environment. Their openness, diverse user bases, decentralised decision-making, large
data holdings, and reliance on interconnected academic and administrative systems make
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traditional information-security paradigms difficult to apply. Bongiovanni (2019) pointed
out that information security management in higher education is a field that has attracted
little research attention, particularly as regards security culture, cross-institutional studies,
and security economics. Subsequent reviews have broadened the evidential basis but have
not substantially addressed this deficit in governance. One such review (2022) highlighted
increasing academic and administrative information risk in step with greater reliance on
cloud services, while Nufiez et al. (2023) classified organisational responses as institutio-
nal, technological, physical, and standards-based security measures. The strength of these
analyses is that they identify operational vulnerabilities and the controls available against
them; what is missing is an account of institutional security as part of, rather than distinct
from, a broader public-governance regime.

The same tendency appears in research on information security frameworks. Merchan-
-Lima et al. (2021) found a wide variety of frameworks, implementation phases, infrastruc-
ture services, and protective mechanisms in use across higher education institutions. This
shows that cybersecurity is not simply a matter of deploying individual technical controls.
However, this diversity of frameworks also poses a challenge to institutional consistency:
the presence of standards does not by itself determine who is responsible, how priorities
are coordinated, or how compliance and accountability are ensured among multiple actors.
The ISO 27000-series standards and the CIS controls are examples of frameworks used by
universities (Nufiez et al., 2023), but these instruments are designed principally to define
security practices, not to allocate authority in the public sector. As a result, the literature is
better equipped to answer how a university information system can be protected than how
responsibility for cybersecurity should be governed.

This article approaches the emergent scholarship on cyber-governance from a wider
conceptual vantage point. Kuerbis and Badiei (2017) distinguish market, networked, and
hierarchical governance mechanisms, and show that cybersecurity is the outcome of the in-
teraction of these mechanisms rather than of government hierarchy alone. Correspondingly,
Savas and Karatas (2022) argue that management without stakeholder-inclusive cyber go-
vernance is insufficient, and observe that no universally accepted governance model exists.
Recent evidence cements this institutional reading. Carmichael (2026), analysing Estonia
through the lens of collaborative governance, demonstrates that responsibility for cyber-
security within government can shift over time, and that conceptions of cybersecurity may
remain underdeveloped even in a digitally mature state. Collectively, these works challenge
state-centric models, but their level of analysis remains overwhelmingly national or eco-
system-wide. They offer a useful vocabulary for analysing coordination and responsibility,
but they do not specify how such arrangements should operate in a field marked by universi-
ty autonomy, public regulation, academic openness and decentralised digital infrastructure.

The gap is more pronounced in the digital-transformation literature. Castro Benavides
et al. (2020) found that no genuinely holistic models of digital transformation exist for the
higher education context. Fernandez et al. (2023) show that digital transformation involves
strategic, informational, process, technological, and human change rather than technology
implementation alone. Their review of university projects indicates considerable attention
to the quality of education, but also questions whether such isolated projects have a place



within an overall institutional digital strategy. Farias-Gaytan et al. (2023) similarly show
that research focuses overwhelmingly on digital competences and educational technologies,
with some attention to broader aspects of digital literacy. The transformation literature the-
refore acknowledges institutional complexity, but it does not often conceptualise cyberse-
curity governance as a component of the digital transformation process.

This tension is further highlighted by studies of barriers. Gkrimpizi et al. (2023) iden-
tify twenty barriers, grouped into environmental, strategic, organisational, technological,
people-related and cultural categories, and conclude that the technical capability of an or-
ganisation is not the only reason why digital transformation fails. Singun (2025) extends
this view through nine dimensions: digital vision, leadership, organisation, resources, com-
petence, stakeholder management, culture, academic processes and ethics. These multidi-
mensional approaches are analytically valuable because they move beyond technological
determinism. However, cybersecurity is generally treated as one element of a larger trans-
formation agenda rather than as a cross-cutting governance condition linking institutional
accountability with regulatory compliance, resilience and continuity.

A further contextual gap is found in the small body of research relating to Ukraine. Na-
shynets-Naumova et al. (2020) address information and cybersecurity technologies in the
system of Ukrainian higher education institutions, and Kobis et al. (2024), in a comparative
study of universities in Poland, Ukraine and the Czech Republic, highlight the significance
of employees’ views on information security and of training needs in the handling of digital
resources. These papers confirm that technological protection and human capability matter
in the Ukrainian case. They stop short, however, of offering a comprehensive account of the
relationship between university-level practice, national cybersecurity governance arrange-
ments, statutory obligations, institutional accountability, and the strategic dimension of hi-
gher education digitalisation.

Finally, institutional sustainability is itself related to cybersecurity. Othman (2023) con-
nects hijackability as a factor in the survivability of higher education institutions with their
ability to withstand cyberattacks, illustrating through a qualitative case study that institu-
tions are under assault on multiple fronts and must enhance their cybersecurity governan-
ce. The single-case design, however, limits the transferability of these conclusions to other
legal and institutional contexts.

The literature is thus scattered across three relatively insular areas: university-based cy-
bersecurity management, national or ecosystem-level cyber governance, and higher educa-
tion digital transformation. What has not yet emerged is a coherent analytical framework
capturing the ways in which legal norms, public governance models, institutional duties, and
university-level cybersecurity practices interrelate within a specific national higher educa-
tion system. This divide is especially consequential for Ukraine, where digital transforma-
tion and cyber resilience must be built concurrently in a distinctive institutional and secu-
rity context. The open research question is therefore not only what cybersecurity measures
universities should take, but also how public governance can coordinate legal requirements,
institutional capabilities, stakeholder obligations, and resilience mechanisms so that the di-
gital transformation of higher education in Ukraine is both sustainable and secure.
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3. MATERIALS AND METHODS

The research was carried out in August-September 2026 as a qualitative policy analysis
of legal and institutional documents governing cybersecurity in the context of Ukrainian
higher education. The unit of analysis was the individual legal rule, policy instrument, insti-
tutionally mandated responsibility, or governance mechanism applicable to cybersecurity,
cyber resilience, or the digital transformation of higher education institutions. The study
involved no human subjects, surveys, experiments, interventions, or personal information.

The documentary evidence was treated not as a systematic-review sample but as an in-
tentionally assembled analytical corpus. Non-random purposive sampling yielded 30 do-
cuments in two evidence groups: 19 peer-reviewed scientific publications and 11 official
legal, strategic, and institutional documents. The scientific literature reviewed, produced
mainly between 2019 and 2026, related to cybersecurity governance, information-security
management in higher education, cyber resilience, institutional sustainability, and digital
transformation. A publication was retained only where it supplied conceptual or governan-
ce resources directly applicable to the research problem.

The official-document group comprised four Ukrainian laws relating to higher education,
cybersecurity, information protection, and critical infrastructure; the Cybersecurity Strate-
gy of Ukraine; three EU legal instruments, namely the General Data Protection Regulation,
the Cybersecurity Act and the NIS2 Directive; the Digital Education Action Plan 2021-2027;
and two ENISA documents concerning cybersecurity competences and the current threat
landscape. Only authoritative official or consolidated versions were used.

Sources were included if they were relevant to at least one of five substantive areas: cy-
bersecurity in higher education institutions; national or institutional cybersecurity gover-
nance; legally defined cybersecurity responsibilities for public or educational organisations;
the interplay between digital transformation, institutional resilience and higher education;
or the legal status, governance responsibilities, institutional autonomy and organisational
role of higher education institutions required to contextualise cybersecurity obligations.
Duplicate publications, non-peer-reviewed opinion pieces, commercial web content, docu-
ments without clear analytical relevance, and studies confined to the technical aspects of
attack detection without organisational or governance implications were excluded.

The analysis was conducted in four phases. First, the corpus was filtered through five
a priori governance dimensions: legal mandate, distribution of institutional responsibility,
inter-organisational coordination, university-level cybersecurity provision, and the embed-
ding of cybersecurity in sustainable digital transformation. Sustainable digital transforma-
tion was understood as continuity, cyber resilience, secure digital infrastructure, institu-
tional capacity, and the minimisation of deterioration in digital function under conditions
of cyber risk. Second, the relevant provisions and findings were entered into a structured
coding matrix recording source, level of governance, responsible actor, regulatory or orga-
nisational modality, compliance and enforcement requirements, and identified governance
gap. The degree of HEI-specific regulatory specification was further categorised as direct,
partial, indirect or absent, according to whether a source directly regulated higher educa-
tion, addressed HEIs as a subgroup of more general regulated entities, offered only generic



rules or guiding principles applicable to HEIs, or contained no discernible sector-relevant
rule. Third, the national policy framework was analysed for coherence between national
strategic priorities, the sectoral legal framework, and the duties entrusted to higher edu-
cation institutions. Fourth, these arrangements were compared with a selection of EU and
ENISA instruments in order to identify convergence, partial harmonisation, institutional
fragmentation, and residual governance challenges.

This final interpretative step linked formal legal requirements with documented insti-
tutional arrangements and aggregated recurrent relationships into a five-level governance
structure comprising national, sectoral, institutional, operational, and assurance functions.
Particular attention was paid to the explicit allocation of responsibility, to coordination me-
chanisms, to the role of universities as regulated organisations or governance actors, and
to the incorporation of cybersecurity into digital-transformation policy. Because the design
rests only on documentary evidence, the paper evaluates the formal governance architectu-
re and documented institutional arrangements, not the actual performance of cybersecurity
practice in individual Ukrainian universities.

4. RESULTS
4.1. LEGAL MANDATE AND THE POSITION OF HIGHER EDUCATION INSTITUTIONS
WITHIN THE CYBERSECURITY FRAMEWORK

The documentary coding reveals a structural asymmetry in the governance relationship.
Although Ukraine has a broad general legal regime for cybersecurity and information pro-
tection, higher education does not appear within that regime as a distinct area of cyberse-
curity governance. The Law of Ukraine on the Basic Principles of Cybersecurity defines the
national cybersecurity system and its principal public actors, establishes the mechanism for
coordination, and imposes certain cybersecurity obligations on ministries and other public
authorities, operators of critical infrastructure, owners or administrators of critical infor-
mation infrastructure, and a number of other entities whose activities relate to national
information resources, e-services, communications, information protection or cyber pro-
tection (Verkhovna Rada of Ukraine, 2017). The Cybersecurity Strategy places particular
emphasis on cyber resilience, cooperation, national capacity building and the interaction of
cybersecurity actors as conditions of Ukraine’s existence in the digital domain (President of
Ukraine, 2021).

This national mandate bears only indirectly on higher education, since no specific sec-
toral regime exists. Under the Law of Ukraine on Higher Education, a higher education in-
stitution is a separate legal entity possessing institutional autonomy in educational, rese-
arch, organisational, economic, and personnel matters (Verkhovna Rada of Ukraine, 2014).
Universities therefore have the organisational freedom to formulate internal cybersecurity
policies, roles, and responsibilities, to manage their infrastructure and to allocate resources.
The coding did not, however, identify in the higher education legislation analysed any sec-
tor-wide cybersecurity governance framework that would impose a common set of cyber-
-resilience functions on university governing bodies, define cybersecurity leadership roles,
or create a standardised higher education incident-governance mechanism.
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The Law of Ukraine on Protection of Information in Information and Communication
Systems operates at a different regulatory level. It provides the legal framework for pro-
tecting information processed in information and communication systems, and therefore
imposes obligations wherever university systems process information protected by sta-
tutory requirements (Verkhovna Rada of Ukraine, 1994). The Law of Ukraine on Critical
Infrastructure introduces a resilience-focused regime covering continuity, recoverability,
integrity, and the protection of critical infrastructure; its requirements become institutio-
nally determinative for a university only where the relevant infrastructure is identified and
treated under the critical-infrastructure regime, and not simply because the organisation is
a higher education institution (Verkhovna Rada of Ukraine, 2021).

The results of coding these instruments against the five predefined dimensions are sum-
marised in Table 1.

Table 1. Legal and institutional coverage of cybersecurity governance dimensions in
Ukrainian higher education

Governance di- | Documentary finding in the | Degree of HEI- | Identified governance gap
mension Ukrainian framework -specific spe-
cification
Legal mandate | Cybersecurity, information Partial No dedicated cybersecurity gover-
protection, cyber resilience, nance regime for the higher educa-
and critical-infrastructure tion sector
protection are regulated at
national level
Institutional National cybersecurity actors Partial University governing bodies and cy-
responsibility and broad categories of re- bersecurity leadership functions are
sponsible entities are legally not standardised sector-wide
identified
Inter-organisa- | National coordination and in- Partial No uniform HEI-specific coordina-
tional coordina- | cident-response architecture tion channel linking universities,
tion exists education authorities, and national
cyber actors was identified
University-level | HEIs possess organisational Indirect Autonomy does not itself define mi-
arrangements autonomy and may establish nimum governance roles, reporting
internal structures and poli- chains, or cyber-resilience functions
cies
Cybersecuri- National strategy connects Partial Higher education digitalisation and
ty and digital cybersecurity with secure di- cybersecurity governance remain
transformation | gital development institutionally separated across the
analysed legal instruments

Note. HEI = higher education institution. ,Partial” means that the relevant governance element is present in
the broader legal framework but is not comprehensively specified for higher education as a sector. Source. Com-
piled by the author on the basis of Verkhovna Rada of Ukraine (1994, 2014, 2017, 2021) and President of Ukraine
(2021).

The table shows that the central weakness is not the absence of cybersecurity legislation.
Instead, the relevant mechanism is the explicit sectoral translation of national cybersecurity
requirements to the autonomous governance structures of universities. The distinction mat-
ters, because the scientific literature consistently describes higher education as a hetero-



geneous environment of users, distributed information systems, open academic networks,
research data, and varied institutional assets (Nashynets-Naumova et al., 2020; Merchan-Li-
ma et al.,, 2021; Afolalu & Tsoeu, 2025). General organisational obligations therefore do not
necessarily define how responsibility is allocated within a university.

4.2. ALLOCATION OF RESPONSIBILITY AND INTER-ORGANISATIONAL COORDINATION

The second dimension of the coding concerned the distribution of duties. Here the
Ukrainian model proved relatively well developed at national level and less well defined
at university level. The Law on the Basic Principles of Cybersecurity establishes a multi-ac-
tor framework that includes, within their respective areas of competence, the State Servi-
ce of Special Communication and Information Protection, the National Police, the Security
Service of Ukraine, defence and intelligence bodies, the National Bank, and the Ministry of
Foreign Affairs, among others. It also provides for information sharing, incident response,
preventive measures, training, cybersecurity audit, and public-private collaboration within
the national system (Verkhovna Rada of Ukraine, 2017). The Cybersecurity Strategy echoes
this network logic, conceptualising cyber resilience as the product of interaction among cy-
bersecurity actors rather than of protection at the level of a single organisation (President
of Ukraine, 2021).

At the level of the individual HEI, however, the documentary corpus does not disclose
a comparable predefined chain of responsibility running from the rectorate or governing
body to an accountable cybersecurity executive, an operational cybersecurity team, data
and system owners, and users. The university autonomy provided for in the higher educa-
tion law permits such arrangements but does not require them as a matter of cybersecurity
governance (Verkhovna Rada of Ukraine, 2014). This produces a governance arrangement
in which national accountability is relatively well specified while organisational translation
continues to depend on institutional decisions.

The scientific evidence makes this gap all the more salient in practice. Reviews of infor-
mation security management in higher education describe competence, resources, guidan-
ce, security frameworks, and implementation strategy as dynamically related rather than as
isolated elements (Merchan-Lima et al., 2021). Recent reviews also show that fragmented
security arrangements, low levels of awareness, insufficient training, poor incident repor-
ting, and technical gaps are found even among digitally mature organisations (Afolalu &
Tsoeu, 2025; Salam et al., 2026). Findings relating to universities in Ukraine likewise sug-
gest that the way employees act and are trained in security remains a factor in protecting
the institution’s digital assets (Kobis et al., 2024). The evidence thus suggests that cyber
resilience entails not simply a legal obligation to protect systems but also a specified organi-
sational route through which that obligation is to be discharged.

The distinction is laid bare more clearly by the European comparison. Under the GDPR,
liability lies with the controller, and technical and organisational measures must be pro-
portional to the risk of processing; security is defined as including confidentiality, integrity,
availability, resilience, the capacity for restoration and the periodic evaluation of measures
(European Parliament & Council of the European Union, 2016). The relevance of this model
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to the present comparison is not that the GDPR supplies a comprehensive cybersecurity fra-
mework for universities, but that it ties legal accountability to demonstrable organisational
action.

NIS2 strengthens this governance logic further. It imposes on entities within its scope a
duty to take appropriate and proportionate cybersecurity risk-management measures, and
it locates accountability at management level. Member States may provide for the Directive
to apply to education institutions, in particular those carrying out critical research activities
(European Parliament & Council of the European Union, 2022); that possibility does not
make every university an NIS2 entity. What it does show is a regulatory route by which
higher education can be brought expressly within a national framework of cyber-risk gover-
nance, rather than addressed only in general terms.

4.3. UNIVERSITY-LEVEL CYBERSECURITY ARRANGEMENTS

The third dimension concerned the governance required within the university itself. Four
functional requirements recurred across the scientific and institutional corpus: strategic
cybersecurity leadership, risk and compliance management, incident response, and conti-
nuous competence development. The Ukrainian legal framework supports these functions
but does not combine them into a standard HEI governance model.

The ENISA European Cybersecurity Skills Framework provides a useful organisational
benchmark, because it converts cybersecurity from an abstract institutional obligation into
professional functions that can be identified. Its twelve cybersecurity role profiles cover
cybersecurity leadership, risk, incident response, architecture, implementation, auditing,
threat intelligence, and other areas (European Union Agency for Cybersecurity, 2022).
The CISO-level profile in particular links organisational cybersecurity with strategy, poli-
cy, senior-management involvement, information security management systems, reporting,
external collaboration, resource allocation, resilience, and capacity building. For univer-
sities, this makes visible the governance difference between employing IT staff and esta-
blishing accountable cybersecurity functions.

The Cybersecurity Act adds a second dimension to this institutional benchmark. It does
not seek to mandate the governance structure of universities, but defines the role of ENISA
and establishes a European cybersecurity certification framework for ICT products, servi-
ces and processes, with risk-based assurance levels and a common certification approach
(European Parliament & Council of the European Union, 2019). For HEIs increasingly re-
liant on cloud services, digital learning platforms, identity services, research infrastructure,
and externally provided ICT products, this adds a supply-side governance dimension absent
from a narrow perimeter-protection model.

The current threat landscape further supports this wider institutional view. Phishing was
the leading intrusion vector in the EU threat landscape analysed in ENISA’s 2025 threat as-
sessment, ransomware continued to be one of the most high-impact threats, and increasing
reliance on digital dependencies amplified risk across interconnected digital ecosystems
(European Union Agency for Cybersecurity, 2025). These findings align with evidence at
HEI level showing continuing vulnerability to phishing, malware, weak credentials, software



vulnerabilities, intellectual property risk, low levels of awareness and poor incident practice
(Afolalu & Tsoeu, 2025; Salam et al., 2026). The overall conclusion is that university cyber-
security governance must address people, organisational responsibility, systems, external
providers, and response capacity. No single technical department, lacking institution-wide
authority, can govern all five areas on its own.

4.4. CYBERSECURITY AS A CONDITION OF SUSTAINABLE DIGITAL TRANSFORMATION

The fourth and fifth coding dimensions converged on the relationship between cyberse-
curity and digital transformation. The Digital Education Action Plan treats successful digital
transformation as dependent on infrastructure, institutional strategy, leadership, organisa-
tional capability, skills, safe environments, privacy, and cooperation among education pro-
viders, institutions, technology companies, and other relevant parties (European Commis-
sion, 2020). This contrasts with a model in which security is layered on once digital systems
have been chosen and implemented.

The documentary comparison accordingly revealed a sequencing problem for Ukrainian
HEIs. Decentralised digital innovation is underpinned by higher education autonomy, while
cybersecurity legislation establishes a national architecture of protection duties and re-
sponse. The documents analysed do not, however, merge these two governance routes into
a single sector-specific cycle in which digitalisation decisions give rise to cybersecurity risk
management, institutional liability, skills development, incident preparedness, supplier ma-
nagement, and a review-based management of these activities.

This distinction is summarised by comparing the Ukrainian architecture with selected EU
and ENISA instruments. Table 2 reports the comparative outcome rather than legal equiva-
lence between the two systems.

Table 2. Comparative governance assessment of Ukrainian HEIs against selected EU

and ENISA benchmarks
Governance Ukrainian documentary po- | Selected EU/ENISA bench- Comparative result
element sition mark

Management | Broad organisational and statu- | GDPR accountability; NIS2 Partial alignment
accountability | tory responsibility; no uniform | management-level responsi-
HEI cybersecurity leadership bility for covered entities

model identified

Risk-based Present through information Explicit risk-based technical | Substantive basis exists,
security protection, cybersecurity, and and organisational measu- | but HEI operationalisa-
critical-infrastructure regimes res in GDPR and NIS2 tion is fragmented
Incident go- National incident-response and | NIS2 formalises organisa- National capacity stron-
vernance coordination mechanisms exist | tional risk management ger than HEI-specific
and incident reporting for procedural specification

entities within scope

Professional | Notstandardised across HEIs by | ECSF defines interoperable | Clear institutionalisation
cybersecurity | higher education legislation cybersecurity role profiles gap
roles and competences
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Governance Ukrainian documentary po- | Selected EU/ENISA bench- Comparative result

element sition mark
Secure digita- | Cybersecurity and higher edu- Digital Education Action Partial policy conver-
lisation cation digitalisation are gover- Plan integrates strategy, le- | gence, weak sectoral
ned through separate legal and | adership, secure platforms, |[integration
policy streams privacy, skills, and collabo-
ration

ICT assurance | General protection obligations Cybersecurity Act provides | Comparative gap in

and supply apply; HEI-specific procurement | EU-level certification archi- | explicit HEI-oriented

chain assurance not identified in the tecture for ICT products, assurance mechanisms
analysed corpus services, and processes

Higher edu- HEIs enter cybersecurity regu- | NIS2 allows Member States | Sectoral coverage

cation sector | lation primarily through general | to extend scope to education | remains less explicit in

coverage or conditional legal categories institutions, especially those | Ukraine

conducting critical research

Note. The EU instruments are used as comparative regulatory and policy benchmarks, not as evidence that
every provision applies directly to every Ukrainian HEI. NIS2 coverage of educational institutions depends on the
scope established by Member States and on other conditions of the Directive. Source. Compiled by the author on
the basis of European Commission (2020), European Parliament and Council of the European Union (2016, 2019,
2022), European Union Agency for Cybersecurity (2022), Verkhovna Rada of Ukraine (1994, 2014, 2017, 2021),
and President of Ukraine (2021).

4.5. INTEGRATED GOVERNANCE FINDING

The final stage of interpretation produced a five-tier governance structure arising from
the relationships identified rather than from any single determinant. At the first level, na-
tional cybersecurity policy defines strategic goals, baseline requirements, coordination, and
response capability. At the second, sectoral governance should convert those general aims
into requirements suited to the higher education context, including through differentiated
treatment of institutions whose research, information resources, or infrastructure carry
elevated risk. At the third, university governing bodies need to assign responsibility, ap-
prove cybersecurity policy and risk tolerance, endorse resource requirements, and embed
cyber resilience in the institution’s digital strategy. At the fourth tier, operational roles inclu-
de information-security management, incident response, access and identity management,
data protection, infrastructure and supplier risk, awareness, and continuity. The fifth tier is
a continuous assurance loop drawing on incident data, risk reassessment, audits or evalu-
ations, capability development, and the revision of organisational policy.

The coding matrix suggests that the components of this structure do exist in Ukraine, but
in different legal and institutional layers. National coordination and cybersecurity policy
are relatively clear; the protection of information systems is mandated by law; critical-in-
frastructure legislation imposes resilience-based obligations where applicable; and higher
education law grants significant organisational freedom (Verkhovna Rada of Ukraine, 1994,
2014, 2017, 2021). It is the intermediate layer connecting the national system to the inter-
nal administration of an ordinary HEI that remains loosely institutionalised.

The main finding emerging from the doctrinal comparison is therefore one of institutio-
nal fragmentation rather than of regulatory absence. Ukrainian universities operate at the
intersection of higher education autonomy, the demands of national cybersecurity gover-



nance, critical-infrastructure regulation where applicable, and expanding digital infrastruc-
ture provisions. The framework analysed does not, however, bring these elements together
into a unified sectoral governance model that would specify at least minimum university-le-
vel cybersecurity duties, management accountability, professional functions, coordination
channels, cyber-resilience planning, and integration with institutional digital-transforma-
tion strategies.

The EU comparison suggests that these gaps in connection need not be accepted as the
price of university autonomy. The European instruments selected show, on the contrary,
how decentralised organisational responsibility can be combined with risk-based accoun-
tability, management oversight, competence frameworks, secure digital platforms, certifica-
tion schemes, and inter-institutional coordination (European Commission, 2020; European
Parliament & Council of the European Union, 2016, 2019, 2022; European Union Agency for
Cybersecurity, 2022). In the Ukrainian context, the governance arrangement to be built from
these models is therefore not a parallel cybersecurity bureaucracy for the higher education
sub-sector, but the formal linkage of the self-governing university to the wider national cy-
bersecurity architecture through sector-specific minimum duties, interface specifications,
and cyber-resilience standards.

5. DISCUSSION

The main contribution of this paper is to show that the governance of cybersecurity in
Ukrainian higher education is not so much unregulated between national higher education
and cybersecurity policy as it is differentiated across levels — national policy, subsystems of
higher education governance, and university-level institutional arrangements. Ukraine now
possesses legal instruments for the protection of information, the coordination of cyber-
security, the resilience of critical infrastructure, and institutional autonomy. What remains
missing or underdeveloped is the intermediate, or ,meso”, level of governance that trans-
lates these national requirements into a consistent and intelligible set of responsibilities
for higher education institutions. That distinction is crucial, because it moves the policy
challenge away from creating further cybersecurity rules and towards integrating the regu-
latory and organisational components that already exist.

This conclusion accords in general terms with research from other countries suggesting
that weak cybersecurity on university campuses is not attributable solely to deficits in tech-
nical protection. Fragmented information security management and weak institutional
cooperation were identified as problems facing higher education by Bongiovanni (2019).
Merchan-Lima et al. (2021) proceed along the same lines, showing that universities adopt
diverse security models and approaches to infrastructure and network management, as do
Imbaquingo-Esparza et al. (2022), who find that growing reliance on digital technology in-
creases organisation-level information security risk. The findings presented here develop
these insights further by identifying fragmentation not only within the organisation of secu-
rity in universities but also between that organisation and the broader public-governance
framework.

This deficient division of labour in responsibilities is also consistent with the emphasis
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on governance rather than control advanced by Kuerbis and Badiei (2017) and Savas and
Karatas (2022). Their work conceptualises cybersecurity as an emergent effect of interac-
tion between hierarchical, networked and organisational structures, and therefore as a re-
sponsibility that cannot be located in a single public authority. The present results suggest
that this is particularly true of Ukrainian higher education. National cyber bodies can offer
strategic direction and incident-response capacity, but university autonomy means that
operational responsibility remains decentralised. Autonomy is thus not incompatible with
stronger cybersecurity governance; on the contrary, it increases the need for clear interfa-
ces between public and institutional decision-making.

The contrast with Carmichael’s (2026) study of Estonia further substantiates this re-
ading. Estonia provides representative evidence that even the most ,mature” digital states
continue to renegotiate the distribution of cybersecurity responsibilities across institutions.
Although Ukraine differs radically in institutional history and securitisation context, the
comparison implies that mature cyber governance depends on continually clarifying the
configuration of responsibilities rather than on fixing it. For Ukrainian HEIs, the open qu-
estion is therefore not what responsibility to centralise, but which responsibilities are best
institutionalised at university level and which are best addressed sectorally.

Two of the paper’s principal findings concern the relationship between cybersecurity and
digital transformation. The Ukrainian framework analysed here addresses the two spheres
through somewhat divergent policy strands. This separation runs contrary to the change li-
terature, which conceptualises organisational strategy, leadership, digital solutions, resour-
ces, organisational infrastructure and institutional culture as convergent constructs. Castro
Benavides et al. (2020) argue that digital transformation in higher education demands an
institution-level approach, and Fernandez et al. (2023) hold that transformation succeeds
when it is approached from the technological, organisational, process and human levels. Fa-
rias-Gaytan et al. (2023) support this line by connecting digital transformation with institu-
tional capacities and digital literacy. The present findings indicate that cybersecurity might
better be viewed as a further cross-cutting aspect of this transformation than as a technical
exercise carried out after digital systems have been deployed.

This understanding is confirmed, significantly, by studies of barriers to digital transfor-
mation. Gkrimpizi et al. (2023) differentiate barriers that are strategic, organisational, tech-
nological, cultural and human, and Singun (2025) highlights the relevance of leadership, re-
sources, competences, stakeholder management, and institutional culture. The governance
gaps identified in this study are precisely of that kind. A university may possess technically
adequate security tools and yet remain institutionally vulnerable if its policies on accoun-
tability, competence, supplier governance, incident escalation and continuity are unclear.

The Ukrainian evidence also partially corresponds with Nashynets-Naumova etal. (2020),
who identify technological and organisational solutions to information and cybersecurity
problems in Ukrainian HEIs, and with Kobis et al. (2024), whose comparative evidence un-
derlines the importance of employee practice and security training. The present analysis
nevertheless shows that competence building is not sufficient on its own. The organisatio-
nal benefit of training depends on whether cybersecurity roles and chains of responsibility
are institutionally defined. This finding is consistent with Nufiez et al. (2023), who show the



necessity of integrating technical tools, organisational controls, standards, and institutional
practice.

Finally, the relationship between cybersecurity governance and institutional resilience is
consistent with Othman (2023), for whom the risk of cyberattack has consequences for the
long-term viability of higher education institutions. The present study extends that conc-
lusion: sustainability depends not only on an institution’s capacity to respond to individual
incidents, but also on embedding cyber resilience in the governance of digital transforma-
tion. The continued prevalence of phishing, malware, credential compromise, vulnerabi-
lities, and human-factor risk in HEIs is documented by Afolalu and Tsoeu (2025) and Salam
et al. (2026). The present findings help explain why these threats call for governance re-
sponses covering management accountability, professional competence, coordination, sup-
pliers, continuity, and institutional learning.

The study is limited by its documentary character. It identifies formal responsibilities and
governance structures but cannot determine how reliably they are carried out in individual
Ukrainian universities. Future research should therefore investigate the institutional cyber-
security policies, organisational structures, incident-response procedures, staffing models,
and governance practices of a range of Ukrainian HEIs. The present findings nevertheless
provide a foundation for that inquiry: improving cybersecurity in Ukrainian higher edu-
cation does not require a parallel regulatory framework, but a sector-specific governance
layer that bridges the gap between the national cybersecurity architecture and autonomous
university management, alongside sustainable digital transformation.

6. CONCLUSIONS

The research has shown that the governance of cybersecurity in Ukrainian higher educa-
tion rests on a robust national legal and strategic framework, but that this framework is not
yet sufficiently elaborated in a sector-specific model for HEIs. Analysis of the 30-document
corpus revealed that legal obligations concerning cybersecurity, information protection,
critical infrastructure, organisational autonomy, and digital maturity are dispersed across
different layers of regulation and institution. The principal weakness is therefore not regu-
latory absence but the weak coordination between national-level cybersecurity governance
and university-level responsibility.

Five aspects of governance were examined: legal mandate, institutional responsibility,
inter-organisational coordination, university-level cybersecurity provision, and the integra-
tion of cybersecurity into sustainable digital transformation. The analysis indicated that,
although national-level guidance is comparatively strong, there is only partial definition of
what cybersecurity leadership, accountability structures, incident involvement, professio-
nal functions, and sector-wide resilience requirements should look like for higher education.

An implication for practice is that Ukraine does not need a separate parallel cyberse-
curity system for universities. A more adequate way forward would be to create a sectoral
governance layer connecting autonomous university governance with the national cyberse-
curity architecture. This should include a minimum institutional duty of care, management
accountability, coordination mechanisms, competence requirements, cyber-resilience plan-
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ning, and the embedding of cybersecurity within digital-transformation strategies.

As documentary research, this study cannot trace how formal requirements are executed,
how policies influence practice in particular universities, or how effective institutionalised
practices prove in operation. Comparative studies of cybersecurity governance across diffe-
rent types of Ukrainian HEI should be developed to examine their internal policies, inciden-
t-response capabilities, staffing, competence, supplier-risk management, and continuity
mechanisms. Empirical substantiation would move the governance logic proposed here to-
wards a practical sectoral model for sustainable and secure digital transformation.

Two implications follow for regulatory practice, and they are the reason the analysis be-
longs to the study of law, digital technologies and sustainable governance rather than to
information security alone. First, the instrument that will determine whether a Ukrainian
university actually governs its cyber risk is not the national statute but the subordinate sec-
toral rule that has not yet been made. For as long as the connection between the national
cybersecurity architecture and autonomous institutional governance is left to each univer-
sity to devise for itself, the standard achieved will track institutional capacity rather than
legal obligation. Regulators and education authorities should therefore attend to the design
of that intermediate layer, and not only to the adequacy of the primary legislation. Second,
sectoral coordination of this kind is a condition of sustainability and not only of security:
where digitalisation decisions are taken without a defined route to responsibility, compe-
tence and continuity, the digital capacity that results is not durable. On this reading, the task
facing Ukrainian higher education is less the enactment of new cybersecurity norms than
the institutional translation of the norms that already exist.
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